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In an effort to conserve paper, ProSoft Technology no longer includes printed manuals with our product
shipments. User Manuals, Datasheets, Sample Ladder Files, and Configuration Files are provided at our
website: www.prosoft-technology.com

Content Di scl ai mer

This documentation is not intended as a substitute for and is not to be used for determining suitability or
reliability of these products for specific user applications. It is the duty of any such user or integrator to
perform the appropriate and complete risk analysis, evaluation and testing of the products with respect to
the relevant specific application or use thereof. Neither ProSoft Technology nor any of its affiliates or
subsidiaries shall be responsible or liable for misuse of the information contained herein. Information in this
document including illustrations, specifications and dimensions may contain technical inaccuracies or
typographical errors. ProSoft Technology makes no warranty or representation as to its accuracy and
assumes no liability for and reserves the right to correct such inaccuracies or errors at any time without
notice. If you have any suggestions for improvements or amendments or have found errors in this
publication, please notify us.

No part of this document may be reproduced in any form or by any means, electronic or mechanical,
including photocopying, without express written permission of ProSoft Technology. All pertinent state,
regional, and local safety regulations must be observed when installing and using this product. For reasons
of safety and to help ensure compliance with documented system data, only the manufacturer should
perform repairs to components. When devices are used for applications with technical safety requirements,
the relevant instructions must be followed. Failure to use ProSoft Technology software or approved software
with our hardware products may result in injury, harm, or improper operating results. Failure to observe this
information can result in injury or equipment damage.

Copyright © 2024 ProSoft Technology, Inc. All Rights Reserved.

For professional users in the European Union

If you wish to discard electrical and electronic equipment (EEE), please contact your dealer
or supplier for further information.

A Warning i Cancer and Reproductive Harm i www.P65Warnings.ca.gov
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| mportant Installation I nstructions

Power, Input, and Output (I/O) wiring must be in accordance with Class I, Division 2 wiring methods, Article
501-4 (b) of the National Electrical Code, NFPA 70 for installation in the U.S., or as specified in Section 18-
1J2 of the Canadian Electrical Code for installations in Canada, and in accordance with the authority having
jurisdiction. The following warnings must be heeded:

WARNINGEXPLOSION HAZARIUBSTITUTION OF COMPONENTS MAY IMPAIR SUITAI ILITY
FOR CLASS [, DIV. 2;

WARNINGEXPLOSION HAZARBHEN IN HAZARDOUS LOCATIONS, TURN OFF POWE ' BEFORE
REPLACING OR WIRING MODULES

WARNINGEXPLOSION HAZARBDNOT DISCONNECT EQUIPMENT UNLESS POWER H \S BEEN
SWITCHED OFF OR THE AREA IS KNOWN TCGHBZARDOUS.

Class2 Power

Agency Approvals and Certifications

Please visit our website: www.prosoft-technology.com
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1 Start Her e

1.1 About t heNBRLXN3®Z wor k Bridge

The PLX35-NB2 Network Bridge is the ideal solution for system integrators, machine
builders, and OEMs requiring remote system access for commissioning, troubleshooting,
or network maintenance.

During the commissioning phase, a network bridge is deployed on site with automation
equipment. Once the equipment is installed and ready for configuration and
programming, the bridge allows the user to remotely access the network to commission,
maintain, and troubleshoot the system, thereby reducing travel time costs.

By deploying a network bridge to an existing network, the network bridge allows access
from anywhere by authorized personnel. In the event of unscheduled downtime, an
authorized user can connect to the network to minimize downtime and loss of profit.

Module configuration and remote connections are accomplished through Belden
HorizonE , ProSoft Technology's secure, cloud-native platform for the Industrial Internet
of Things (loT).

BELEN 196.168.0.251 o Access
D) Remote PC
Address T
’ \ IT Network
§——3 4@ PAC/PLC
: T 192.168.0.20
‘\. DMZ/Firewall |
Internet |“ No Access PLX35-NB2 &
- Drive
Remote 192.168.0.50
Access HMI

192.168.0.30 Equipment

Plant Automation Network

| = L 11
@

Headquarters
PLC "
1011010 Drive

The PLX35-NB2 allows users to:

f Securely connect to remote devices from any PC without having to use a 3"-party
software application

91 Locally control the VPN connection through an EtherNet/IP® message.

The PLX35-NB2 provides 2 Ethernet ports. One port is used for the local network
requiring remote access. The second port is used to connect to the internet.

ProSoft Technology, Inc. Pages of86
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1.2

111 Speci fications

Power Description
Power 24 VDC nominal, 10 to 36 VDC allowed, Positive, Negative, and
GND terminals
Power Connector Three pin, screw terminal, screw retention, black
Current Load 24 VDC nominal @300 mA
Internal Specifications Description
EtherNet/IP Supports local control of VPN access through MSG instruction.
Network Ports HTTP or HTTPS ports 80
Physical Description
Enclosure Extruded aluminum with DIN clip
Dimensions 5.52 x2.06 x 4.37 in
(Hx W x D) 14.01 x5.24 x 11.09 cm
Shock IEC 60068-2-27; 20G @ 11ms (Operational)
IEC 60068-2-27; 30G @ 11ms (Non-Operational)
Vibration IEC 60068-2-6; 10G, 10 to 150 Hz
Ethernet Port (2) 10/100 Base-T, RJ45 connector
Environmental Description
Operating Temperature IEC 60068; -22°F to +158°F (-30°C to +70°C)
Humidity IEC 60068-30; 5% to 95%, with no condensation
External Power 10to 30 VDC

Peak Power Consumption <6W

PLX3ANB2 Package Contents

The following components are included with the PLX35-NB2 and are required for
installation and configuration.

ImportantBefore beginning the installation, please verify the following items are present.

Qty. Part Name Part Number Part Description
1 PLX35-NB2 Network Bridge ~ PLX35-NB2 2-port Network Bridge
1 2-pin Power Connector 002-0116 Power Connector

If any of these components are missing, please contact ProSoft Technology Technical
Support for replacement parts. See Contacting Technical Support (page 85).
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1.3 Jumper I nformation

The module has one visible set of jumper pins on the back of the gateway. These pins
should only be jumped/shunted when resetting the gateway back to factory defaults.

To perform a factory reset:
1 Set the jumper on both pins and power-cycle the module.
2 Wait until the FLT, CFG and ERR L E D flash in a reverse-clockwise direction
(the gateway should boot twice by then).
3 You will notice all the LED& flashing twice (except interface LED&).
4 Remove the jumper and wait for the gateway to finish the power-cycle.
5 When the factory reset has finished, the CFG LED flashes.

14 Failover and Automatic Backup & Factory Rese

141 Fail over

The Failover process provides a recovery mechanism whenever a serious malfunction
renders the main filesystem inoperable.

If the system fails to boot up (all LEDs are solid on) 4 times in a row, on the 5th boot up
the gateway will enter a failover state (the FLT LED is solid red and the CFG LED blinks
amber). While in this state, the PLX35-NB2 can be accessible using its default
configuration. A new upgrade can be performed on the gateway which should fix the
serious malfunction that led to the failover state.

142 Automati c Backup & Factory Reset

If the system fails to boot up (all LEDs are solid on) 10 times in a row, on the 11th boot
up the gateway tries to restore the backup firmware and configuration. The backup
firmware and configuration are in place before the last upgrade was performed.

If the backup restore procedure has performed correctly, only the PWR LED will be lit
upon boot up.

The automatic factory reset process takes place when the PLX35-NB2 needs to return to
the default configuration. This is because the backup restore process has not
succeeded. After this process is completed, it will run the factory default image with the
default configuration, in an out-of-the-box condition. In this case, there is no need to use
a jumper to perform a factory reset.

If the factory reset has performed correctly, the CFG LED will blink amber.
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2 Quick Start

21 Local Configuration
Task Page
Install the module 10
Connect to the PLX35-NB2 webpage 13
Set gateway configuration parameters 15
Configure login credentials 20
Update firmware 44

22 Bel den H®eatiwpnand Configuration

Belden Horizon allows you to remotely configure, maintain, and troubleshoot the

gateway.
Task Page
Obtain an activation key and login to Belden Horizon 48
Create a VPN client 52
Establish a VPN Connection 52
Perform configuration functions in Belden Horizon 57
Add Team Members 58
Change Firmware if required 61
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3 I nstallingNBhe PLX35

Mount the PLX35-NB2 such that:

9 There is easy access for the cables to ensure that they are not bent, constricted,
near high amperage, or exposed to extreme temperatures.

1 The LEDs on the front panel are visible for troubleshooting and verifying the gateway
status.

1 There is adequate airflow around the gateway, but also protected from direct
exposure to the elements, such as sun, rain, and dust.

CautionThe PLX3BB2 is in a hardermede andg designed for use in industrial and extreme
environments; however, uthessiblesareexpressly designed for such environments, the cabl s can fail
if exposed to the same conditions theNHR2X&H withstand.
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31 LED I

ndi

cator s

The following table describes the diagnostic LEDs on the PLX35-NB2.

LED State Description
MGMT Off The module cannot reach the internet and is not managed
by Belden Horizon (default).
Flashing Green The module can reach the internet.
Solid Green The module is managed by a Belden Horizon account.
Solid Red N/A
Flashing Red The module is configured to be managed by Belden
Horizon but cannot reach Belden Horizon.
Alternating Red/Green N/A
VPN Off Belden Horizon is not enabled (default).

Flashing Green

VPN is possible (normal).

Solid Green A VPN tunnel is established.

Solid Red The module is managed by Belden Horizon and EIP has
disabled VPN tunneling.

Flashing Red VPN connection failed.

Alternating Red/Green

N/A

PWR (Power)

Off

Power is not connected to the power terminals or source is
insufficient to properly power the module.

Solid Green Sufficient power is connected to the power terminals.
FLT (Fault) Off Normal operation

Solid Red A critical error has occurred. Program executable has
failed or has been user-terminated and is no longer
running. Press the Reset button or cycle power to clear the
error.

CFG Off Normal operation

Flashing Amber The module has no configuration.

Solid Amber The module is in configuration mode. Either a
configuration error exists, or the configuration file is
currently being downloaded or read. After power-up or
after the Reset button is pressed, the configuration is read
and the module implements the configuration values and
initializes the hardware.

ERR Off Normal operation

Flashing Amber

An error condition has been detected and is occurring on
one of the application ports. Check configuration and
troubleshoot for communication errors.

Solid Amber

The ERR LED is cleared on receipt of a well-formed
allowed packet. On receipt of data packet containing an
unsupported protocol, the LED is lit. If the LED is solid, a
large number of errors are occurring on one or more ports
(network communication errors).

ProSoft Technology, Inc.
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311 Et her net Port LEDSs

LED State Description
100 Mbit Off No activity on the port
Flashing Amber The Ethernet port is actively transmitting or receiving data.
LNK/ACT Off No physical connection is detected. No Ethernet
communication is possible. Check wiring and cables.
Solid Green Physical network connection detected. This LED must be

ON (solid) for Ethernet communication to be possible.

ProSoft Technology, Inc. Pagel20f86
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4 Local ConfWsg unrgaR XoS8N-B 2
ConfiguWabpaage

The PLX35-NB2 contains a browser-based configuration webpage used for
configuration. The following sections describe the configuration process.

41 Connecting t oNB2WNeb Pd K8 5

1 Ensure that the module is connected to the network through the LAN port.
2 Apply power to the module.

3

To log into the PLX35-NB2 configuration webpage through the network, your PC
must be able to connect to the PLX35-NB2. The default IP address of the PLX35-
NB2 is 192.168.0.250. If your PC is on a different subnet, temporarily set the IP
address of your PC to 192.168.0.xxx with a subnet of 255.255.255.0 (where xxx is an
available address on the network).

IF address: 192,168 . 0 . |

Subnetmask: 255,255 .255 . O

Note ProSoft Discovery Servaebe used discover the IP addrBesinload and install ProS Hft
Discovery Services from the ProSoft website @bseichnology.com

In a web browser, enter the PLX35-NB2 default address of 192.168.0.250. Minimum
browser requirements: Chrome 58, Firefox 54, and Internet Explorer 10.

In the PLX35-NB2 configuration webpage, enter the USERNAME and PASSWORD to
log in. The default USERNAME is admin and the default PASSWORD is password.

&

Login here; PLX35-NB2

admin

Enter login credentials for this PLX35-NB2.
Belden Horizon login credentials not accepted.

Remenber me

Viinimum browser requirements:
hrome 58, Firefox 54, In X|

Note For security purposess required ¢hange the defausernamand password after initial
login or factory reset. Bdt@al Factory Reset Logimpage?2

ProSoft Technology, Inc. Pagel30f86
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6 After successful log in, the configuration webpage displays the Overview tab.

O PLX35-NB2

bl Overview & Gateway & Access I File Relay W SO Card

PERFORMANCE ® LIVE

5 Days 172 MB
310 ws

LAN DATA RECEIVED

This page allows you to:

M View Performance Information
T View Device Details

1 Update Firmware

& Activity

97 ws

WAN DATA SENT

28 w8

LAN DATA SENT

1 Manually enter a custom date and time

o

DEVICE DETAILS

Model: ProSoft PLX35-NB2
LAN IR,

WAN IP:

Serial #:

Firmware:

System
Time:

Change

Belden Activate
Horizon

7 After 5 consecutive failed login attempts, login is suspended for 10 minutes. The
login details and status is logged in syslog and /psft/loginRecords.txt (The last 100

login attempts are logged).

£t
ProSoft
Login here:
admin1234

Enter login credentials for this PLX35-NB2.
Belden Horizon login credentials not accepted.

Remember me
Too many failed logins
Last IP used
You can try again when timer expires:
9m 30s

Vinimum browser requirements
Chrome 58, Firefox 54, Internet Explorer 10

ProSoft Technology, Inc.
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42 Ud ng the

Qudr vi ew

The Overview tab contains performance information as well as device details, access

information, and module location information.

In addition, this page allows you to make firmware updates to the gateway. You can view

this tab at any time by simply clicking on the Overview tab.

Tip Thistabprovides afctivation Cotleat allows you to take advantage of configuring and me ntaining

your gateway usBelden HorizoBeeClouebased Maintenance uSialglen Horizom pagd8for
details on using this code

43 Setting

Gat eway

1 Click on the Gateway tab.

. Overview o Gateway

GATEWAY

LOCAL AREA NETWORK

WIDE AREA NETWORK

BELDEN HORIZON

& Access

Gateway Name

Description

Address.

P

Subnet

Default Gateway

DHCP Server

NTP

DHCP Cliant

1P Address

Subnet Mask

Default Gateway

DNS 1

DNS 2

VLANID

URL

On-Prem IP Address

B File Relay ™ 5D Card

PLX35-NB2

Prosoft

192.168.0.26

2552552550

192 168.0 1

Disabled -

Enable: ~

0.us pool. ntp.org

1.us poal nip org

0ol ntp org

wss:/ibelden.io

Configuratd.

Parameters

ProSoft Technology, Inc.
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2 Use the following table to enter the appropriate parameters:

Parameter Description
Gateway
Gateway Name Enter a name for this gateway.
Description Enter a description to describe the gateway.
For example, Network Bridge - Bakersfield.
Address Enter the street address of the gateway (i.e., where the gateway resides)
Advanced This link allows you to provide GPS coordinates of the gateway's location.

configuration (link)
Local Area Network

IP Enter the IP address of the gateway. This is a static IP address. The default
IP address is 192.168.0.250. (The netmask is always 255.255.255.0).

Subnet Subnet mask of the PLX35-NB2 Ethernet port.

Default Gateway Default gateway of the PLX35-NB2 Ethernet port.

DHCP Server Use this parameter to enable or disable DHCP. The default is Disabled. If

you want to use a DHCP server to select an IP, select Enabled.

Selecting Enabled displays a number of additional DHCP-related parameters

DHCP Server Enabled M
DHCP Lease Time 12
DHCP Lease Units Hours v
DHCP Pool Low 192.168.2. 100
DHCP Pool High 192.168.2. 249

DHCP Lease Time - Allows you to select lease times in hour, minutes, or
seconds. This is the amount of time an IP address remains available on a
particular device before releasing the IP address for use by another device.
DHCP Lease Units - Allows you to specify Hours and Minutes and works in
conjunction with DHCP Lease Time.

DHCP Pool Low - DHCP uses a pool of assigned addresses that are
available to requests. DHCP Pool Low allows you to set the last octet to the
low end number of the pool. (See example below)

DHCP Pool High - DHCP uses a pool of assigned addresses that are
available for use. DHCP Pool High allows you to specify the high-end last
octet of the pool

For example:
DHCP Pool Low 192.168.72. 1
DHCP Pool High 192.168.72. 249

This example specifies that the range of addresses that may be used is
between 192.168.72.100 through 192.168.72.249.

NTP This parameter specifies whether or not the Network Time Protocol (NTP) is
enabled or disabled. The default is Enabled. If Disabled, the following two
parameters are not present.

NTP Server 1 Default set to: 0.us.pool.ntp.org. Enter a different NTP server, if needed.
NTP Server 2 Default set to: 1.us.pool.ntp.org. Enter a different NTP server, if needed.
NTP Server 3 Default set to: 2.us.pool.ntp.org. Enter a different NTP server, if needed.
NTP Mode Default is Client. This can be edited to Client/Server mode.

ProSoft Technology, Inc. Pagel60f86
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Wide Area Network
DHCP Client This is set to Enabled by default. If your administrator wants to assign a static
IP, this should be set to Disabled.

If Disabled, you must supply the following information:

IP: The IP address assigned to the WAN port.

Subnet: Enter the subnet address.

Gateway: Enter the gateway address for this subnet.

DNS 1: Enter the Domain Name Server IP provided to your system.

DNS 2: Enter the backup Domain Name Server IP provided to your system.

VLAN ID If the gateway is part of a VLAN, enter the VLAN ID.
Belden Horizon
URL By default, URL is set to wss://belden.io.

If the PLX35-NB2 needs to be activated on premises then the URL must be
set as wss://onprem.belden.io.
If the PLX35-NB2 is activated to the cloud, this parameter cannot be modified.

Note: Only wss://belden.io and wss://onprem.belden.io can be configured
as the URL.

On-Prem IP Address This section is disabled by default.
If the URL is configured as wss://onprem.belden.io, then the On-Prem
server |IP address must be entered here.
If the PLX35-NB2 is activated to the cloud, this parameter cannot be modified.

Note: If the URL is configured as wss://belden.io, this parameter will be
disabled

3 Click the APPLY CHANGES button when complete.
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431 Open Source Software and License I nformat

To view a list of the software and licenses contained in the PLX35-NB2, click on the
LICENSES link at the bottom of the Gateway tab.

TUNNEL CONNECTED w

Ll Qverview & Gateway & Access [ File Relay W SD Card A Activity

LOCAL AREA NETWORK

L 192.168.0.250

DHCP Server Disabled v
NTP Enabled N

NTP Serverl 0.us.pool.ntp.org

NTP Server2 Lus.pool.ntp.org

NTPServer3  2.uspoolntp.org
NTP Mode Client M

WIDE AREA NETWORK
DHCP Client Enabled v
VLAN ID

A list of the Open Source software and its license terms are displayed:

el (o el I e e e vy
Software contained in the product

Package Wame License Point of Contact Source Link

ProSoft Technology, Inc. Pagel80of86
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License Details:

TUNNEL CONNECTED DISCONNECT

Overview o Gateway & Access i File Relay. s card A& Activity

m/whitequark

ipaddr wir

hub.com/Eonasdan

eonasdan-bootstrap-datetimepicker wir

License Details

3.0, mid-utils~1.5.2, netifd-2016-11-21, popt-1.16, procd-1016-10-18, u-b00t-2016.05, ubus-2016-10-12,ubox, UCi-2016-07-04.1, utii-linux-2.28

Packages: busybox-1.25.1, dnsmasq-2.78, fetools-2016-09-31, libcap-2.25, iproute2-4.4.0, lede-keyring-2016-04-30, 120-2.08, mbedtis-1.3.17, mbedltls

, hitprouter, pty ‘go-uuid, stomic,testify, server, htt 125 Y, bootstrap, underscore, backbone, backbone-forms, handlebars, swag, js-cookie, bootstrap3-dialog, backbone-

Packages: curl-7.50.3, expat-2.2.6, json-c-0.12.L, Ubxmi2-2.9.8, ncurses-5.9, go-syslog, lua-5.
deep-model, file-saver, he, JQuery-slimScroll, ipaddr, o 2json, hittp

Packages: go-avro, softethervpn-psft-4.28-9680, glog

Packages! ach-2.2.53, attr-2.4.48, libiconv, libnktiny-0.1, Linux-PAM-1.2.0, userspace-reu-0.9.4,x2-5.2.4, 2lib-1.2.8
Packages: bash-4.4.18, binutils-2.27, dosfstools=4. 1, fwtool, readline-T.0

Packages: pflag, fsnofify, snappy, iperf-1.3.4

bsockets, libarchive-3.3.2

Packages: gorilla-v

Pai J 1-07, libub 2015-07-04, g0-sphew

Package: zlib

Package: bip

G by ProSoft Technology

Each entry can be expanded:

TUNNEL CONNECTED DISCONNECT

v R e e s O & aaviy [ rorvaence |

License Details

il-linux-2.28

-10-19, u-boot-2016.05, Ubus-2016-10-12,uboK, Uci-2016-07-04.1,

121, popt-1.16, procd-2

, mbedtls-2.3.0, mtd-utils-1.5.2, netifd-2

Packages: busybox-1.25.1, dnsmasq-2.78, fstools-2016-00-31, libeap-2.25, iproute2-4.4.0, lede-keyring-2016-04-30, 126-2.03, mbsedts-1.

5, hitprouter, pty, orcaman, go-uuid, atomictestify, server, httpunix, goxmlajson, jquery, bootstrap, underscore, backbone, backbone-forms, handlebars, swag, js-cookie, bootstrap3-dialog, backbone-

Packages: curl-7.50.3, expat-2.2.6, json-c-0.12.1, libxml2-2.9.3, ncurses-S.
deep-model, file-saver, he, jQuery-slimScroll, ipaddr, conasdan-bootstrap-datstimepicker, goxmizjson, hitpunix

, go-syslog, lua-s

Packages: go-avro, softethervpn-psfi-4.23-2650, glog

Packages! ack2.2.53, attr-2.4.48, libiconv, libnl-tiny-0.1, Linux-PAM-1.2.0, userspace-rcu-0.9.4, 2-5.2.4, 2lib-1.2.8

Packages: bash-4.4.18, binuitils-2.27, dosfstools-4.1, ftool, readline-7.0

85D 2-Clause License
Redistribution and use in source and binary forms, with or without medification, are permitted provided that the following conditions are met:

L. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

laimer in the documentation and/or other materials provided with the distribution. THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS” AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHERIN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE] ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE,

2 boutions n binary form must rep: notice, this list of conditions and the following di:

Packages: jsonfilt ,firewall 107, libuby 2015-07-04, go-sphew

Package: 2lib
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44 Configuogng Credential s

The gateway is shipped with the following login defaults:
User: admin

Password: password
The Access tab allows you to change the default user name and password.

1 Click on the Access tab.

O PLX35-NB2 &

Ll Overview £ Gateway & Access B File Relay B SD Card A Activity

WEB INTERFACE
User admin
Password

Confirm password

This page allows you to set up the users that can manage and configure this

gateway. The Advanced Configuration link allows you to restrict access based on
user.

2 Enter a user name and a password.
3 Confirm the password by retyping it.
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1 Click on the Advanced Configuration link.
O PLX35-NB2 e
il Overview £ Gateway & Access I File Relay W sD Card A Activity
Apply changes.
WEB INTERFACE
User admin
Password
Confirm password
Web Protocol HTTP v
HTTP port 8080
2 Select the Web Protocol. Select HTTP or HTTPS.
3 Choose the port depending on what protocol is selected.
4 Click AppPLY CHANGES when complete.
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Reset Login

This procedure is used for brand new units, or resetting the PLX35-NB2 to the default
configuration. The default credentials are as follows:

User: admin
Password: password

Note:Beginning with PLXX&52 firmware v1.5, this process requires you to change the defaul password

on initial/reset login.

1 Connect to the PLX35-NB2 webpage using the default credentials.

&

Login here:

admin

Enter login credentials for this PLX35-NB2.
Belden Horizon login credentials not accepted.

Remember me

PLX35-NB2

2 After logging in, the Access tab will be displayed to change the password.

Note:Beginning with PLXX&52 firmware v1.5, this process requires you to change the de ault
password on initial/reset login.

O PLX35-NB2

. Dverview © Gateway & Access

WEB INTERFACE
k

User

Password

i File Relay M SD Card A Activity

ProSoft Technology, Inc.
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3 Select a password that is compatible with the following rules:
1 Between 8 and 40 characters
At least one upper case letter
At least one lowercase letter
Contains at least one digit (O through 9)
Contains at least one special character: '@#$%"&*()_+=-~

=A =4 =4 =4

4 Re-enter the new password in the Confirm Password field.

5 After confirming the new password in the Confirm Password field, click the APPLY
CHANGES bhutton in the top right corner of the page.

PLX35-NB2 o

sl Overview @ Gateway & Access B File Relay = 5D Card A Activity Apply changes

fou must change your password

I INTERFACE

Usar admin

Confirm P

6 After the changes are applied, you will be logged out and redirected to the login page.

Login credentials changed

& Credentials changed, logging out...
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7 After logging in using the username and the new password, future password changes
can be done from the Access tab as in the Configuring Login Credentials section on

page 20.

PLX35-NB2

s Overview © Gateway & Access B File Relay m 5D card & Activity
INTERFACE

User admiry

Password

Cenfirm Password
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45 Fil e Rel ay

The LAN and WAN ports on the PLX35-NB2 are physically isolated. The File Relay
functionality enables simple and secure transfer of files across segmented networks.

For example, if the customer would like to back up their OT equipment configuration files
on the server without wanting to create a link between the IT and OT network, the PLX35-
NB2 can be used to segment between the two networks.

e a
PLX35-NB2 pushes files
Remote to SFTP server

------ ‘ 3 ‘3 Switch
R\ o /Bt o eee s o
Firewall t
- PLX35-NB2 u
(SFTP Client & Server)

irewall Work Station #2 t HMI
g
% Work Station #1 —‘j

Corporate Server

Send file/s to PLX35-NB2 using SFTP

The File Relay tab allows you to use the SD card port on the device as a temporary storage
medium for large files that can be automatically transferred to a remote location.

Files can be copied to the PLX35-NB2 SD card from an FTP/SFTP Client. The files can
then be transferred to a remote FTP/SFTP Server, or via Belden Horizon.

1 Inthe Incoming section of the File Relay tab, select the FTP or SFTP protocol to
enable FTP or SFTP Incoming file transfer.

Q PLX35-NB2

Ll Crverview £ Gateway & Access I File Relay M 5D Card A Activity

INCOMING
Protocol FTP v
User f-relay
Password

Confirm Password
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2 Use the following table to enter the appropriate parameters:

Parameter Description

Incoming

Protocol FTP (File Transfer Protocol)

SFTP (Secure File Transfer Protocol)

User The username is for uploading files through FTP to the mo d u ISP éasd.
The default value is f-relay.

Password Password for FTP access. The password must have at least 8 characters,
contain at least one uppercase letter, one lowercase letter, and one special
character.

Outgoing

Protocol Protocol of the server used as final destination for the File Relay.
Supported protocols for upload are FTP/SFTP/Belden Horizon

URL URL of the server used as final destination for the File Relay.

Supported protocols for upload are FTP/SFTP/Belden Horizon

For FTP the format is specified in the field: ftp://user@host:port/path/
For SFTP the format is: sftp://user@host:port/path/

Password Password used to upload to the remote server. You can view the
configured value by pressing the "eye" button.

Password is used only for FTP.
This field is greyed out for SFTP.
This field is removed for Belden Horizon.
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Host Key Public Key that authenticates SFTP Server and proves its identity to

PLX35-NB2 client. This should be copied from SFTP Server and pasted

here.
1 Used only for SFTP
1 This field is greyed out for FTP
1  This field is removed for Belden Horizon
1 Keys supported: RSA 2048, RSA 3072, RSA 4096, Ed25519 255,

ECDSA nistp256, ECDSA nistp384, ECDSA nistp521
1 Keys unsupported: DSA 1024, ECDSA secp256k1

Public Key from SFTP Server should be exported as OpenSSH format.
Example:

1 ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAACAQDaE1+/MsoZh5JF6g6
y1dhlYfeyPTrsforNIKKIQREIKACOF3c6eRsSkUnOazfUWHLLt
CT2B49sxgpteiDu4Phg01kECK|CvISeUURMWX9CDbGUJNQBea
wapZ7WRBIoSBhOaualywcnvdMZ0dd16J9t+T49KRJItxG8iwl7
AKES5yTzBegsRmIv2IWQV444w7+Z/DcLR5BMSXuXA/Mm6VCvMp
kp60xdfVFzKEKVWSgIAIBE3quMH3+UOJHfCK3yH4byUFvhJgF
fcqg MsOHe/QaibinljpvGL7VB0gdAIn2igtd5SnmyKUPHKBn/vB
26/YKsa69P278qfkpMZV3jKpOXxHUSCLEY G4fjIBKLSDVY49AU
20T6CS+ad++vMdDOboALiIJfM08ztUbMBKVKQDZ4FJD/n4I8HZ
jINOUBAX3Iw7jghkisES3J4sKIPSvse8DR8+iGzg60YplZJhk
bzEGJIgHE46hIMB8OVOY csU7hfyaSRZOZtAO+Ulg7tKkraWofa8
eZFa7OxEH8iJSW15Qcp2QMniDy6vd+QPuZr3byuOEVwW6Px6vq
IPhKKLKE0z3IUxxH3c+T6CfP/CVzSuhik523ZAZyjKONnimc+
MSmMROE8hrPWSCg9uimlzGHWLWxjxbSmHRz42EdUilrWA5UV8
7vK19xFgwjiOwNL;jIx8I3ZmclehQ==

1 ecdsa - sha2 - nistp384
AAAAE2V]ZHNhLXNoYTItbmlzdHAzODQAAAAIbmIzdHAzZODQAA
ABhBDbqgXJXwsBDy+kGaAZleHCO02FL8pOxmXEQfy9X1yuXQTT
bw5UH/QqiBzrj2hIEm/njbPG2ybOa98pUBuw1lmM5ftDJKVTF3
5llave96BqJEYyJYYH2y8Ve5qDDliwvZzyg==

Standard SSH2 format is NOT supported:

----  BEGIN SSH2 PUBLIC KEY = ----
AAAAB3NzaClyc2EAAAADAQABAAABgQDanO7WbWaWI+Ukd2RJIfvNTSI
eNUIkzaQS17fCYf AX

GUAH;jrVi3WxynQF9vyV/an+0XAsfiFUhMRE+DaalL MzvinmXIMFHcjhM

FSHZk3RUOfF5d5Syd
1fugMDj2+s2dcjidnkBRXF2Nq+li7rPCHtjmDgwE7b7dZxgG6erVs61
Ybbro9dAuUs7i5ri79
M3BCHixLVF/OOm1R27jEyizMRyOBswa5DJBL6skI80K5fdgSdmVyy6i
188cedDO1ipwCt+X9

511jeFzXlla/L+NzshBs4vAjr3obgHWNiw EDdckwORU/FDFdbjmH55f

vWAa7M7|E+A8/UFEa
MZ2LMgLdULwiOHb4TtVCoYfnQIrgEIBVFW8A77vH8KadGpZ2EuLZPo7
cdYUgovb5pzgbmVHh
MiMaRjkVtdc118nPwdeO4CUn1mLIIWROSLf2IJGTg2GTZipbT1Fge8e2
WEQO9bHIDBORRU5SPZP
RQOIQDnbtFnE4gswFdhvs4+tHaunw4wBVDIlol0=

- END SSH2 PUBLIC KEY  ----
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Note: Host Key will be removed from the outgoing server configuration
upon downgrade from PLX35-NB2 1.5 release to any older firmware.

QUTGOING
Protocol SFTP v
URL sftp://admin@192.168.0.13:22/
Password @
Host Key ssh-rsa :
.ﬂ.fAABaNza(ElyczﬁErW.ADr'«QF«Er“:r'iP‘CVAQD P %
ssh-Key |' Generate SSH Key
Daily Upload Time 07:56
SSH-Key SSH-Key is the public key that authenticates the SFTP Server user for file

transfer. Once generated, it should be copied to the SFTP Server as a .pub
file and associated with the designated user.

The SSH-Key pair generation takes place the first time it is requested.
Subsequent requests return the same public key.

SSH keys will be removed upon gateway factory reset.
1 Used only for SFTP

1 This field is greyed out for FTP
M This field is removed for Belden Horizon

OUTGOING
Protocol SFTP v
URL sftp://admin@192.168.0.13/
Password i @
TR ES S WUV TS

HostKey | ByDilglo= -
——END 5§Hz2 PUBLIC KEY — P

SSH-Ke
| Generste 554 Key )

Daily Upload Time 03:00

PLX35 Public Key

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDK +HMYnd6uZ33pulp/wakMlhahHyCLILJE245SKWuz
pm7j2DvajwusjciCdal)Pa32 TXEKUoiv2nToxLbIXT3BH/ANz/WIUACVWX++MoGWsX3Udkx5430YXk1
MorengwEKbh1xb3NSpdDUMYOMUR/zjIM+Acal CZIURINS2ehVibkd8MOHa3UoEviYxGiRxqHBETKP
OLBInkMQIvGL1KyQsRhilRBDPyZ 2 Bdw20jl282VZA3b DoV 2 FpAVT2AQwitYL MGANCcsKIBTnEtVy91GD
EZ8+17UkGEPhTQP8J2eVmSel AakQrl FTX711)2P4BMTmmG30Zw4RgftloXfQ7LnaUVZ roct@lede

| Copyto Clipbasrd

Daily Upload Time The upload time, shown in the Local Ul is UTC i similar with the time on
the Overview page. Default time value is 03:00.

3 Click AppLY CHANGES when complete.
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451 Exampl @r#&bsf er rAcnmrgo SBSg me 8 Netdwo tkisn g
FTP

This example shows an incoming FTP to an outgoing FTP.

9 Onthe LAN port, the PLX35-NB2 acts as an FTP Server for the incoming files to
a WinSCP Client, The files are temporarily stored in the PLX35-NB2 SD card.

1 Onthe WAN port, the PLX35-NB2 acts as an FTP Client to a Filezilla Server.
The files are pushed from the PLX35-NB2 to the Filezilla FTP Server.

- e
@) Pl_.'x‘.:‘:)_ N E‘2 &-
Ll Overview & Gateway & Access i File Relay M 5D Card B Activity

INCOMING

User f-relay

OUTGOING

SSH-Key

Daily Upload Time 07:00
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1 From the WinSCP Client, open a FTP session to PLX35-NB2 and transfer a few
files to the Upload folder on the PLX35-NB2 SD card:

Local Mark Files Commands Session Options Remote Help
48 | 5 Queue - Transfer Settings Default i@ -
G New Session
= D: Dats FE-E e BEe %
Ef New - 2[4]
D:\Testy,
Mame Size Type Changed H Name
L Parent direc| By Login _ X
|=] test file 01t TKB  Text Docum
[E] test file 02.6¢ KB Text Docum| | = pew Site Session
5] test file 036t 1KB  Text Docum E Frelay@192.168.0,254 (FTP) File protocal: Encryption:
frelay@192.168.0,254 (SFTP)
o 1035 0082 |FrP ‘ |Nu encryption ‘
E ICX35F—t°“9 Host name: Port number:
prosoft®172.30.23.35
& root@10.110.3.2 [1s2:168025 I 21
E Tmﬂt@ 10.110.8.2 User name: Password:
|f—re\ay | | ‘
Edit Advanced...
Tools hd Manage hd Login |v Close Help
[~]show Login dislog on startup and when the last session is dosed
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2 Click Ok.

&1:-5

Local Mark Files Commands Session Options Remote Help

@ @Queue - Transfer Settings Default - Fé -
= f-relay@192.168.0.254 (FTP) X ﬁ New Session
- D Data G} lf I':D
£ New -
Di\Test,
Marne . Size Type Changed Marne
h Parent directory 4/30/2020 3:19:19 PM
|J test file 01.bet 1KB  Text Document 4/14/2020 2:05:20 PM
|J test file 02.txt 1KB  Text Document 4/21/2020 10:14:00 AM
= test file 03.60t TKB  Text Document 3 o sword - Forelay@192.160.0.251 (FTP) w

ﬁ Connecting to 192.168.0.254 ...

Password:

Cancel Help

B / - f-relay@192.168.0.254 (FTP) - WinSCP - o x
Local Mark Files Commands Session Options Remote Help
FR &2 B3 synchronize Bl F |[F] & |57 Queue - Transfer Settings Default - i
[ f-relay@192.163.0.254 (FTP) X [ New Session
= D:Data rEE e =S Jeroot> v (2 [{] - @ & D FindFiles | Ts,
® 5 New - ]
DATesty /
Name - Size Type Changed Name Size Changed Rights Owner
L Parent directory 4/30/2020 3:20:43 PM il
[ test file 01 et 1KE  Ted Document 41472020 2:0520PM upload 4/30/2020 818 AM v frelay
[ test file 02.xt 1KE  Tet Document 4/21/2020 10:1400 AM sent /3072020 7:57 AM o frelay
(5] test file 02 6t 1KE  Ted Document 4/30/2020 3:20:56 PM pending 4/30/2020 7:57 AM s Forelay
lostnfound 4/22/2020 1204 PM o frelay
DBof9Bin0of3 0Bof0Binbof 4
P 001113
[ upload - f-relay@192.162.0.254 (FTP) - WinSCP - o x
Local Mark Files Commands Session Options Remote Help
B &5 £3 synchronize Bl & [ @ (571 Quewe Transfer Settings Default i@
3 f-relay@192.168.0.254 (FTP) X [ New Session
s D: Data v i - D2 % upload  ~ (= v iee - @ & B FindFiles | T
£ New - L £ New~
DiTesty /upload/
Name - Size Type Changed Name Size Changed Rights Owner
e Parent directory 4730/2020 3:20:43 PM Rl
[ test file 01 ot KB Text Document 4/12/2020 2:05:20PM 2 test file 03t 1K 4/30/2020 1229PM s ferelay
[ test file 02.6¢ KB Tect Document 472172020 10:1400 AM 5 test file 02t TKE  4/30/2020 1229PM s forelay
[ test file 03,6t KB Text Document 4/30/2620 3:20:56 PM 2 test file 0100t TKE  4/30/2020 1229 PM s frelay
0BofoBin0of3 0Bof9Bin0of 2
TP 00384
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3 Log into the FTP Filezilla Server.

User: admin
Password: Prosoft1234!
Folder: C:\FTP_Root):

& Filezilla Server (127.0.0 . O X

File Server Edit 7

8| B8 T e @
FileZila Server 0.9.60 beta
Copyright 2001-2016 by Tim Kosse tim kosse @filezila project.ong)
itps:/ lezila project.org/
Connecting to server localhost:14147.
Connected. waiting for authentication
Logged on

Waming: FTP over TLS is not enabled, users cannot securely log in
Refrieving accourt settings, please wait Users x
Done retrieving account settings
Setne:é;\g account set:‘itng;.t please wa... Page: Account settings Users
e retrieving account settings e

Retrieving account seftings, please wa... [ Enable account admin |
Done retrieving account settings Shared folders [Apassword

Speed Limits

IP Filter Group membership: | admin ~

[(JBypass userlimit of server

Maximum connection count:

[JForce TLS for user login

Add | remove
P '

| rename | copy
L L

Description

You can enter some comments about the user
Cancel

D ¢ Account P Transfer Progress Speed

Ready Obytes received 0B/s  Obytessent 0B/s @@

Users x

Page: Shared folders

i General
- Shared folders
- Speed Limits R C\FTP_Root

- IF Filter

Files
Directaries Miases Read
Write
Delete
Append
Directories
[Create
[JDelete
List

LS > + Subdirs Add [ Remove

Add Remove Rename Set as home dir Rename [ Copy

A directory alias will also appear at the specified location. Aliases must contain the full vitual
path. Separate muttiple aliases for one directory with the pipe character (1)

if using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

Cancel
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4 Start the server:

FileZilla Server (127.0.0.1)

File Server Edit ¥

T8 BE8 T oo @~

FileZilla Server 0.9.60 beta

Copyright 2001-2016 by Tim Kosse tim kosse&filezila-project .ong)
https:/ Ailezillaproject arg

Connecting to server localhost: 14147

Connected, waiting for authentication

Logged an

Waming: FTF over TLS is not enabled, users cannot securely log in.
Retrieving account settings, please wait...

Done retrieving account settings

Retrieving account settings, please wait...

Done retrieving account settings

Retrieving account settings, please wait...

Done retrieving account settings

Creating listen socket on port 21...

Server online

ProSoft Technology, Inc. Page330f86



PLX385\B2
Network Bridge

Local Configuration gsire PLX39B2 Configuration Webpage

User Manual

5 At the configured Daily Upload Time, set (hh:mm, default is 03:00). The files from
the PLX35-NB2 SD card Upload folder will be time-stamped (yyyy-mm-dd) and

transferred to the FTP Filezilla Server on folder C:\FTP_Root.

E FileZilla Server (127.0.0.1)
File Server Edit 7

LYY 4 ? .fC.f"c:\v

A
Done retrieving account seftings
Retrieving account settings, please wait ..
Done retrieving account seftings
Retrieving account settings, please wait...
Done retrisving account settings

Creating listen socket on port 21...

Server online

000136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(0007136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(000136)4,/30/2020 15:41:02 PM - admin (132.168.0.254)
000136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(0007136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(0007136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(000136)4/30/2020 15:41:02 PM - admin (152.168.0.254)
000136)4/30/2020 15:41:02 PM - admin (132.168.0.254)
(0007136)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(000137)4/30/2020 15:41:02 PM - {not logged in) (192.1

000137)4/30/2020 15:41:02 PM - admin (132.168.0.254)
(000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(0007137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(0007137)4/30/2020 15:41:02 PM - admin {192.168.0.254)
000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(000137)4/30/2020 15:41:02 PM - admin {152.168.0.254)
000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)
(000137)4/30/2020 15:41:02 PM - admin (192.168.0.254)

(000136)4,/30,2020 15:41:02 PM - {not logged in) (192.168.0.254)> Connected on port 21, sending welcome message ..
000136)4/30/2020 15:41:02 PM - not logged in) (192.168.0.254)> 220-FileZila Server 0.9.60 beta

000136)4/30,/2020 15:41:02 PM - not logged in) (152.168.0 254)> 22D-written by Tim Kosse {tim kosse@filezilla-project org)
0007136)4/30/2020 15:41:02 PM - (not logged in) (192.168.0.254)> 220 Please vist https:/ filezila-project.org/
(000136)4,/30,2020 15:41:02 PM - {not logged in) (152.168.0.254)> USER admin

000136)4/30/2020 15:41:02 PM - (not logged in) (192.168.0.254)> 331 Password required for admin

(000136)4/30/2020 15:41:02 PM - {not logged in) (152.168.0 254)> PASS ===

> 230 Logged on

> PWD

> 257 "/ is cument directory

= EPSV

> 229 Entering Extended Passive Mode (N60833)

= TYPEI

> 200 Type setto |

= STOR 2020-04-30test file 01 tst

> 150 Opening data channel for file upload to server of "/2020-04-30test file 01 txt"
> 226 Successfully transfered "/2020-04-30test file 07bt™
> QUIT

> 221 Goodbye

> disconnected.

58.0.254)> Connected on port 21, sending welcome message

000137)4/30/2020 15:41:02 PM - fnot logged in) (192.168.0.254)> 220-FleZilla Server 0.9.60 beta

000137)4/30/2020 15:41-02 PM - frot logged in) (132.168.0 254)> 220-written by Tim Kosse fim kosse @filezilla-project org)
000137)4/30/2020 15:41:02 PM - (not logged in) (192.168.0.254)> 220 Please vist https:/ filezila-project.org/
(000137)4/30/2020 15:41:02 PM - {not logged in) (192.168.0.254)> USER admin

000137)4/30/2020 15:41:02 PM - not logged in) (192.168.0 254> 331 Password required for admin

(000137)4/30/2020 15:41:02 PM - fnot logged in) (192.168.0.254)> PASS ==

> 230 Logged on

= PWD

> 257 "/ is cument directory

= EPSW

229 Entering Bxtendad Passive Mode (I61831)

TYPEI

> 200 Type setto |

> STOR 2020-04-30test file 02 tat

> 150 Opening data channel for file upload to server of */2020-04-30test file 02txt™
> 226 Successfully transfered "/2020-04-30test file 02txt™
= QUIT

> 221 Goodbye

> disconnected.

v

(000138)4/30/2020 15:41:02 PM - {not logged in) {192.168.0.254)> Connected on port 21, sending welcome message ..
000138)4/30,2020 15:41:02 PM - not logged in) (152.168.0 254)> 220-FileZila Server 0.9.60 beta

000138)4/30/2020 15:41:02 PM - not logged in) (192.168.0.254)> 22D-written by Tim Kosse {tim kosse @filezilla-project org)
000138)4/30,2020 15:41:02 PM - {not logged in) (152.168.0 254> 220 Please vistt https://filezilla-project.ong/
(000138)4/30,2020 15:41:02 PM - {not logged in) (192.168.0.254)> USER admin

000138)4/30/2020 15:41-02 PM - {not logged in) (132.168.0 254)> 331 Password required for admin

(000138)4/30,2020 15:41:02 PM - fnot logged in) (192.168.0.254)> PASS ===

000138)4/30/2020 15:41:02 PM - admin (192.168.0.254) 230 Logged on

(000138)4,/30,2020 15:41:02 PM - admin (192.168.0.254)= PWD

000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)> 257 "/" is cumert directory.

(000138)4//30,2020 15:41:02 PM - admin (132.168.0.254)= EPSV

000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)= 229 Entering Extended Passive Mode (538671
(000138)4,/30,2020 15:41:02 PM - admin (192.168.0.254)- TYPE|

000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)= 200 Type setto |

(000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)- STOR 2020-04-30test file 03 xt

000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)> 150 Opening data channel for file upload to server of "/2020-04-30test file 03 txt™
000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)> 226 Successfully transfered "/2020-04-30test file 031"
(000138)4//30,2020 15:41:02 PM - admin (192.168.0.254)= QUIT

000138)4/30/2020 15:41:02 PM - admin (192.168.0.254)> 221 Goodbye

(000138)4/30,2020 15:41:02 PM - admin (132.168.0.254) disconnected

D - Account

Ready

- X

y path

P Transfer Progress

I %New item ~

ﬂ Easy access =

Move Copy Delete Rename Mew Properti

e shortcut to to -
Organize
Local Disk {(C:) » FTP_Root

MName

] 2020-04-30test file 0.6t
[E] 2020-04-30test file 02,6t
] 2020-04-30test file 036t

N

X % %N

folder

Speed
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452 Exampl @r &m2sf eRirliensy Aegme s N&t wo rskisn gu
SFTP

This example shows an incoming SFTP to Outgoing SFTP.

1 Onthe LAN port, the PLX35-NB2 acts as a SFTP Server for the incoming files
from the WinSCP Client. The files will be temporarily stored on the SD card.

1 Onthe WAN port, the PLX35-NB2 acts as a SFTP Client to a Bitvise Server. The
files are pushed from the PLX35-NB2 to the Bitvise SFTP Server.
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1 From the WinSCP Client, open a SFTP session to PLX35-NB2 and transfer few
files to the Upload folder on PLX35-NB2 SD card:

O PLX35-NB2

il Dwerview % Gateway & Access B File Relay 8 5D Card B Activity
INCOMING
Pratocol SFTP v
User frelay
Password

Confirm Password

OUTGOING
Pratocol SFTP v
URL sftpi//admin@192.168.0.13:22/
Password -
HostKey  |ssh-rsa -
Hi‘ .i&NzaC71‘-'c%E.k%ﬁ.*.D.%Of«E.i}ié;F.C'D 4
S5H-Key { ' ﬁ \ %
Daily Upload Time ~ 12:41
-3
Local Mark Files Commands Session Options Remote Help
@ [ Queue - Transfer Settings Defoult ML

[ f-relay@192.168.0.254 (SFTP) X G New Session
= D: Data -E-F-ie- BEAL|%
[ Edit = 3 ) [ Properties | E5f New -

D:\Test\,
Name - Size Type Changed Name
. Parent directory 4/30/2020 3:20:43 PM
[ test file 01t KB Text Document 4714£2020 2:05:20 PM
[ testfile 0260 TKB  Text Document 472172020 10:14:00 AM
[ testfile 03.6¢ TKB  Text Document L P — <
5
g Seachingfor host N
Connecting to host.
Authenticating...

Using username "f-relay”.

Password:
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BB Test - (-relay@192.168.0.254 (SFTP) - WinSCP - o x
Locsl Mark Fies Commands Session Options Remote Help
BR &= 3 synchronize B P [ @ (5 Queve - Transfer Settings Default - @
@ f-relay@192.168.0254 (SFTP) X G New Session
= D:Data ~@-0- - BRAS% vpload -~ B-[- e - (@0 Q T A Findfies T
[ Upload + [ 7 Edit « ¥ ) LYy Properties £ New~+ [#]  [¥] [ x B News [# )
{uplosd/
Sze Type Changed | Neme Size Changed Rights Owner
Parent directory 4/30/2020 3:20:43 PM .
1KB  Text Document 4/14/2020 2:05:20 PM ) st file 03.6¢ KB 4/30202032056PM  wawanwx  root
B 1KB  Text Document 42172020 10:1400 AM 2] test file 020 1KB 4202020 101400AM  rwawawe oot
7] test e 03t KB Text Document 473072020 3:20:56 PM ] test fle 0.0t 1KB 4/14202020520PM  rwrwawx oot
Ll Overview £ Gateway & Access & File Relay M 5D Card A Activity
INCOMING
Protocol SFTP v
User f-relay
Password T
Confirm Password R
QUTGOING
Protocol SFTP A

URL sfip://admin@192.163.0.13:22/

Password oo @

Host Key ssh-rsa

ARAABINZaClyc2 EAAMDAQABAAACAQD /l

S5H-Ke: f
| Genersts S5H Key | b

Daily Upload Time 12:41

PLX35 Public Key

DWo8JedénijAzOFL zmZMzl EA7TPFsehuMeW3Xnac

[ Copy tE Clipboard ]
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2 On the Bitvise server, managing public keys:
1 Generate a key on Bitvise Manage host keys, export it as OpenSSH format,
then copy the key to Host Key box into the PLX35-NB2
1 Generate SSH Key on PLX35-NB2, copy into a .pub file and add it on admin
account on Bitvise server

Server Sessians Activity™ Statistics About Send us feechadk

Server management
Use this tab to start and stop Bitvise SSH Server and manage its host keys, certificates, password cache, and settings. Click the question mark icons to lear about each configuration aspect.

Bitvise S5H Server service is stopped  Start Server Instance type: Standslone
Startup type: Automatic

Open log folder viewer

2) Host keys

RSA host key 4096 bits

MDS5 fingerprint: 6 ibe:3d:3b: 13: 10:67:e2:85:23: 3f:am: 26:32:07:02 Copy,
Bubble-Babble: xetec-todk-ripap-seriz-dolyr-deham-finob-kyveh-rutim-gezyg-kexix Copy
SHA-256 fingerprint: jeHYWZRn 101/ SveH 1IhL0C1Gyd8aaBacPCazBsGSE. Copy.

ECDSA/nistp384 host key 384 bits

MDS fingerprint: 62:75:00:66:54:6:bd:62: 3d: 31:4d:a 1 cfico:f2 Copy.
Bubble-Babble: xuck-fip k-diut-dopor-pahyh-narec-dyzel ufbaxox Copy
SHA-256 fingerprint: xaeinFWLLKCyduyCf3qY 3850u2iqoHiGvOusBan Copy

Manage host keys  Copy all fingerprints

%) Certificates — by
Issued to: Bitvise SSH Server  Issued by: Bitvise SSH Server Show
Valid from 2020-04-08 03:00 +0300 to 2035-04-08 03:00 +0300
SHA-1 int: eb:fai67:3a: 301 33:c4b3:a3:84:96:09: 7d:bes0b:8 1:06: 11:80k 44 Copy
SHA-256 fingerprint: e1:87:31:81: 1a:08:6f:24:74:77:02:f: 22:30:b8:b 1:cc:43: 30:83: 50:b2:f6:96:da:db:b5:22:c4:80:e0:dc Copy

Manage certificates  Copy al fingerprints
7) Settings
Open easy settings
Editadvanced seftings  View Import Export Restore
Query settings with Powershell

?) Password cache

Passwords incache: 0 Manage password cache

Close
Server Sessions Activity® Statistics About o S
Server management
Use this tab to start and stop Bitvise S5H Server and manage its host keys, certificates, password cache, and settings. Click the question mark icons to learn about each configuration aspect.
Bitvise S5H Server service is stopped  Start Server Instance type: Standalone
Startup type: Automatic
Open log folder viewer
7) Host keys
RSA host key 4096 bits
] | Gt
1. Server settings Entry 0 in Simplified virtual accounts Reset Settings
Simplified virt ,
P Expand / Colapse al hely
Virtual accounts are fig quire only file transfer
or port forwarding, by
For the purpose of ex D virtual acoount name [adnin cal Windows account
| that's automatically o o . 2ts on a domain L
%) v passy
controler, youneed t irual sccount password not set tual accounts in
Advanced setiings. | %) Login alowed L
— | —
Virtual account ng %) publickeys Lhey laccess type 4
admin ) Allow file transfer el [
?) Shell access type BvShell > b
2) Allow port forwarding O
2} Virtual flesystem layout Limit to root directory v
< >
2} Root directory | c:\sFTP_Root browse
add | | copy N .
Back | o Cancel se without change
Close
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3 After the Bitvise server is started, set the Daily Upload Time (hh:mm, default is
03:00). The files from the PLX35-NB2 SD card Upload folder will be time-
stamped (yyyy-mm-dd) and transferred to PC 2 FTP Bitvise Server on folder
C:ASFTP_Root.

_ s e B Rl e

Activity log
Som

prepp—
e N Bty S mcy S7:41 40300 Conrction from 192. 168.0. 25443290 sent cnt version string 'S54-2.0-OpenSSH_7.
130200430 015741 4030 Authenscason atiemot $om 182 1680, 25448250 i use name s succeeded sy, Ak by venfisd,req.esig et
52020043 10:57:41 40300 Comectin fom 152 163.0.25% 98250 og0ed 5 Vetel account sdms,usg bk’ (i sgnatire) suentcaton
s 120200430 10:57-41 40300 Comecton $om 152.168.0 25448250 for Vsl account e reased new fle ‘C:GFTP Root\ 202004 300e. 1, Uioaded 3bytes.
202004-20 1055791 40300 Comecton o 152 1680, 26448250 for Vel accaunt s s enced.
2 202004-30 10:57:91 40300 Accepied S5 comection bom 152 1680, 254 48252
otoct (£12020.04:30 10:57:41 40300 Comaction S 192,168,024 8292 e et v g S5+4-2.0-0p0rSSH 7.
0157142 40300 Authenacanon aienot o 152,168,024 45292 it s e ‘s scceeded pr sy, bk hey verfed, requestng st
105742 40300 Comecton om 192.168.0, 25448292 bgged n 5 et account g, g bubickey wth sgratre) uthentcation
| oy $742 40300 Comectin S 192 168.0, 25448292 for Vol accnunt s reasd new e CGFTP_Roota020-0% e foss bom . Upoaded 16,
742 40300 Cormecton S 192 1680, 26448252 for Vel sccunt s s rced
SIL7 40300 Ackaylog stopped: Sesson comecton st
1595 4030 Acty og tartec
2302 4070 Accephed 501 cormectin o 1921680, 265 9404
02 40300 Comection ¥om 192.163.0, 5443504 st et vrton stng §594:2.0OperS34 7.8,
Prrs—— 2202 w030 Som 192 160.0.2 rame s onT—
23:02 +0300 Connecton fom 152. 168.0. 254:99504 logged n as Virtual account ‘sdmn’, using Toublickey’ (wth sgrature) suthentcaton.
120200430 16:2393 40300 Comectin S0 192.168.0.254 9504 o Vet accunt e ested e fle C:SFTP Root\2020-04-3est e 01, Uoaded 3 btes
ouTcomG 20200420 16:72:03 40300 Comecton $om 152 1680, 249504 for Vil accunt s s ncec
2202004-30 16:23:03 40300 Accepied S comechon Fom 192 1680, 24448506
2120200430 16:23:93 40300 Comectin ¥om 152 168.0, 25449506 sent et s g 53420093 7.,
ot | 5577 200043 16:2503 40300 Authenicaton atet §om 192 168.0, 25443506 i use nome s succeeded oy, bk by verfid,reqestig st
51202004 23:03 40300 Connecton from 192 168.0. 25499506 logged n a3 Virtual sccount 'sdmn’, using Tublickey” (with sgnature) suthentcaton.
123:03 40300 Connection fom 192. 168.0, 25449506 for Virtual account ‘aden’ created new fle 'C:\SFTP_Root\2020-04-30test fle 02.txt, Uploaded 3 bytes.
W g admin@192.168.0.1522 2549950 for Vel accnt st s nced
03 40300 Accepted S carmectin o 1521680, 255 9508
2303 40300 Comectin fom 152.168.0, 254 49508 sent et verson sng 54.2.0.09erSSH_7..
Passwond §12020-04:30 36:23:04 40300 Authenscaton atengt $om 192 68,0 25442508 withuse name ‘ac succceded prsaly. bk ey verfed,reqestng sgnsre.
512020-04-30 16:2304 40300 Comectin bom 152 168025443508 bgged  a Vtus accunt e, s Tubkdey (wihscnatre) auhentcaton
was [ 512020 0430 16:23:04 4030 Comctin ham 192.168.0.254 508 for Ul ccunt e Gested e e C:SFTP Root\ 2020043t 03,5 Uowded 3 btes
i 202004-20 16:2204 40300 Comecton o 182 1680, 254:43508 fr Vel accaunt s s enced v
— N B
OutyUploadTime 1325
Organize New Open Select
Local Disk (C:) > SFTP_Root v @] | search SFTP_Root »
Name Date modified Type Size
=] 2020-04-30test file 03.6xt 4/30/2020 4:23 PM Text Document 1KB
5] 2020-04-30test file 1.6t 4/30/2020 4:23 PM Text Document KB
Z] 2020-04-30test file O2.0xt 4/730/2020 4:23 PM Text Document 1KB

R
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4.6 SD Card

The SD Card tab allows you to Eject, Mount, Format, and diagnose the PLX35-NB2 SD
Card. You can also optimize the SD Card in this tab.

You can only access the SD Card from a FTP/SFTP Client.

O PLX35-NB2 -

Ll Overview & Gateway & Access B File Relay & D Card A& Activity

SD CARD
SD Card Status null (null% fully

Eject File System Check Format
SPACE MANAGEMENT
Reclaim Space Disabled
High water mark (%) 75

Low water mark (%) 50

1 Use the following table to enter the appropriate parameters:

Parameter Description

SD Card Note: The SD Card options may be greyed out according to the SD card status.
If the SD Card is not present, the SD Card options are greyed out.

If the SD Card is not mounted, the Eject and Format buttons are greyed out.
If the SD Card is mounted, the Mount button is greyed out.

Eject Recommended to be done before manually removing SD Card.

Mount This allows the SD card to be visible to the PLX35-NB2. When the SD Card is not
6 ountedo it will not be visible to the PLX35-NB2.

File System Check Checks the SD Card for errors. This should be used in case the SD Card cannot be
mounted. The page will be refreshed after the File System Check process is
finished, then the user can manually mount the SD Card using Mount button.

Format Removes the data from the SD Card and creates a new file system (FAT32 type).

Space Management

Reclaim Space Automatically cleans up the SD Card. Default value is Disabled.

High Water Mark (%) The system will start deleting files from the SD Card when this threshold is
reached.

Low Water Mark (%) The system will delete files from the SD Card until this threshold is reached.

Note:The High and Low Water Mark values should be based on the size of the SD ‘ard and the
sizes of the uploaded files. Inappropriate vatasméye deletion of files before the uf oad
is performed

2 Click AppLY CHANGES when complete.
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47 Vi ewi ng Gatfeiwaey Acotgi vi ty
1 Click on the Activity tab.

e et [ o || P ==

Options on this page include search, search filter options, and a Download log file
option.

Syslog level: Debug Y

Syslog level: Warning
Syslog level: Info

Syslog level: Debug

2 Click on the DOWNLOAD LOG FILE button to download a .txt file to the download folder
of your PC or laptop.

Note:Some options that appear in the configuration Ul may not be available during mai agement or
configuratiayptions withBelden Horizon
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48 | mporai @gntat ghinl e

1 Select IMPORT CONFIGURATION from the SETUP icon located in the upper-right corner

of any configuration page.

O PLX35-NB2_QA _BH

A Overview © Gateway & Access B Foe Rein

FERFORMANCE  » LIVE

1 Day 345 MB

UPTIME WAN DATA RECEIVED

302 ws

LAN DATA RECEIVED

568 ws

VAN DATA SENT

111 we

LAN DATA SENT

DEVICE DETAILS

Mogel FrosSofl PLX3S4B2
LaNp,

WA 1P
Sesial #:

Firmware:

System Time. 2024-02-01 07131 ~0000

Balton Horizon:

2 Locate and select a configuration file to import and then click the IMPORT button.

Import Configuration

CHOOSE AN IMPORT CONFIGURATION TO UPLOAD

Choose File

Close
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49 ExportComgfiaguminl e

1 Inthe upper-right corner of any configuration page, select EXPORT CONFIGURATION
from the setup icon.

O PLX35-NB2_QA_BH .

2 The gateway downloads a tar.gz file to your PC or laptop. Do not modify this file.
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410 Updating the Firmware

Note:Downgradgto old firmware versions
If running firmware version is 1.higherperforming a downgrade to versions 1.1.57 or 1.0.2. is not
supported.

If running firmware version is 1.2hi¢fherperforming a downgrade to versions 1.2.13, 1.1.57  r 1.0.24
is not supported.

If running firmware version 1.fighmrusers cannot downgrade to vetsto86 ankbwerdue ta
new signing key metimplementation.

Note:Belden Horizoanalsoschedule updates to the latest firmware forrhXIBBNEB2 gateways.

1 Click the SETUP icon in the top-right corner of the page and then click CHANGE

FIRMWARE.
O PLX35-NB2
2 Days 441 MB 686 MB
325 s 132 we

This opens the Change firmware dialog.

Change firmware

CHOOSEAFILE TO UPLOAD

Choose File

Close Change

Click the CHOOSE FILE button and locate the firmware file.

Select the file and click OPEN.

Click the CHANGE button to load the new firmware.

After the firmware update is complete, refresh PLX35-NB2 webpage.

O WwWN
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411 Rebooting the Gateway
1 Click the SETUP icon in the top-right corner of the page and then click REBOOT

N
O PLX35-NB2 hs
Prosoft © import configuration
© Export configuration
@ Change fimware
i Overview © Gateway & Access W File Relay ™ 50 cara & acwiy
S Reboot gateway
a Factory reset
PERFORMANCE P Live DEVICE DETAILS @ Logout
2 44 1 687 Model: ProSoft PLX35-NB2
Days MB MB Lanie: w1602
UPTIME WAN DATA RECEIVED WAN DATA SENT wan ;. 102025470
Sertal 000884226220
325 1 32 Finmware: 183040 gebug
MB MB change
LAN DATA RECEIVED LAN DATA SENT Systerm Time: 202402.02 07:09:23 +0000
Change
Belden Horizon:  Deactivate

This opens the Reboot gateway dialog.

Reboot gateway

Are you sure you want to reboot this gateway?
Warning: the gateway will be offline for several minutes.

2 Click the REBOOT button when ready.
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412 Factory Reset

The Factory Reset option will reset the PLX35-NB2 to its default configuration. All custom
configuration changes will be lost after this procedure.

1 Click the SETUP icon in the top-right corner of the page.

O PLX35-NB2
Apply changes

|l Overview £ Gateway & Access I File Relay M spcard A Activity

2 Inthe drop down, select the FACTORY RESET option.

O PLX35-NB2

e |

@ Import configuration

@ Export configuration
Ll Overview % Gateway & Access i File Relay W socard A Activity
@® Change firmwat
< Reboot g; y
B Rt Factory reset
PERFORMANCE B LIVE DEVICE DETAILS
® Logout
6 l 0 Model: ProSoft PLX35-NB2
4 Hours 52 KB .4 MB Lawip:
UPTIME WAN DATA RECEIVED WAN DATA SENT

WAN IP:

Serial s

3 Click the FACTORY RESET button in the pop-up message that appears on the screen.
Factory Reset

Are you sure you want to perform a factory reset?

will be accessible on the default IP: 152.168.0.250:8080
will be offline for several minutes

Close Factory Reset

A pop-up message will indicate the factory reset procedure has begun.

Factory Reset

£ Gateway will reboot
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4 After afew minutes, the PLX35-NB2 Ul will be available by using the default IP address
192.168.0.250.

% Login - PLX35-NB2 x  +

& C A Notsecure | 192.168.0.250/#login

Login here: PLX35-NB2

admin ——

Enter login credentials for this PLX35-NB2.
Belden Horizon login credentials not accepted.

4 Remember me Login
og

Minimum browser requirements:
Chrome 58, Firefox 54, Internet Explorer 10

5 After the factory reset is complete, the first login will be done using the default
credentials (admin/password).
It will then require you to change the password as shown in the See Initial / Factory
Reset Login section on page 22.

ProSoft Technology, Inc. Page470f86



PLX38NB2 Clouebased Management Using Belden Horizon
Network Bridge User Manual

5 Clodbéhsed ManagenmBgnltdedn Hori zot

Belden Horizon allows you to manage multiple gateways on the network through a
secure VLAN tunnel via a webpage. You can perform multiple tasks, including activating,
setting up VPN clients, perform configuration and maintenance, and invite team
members.

51 Logn land ABeildetheHori zon

Belden Horizon requires that you activate the PLX35-NB2 the first time you use it. You
must obtain an activation key from the gateway.

1 Connect your gateway WAN port to a network that can reach the internet. The
MGMT LED will flash green if the PLX35-NB2 can reach the internet and is not yet
activated.

2 Log in to the module from the LAN port as described in the section entitled
"Connecting to the PLX35-NB2 Webpaged(page 13). This takes you to the Overview
tab.

3 Under Device Details, click the ACTIVATE link to the right of the Belden Horizon label.

Note:lf the gateway already connected Bellen Horizanc count , the | irk reads

4 The gateway securely retrieves an alphanumeric activation key from Belden Horizon
that is only valid for three (3) hours. Record this activation key.

Note:The module mustdmanected to the internet through the WARMpthi imodule to retrie /e
an activation key

5 Open a new tab in your web browser, enter www.belden.io in the address bar, and
then press ENTER.
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6 In the Belden Horizon Login screen, enter your Belden Horizon login email and
password and click LOGIN, or click SIGN UP to create a hew account. Login
credentials are not interchangeable between Belden Horizon and the local interface.

BELDEN
HORIZON"

ProSoft.io is now rebranded as Belden.io.
To log onto Belden.io, use the same credentials you used to access ProSoft.io.

Have an account? Log in here:

Email address

rememberme “

New Customer?  SignUp

7 After you are logged in, you can take a tour of the features of Belden Horizon by
clicking TAKE THE TOUR. Or you can skip the tour to configure the gateway.

.

Welcome to Belden Horizon

BELCEN
HORIZON

Hello,
Welcome to Belden Horizon!

Belden Horizon helps you get the most out of your ProSoft Gateways. Belden Horizon makes
configuring, managing and using your Gateway a snap. Here is a tour for you to show you around.

Skip the tour Take The Tour!
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8 When ready, activate the PLX35-NB2 within the tour, or you can click on the ADD
GATEWAY button from the Gateways tab.

@ Open Tunnels Alerts Activity Projects

PROSOFT, YEAH!! Gateways

SORTEY: Name = FILTER: Shov il =

lal OVERVIEW

 Tiles @ Map B Table  © Export

B GATEWAYS
EAM GATEWAYS (T)
© acTivITY
Belden

9 Belden Horizon prompts you for the activation key that you recorded earlier. Click
ACTIVATE.

Activate Gateway

Enter activation key

fs0jab

Cancel

10 Upon successful activation, the PLX35-NB2 appears on the Gateways page.

ey 0 Open Tunnels Alerts Activity Projects
PROSOFT, YEAH!! Gateways
1 OVERVIEW
m owm e ©Epor SORTOY: Mame s FILTER: Showal - a
5 GATEWAYS
o TEAM GATEWAYS (1)
O ACTIVITY
°
PLX35-NB2
Connect I
Belden
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511 Bel den HotPirzan On

Belden Horizon On-Prem requires that you activate the PLX35-NB2 the first time you
use it. To do this, you must obtain an activation key from the gateway.

1 Connect your gateway WAN port to On-Prem server.

2 Log in to the PLX35-NB2 from the LAN port as described in the section entitled
"Connecting to the PLX35-NB2 Webpageo €0Qwryievtabdidplays.T h

3 Inthe Overview tab > Device Details, click the ACTIVATE link to the right of the
Belden Horizon label.

Note:lf thePLX38\B2is already connected Bellen Horizaacount, the link reads
fDeactivaté

4 The PLX35-NB2 securely retrieves an alphanumeric activation key from Belden
Horizon On-Prem. It is valid for three (3) hours. Record this activation key.

Note:Access to Intetris not necessary for genegdtieyg or adding it to Belden Horizon In
Prem server

5 Open a new tab in a web browser, enter www.onprem.belden.io and press
ENTER.

6 Inthe Belden Horizon On-Prem Login screen, enter the user credentials or click
SIGN UP to create a new account. The login credentials are not interchangeable
between Belden Horizon On-Prem and the local interface.

7 After logging in, you can take a tour of the features of Belden Horizon On-Prem
by clicking TAKE THE TOUR. Or you can skip the tour to configure the gateway.

8 When ready, activate the PLX35-NB2 within the tour, or click on the AbD
GATEWAY button from the Gateways tab.

9 Belden Horizon On-Prem prompts you for the activation key that you recorded
earlier. Click ACTIVATE.

10 Upon successful activation, the PLX35-NB2 appears on the Gateways page.
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5.2

Cr eiantg and CoalNeac tVIPINg Cl i ent

Belden Horizon uses your native Windows VPN client for secure remote access.

The first time you intend to establish a VPN connection, you must set up the client and
then connect to it. Initial VPN client configuration is only done once and is described in
the following steps. If you already have a Belden Horizon VPN Client established in your
Network Connections folder, you do not need to perform these steps.

Once the PLX35-NB2 is activated, the gateway is displayed on the Gateways page.

smcen
raY 0 Open Tunnels Alerts Activity Projects

PROSOFT, YEAH!! Gateways

5 GATEWAYS

GATEWAYS (1)

PLX35-NB2

PROSOFT, YEAH!! Gateways

b OVERVIEW
% Map i= Table © Export

GATEWAYS
TEAM

@ ACTIVITY

PLX35-NB2

ALERTS

PROJECT SETTINGS

& SUPPORT
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2 Assign the P C dBaddress and subnet mask.

Assign local IP address

Assign IP address to computer when tunneling

Enteran IP address below. Your computer will be given this IP address when connecting
through the gateway to devices at the remote site. This IP address must not be in use by

E the end devices at your remote site.
=

This configuration only has to be set one time per gateway

ClientIP
/ ‘ \ IP address

Client Subnet Mask

[0 eee]
oy — IP address

Cancel

3 The system generates a unique secure one-time use username.

Open Tunnel for PLX35-NB2

+ Username generated

This username is only valid for a single session. Copy and paste the username below into your
VPN client to connect. (Don't worry, you won't need a password or domain.)

Region: NA California

170820PKT@Tun-X30RXR93RYMRSLY7

Copy To Clipboard

Show me how to setup my VPN client

The tunnel has been initiated. We are waiting for you to connect to your PC...

4 Click the CopY TO CLIPBOARD button to save this username.
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5 Click "SHow ME HOW TO SETUP MY VPN CLIENT." This opens the Set Up VPN Client in
Belden Horizon dialog.

Set Up VPN Client in Belden Horizon

Set up VPN client for Windows 10 (Region: US
West)

Download the quick setup by clicking the link below:

Window 10 64-Bit System

Other available versions:

Window 10 32-Bit System

Windows 10

Or, you can set up your new VPN client by following instructions:

tia fic t one-time setup)

Skip this Show me tutorial about other OS.
4

6 Click on the INITIAL CONFIGURATION (ONE-TIME SETUP) option. Follow the tutorial to
complete the setup. The tutorial also shows you how to connect to the VPN tunnel.

Initial configuration 1/11

After tunneling to Lre gateway by pressing Connect, you will see a window showing you the generated username for tunnel
access. Copy the username to be used later in setup.

Open tunnel for PLX35

v Username generated

This username is only valid for a single session. Copy and paste the username below into
your VPN client to connect. (Don't worry, you won't need a password or domain.)

Region: NA California
54060fe3b1@Tunnel-PSEKD39WIOOFLDUBS

| Copy to Clipboard |

Show me how to setup my VPN client

The tunnel has been initiated. We are waiting for you to connect to your PC...

| have completed VPN client setup
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521 Veri fying the VPN Connecti on

The module on the Gateways page of Belden Horizon provides a VPN indicator as
shown:

o

PLX35-NB2-TEST

ProSoft PLX35-NB2

You can view the connection status by hovering over the VPN icon or by hovering over
the status at the top of the page. See the next section for more details.

This indicator is grayed out if there is no connection established. However, you can
hover over this indicator to obtain more information about the connection.

= o

Gateway: Connected
You: Connected

ProSoft PLX35-MB2

Disconnect

The example above shows both the gateway and the user are connected to the VPN
server.
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If only one part of the tunnel connection is established, the indication may appear as
shown below:

Gateway: Connected
You: Disconnected

ProSoft PLX35-NB2

Disconnect

This example shows a connection between the gateway and the VPN server. However,
it shows the user as "Disconnected". In this case, Belden Horizon may be waiting for the
user to provide a user name in order to connect to the VPN.
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53 Usi Bgl den Hoa iGomfi gur eNBt2he PL X35

All configuration tasks may be performed using Belden Horizon. You do not need to use
the module's internal web server to configure the module or edit existing configurations.

To access configuration parameters, click on the module name.

This opens the gateway's configuration pages.

In addition to the normal features of Belden Horizon, these configuration pages are
exclusive to the PLX35-NB2. The configuration tabs are the same as those described
under "Local Configuration using the Gateway's Configuration Webpageoon page 13.

0 Open Tunnels Alerts Activity Projects

PROSOFT, YEAH!! oPLX35-NB2 ||

Connect L

GATEWAYS P Gateway & Access 3 Files @ Activity

o TEAM

Performance » LIVE Device Details
@ ACTIVITY

5 r}le]"’".‘s 20 GB [E‘maining Model: ProSoft PLX35-NB2
LAN IP:
UPTIME VPN DATA LIMIT
WAN IP:
Serial #:
175 ws 58 ws e 170
WAN DATA RECEIVED WAN DATA SENT
Gateway Time: 12:04:53 UTC, 20-Ju
314 s 29 us

SD Card: Mot present
LAN DATA RECEIVED LAN DATA SENT

ProSoft Technology, Inc. Pages70f86



PLX38NB2 Clouebased Management Using Belden Horizon
Network Bridge User Manual

54 Adding Team Members

Within Belden Horizon, you can invite team members to your account. This allows others
to securely access the remote site and perform maintenance and configuration functions

on the gateway once invites are accepted.

1 Click on the TEAM icon.

0 Open Tunnels Alerts Activity Projects

PROSOFT, YEAH!! Team

2 Click on the INVITE TEAM MEMBERS button located in the upper-right hand corner of
the page.

BECEN 0 Opan Tunnals Alarts Activity Projects g -

PROSOFT, YEAH!! Team

s OVERVIEW
22 Tiles = Table © Export
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3 The Invite New Team Member dialog opens.

Invite New Team Member

An email with an activation link will be sent to the provided email address. The link will
expire in 5 days (Jul 25 2022 @ 17:46). If the user does not activate their account until
then, they will have to manually reset their password.

Message

Please join me on Belden Horizon.

You can use this account to manage ProSoft gateways.

You can also use this account to access any device connected to a ProSoft gateway using a
tun weL|

Email

E-mail address

First Name

First Name

Last Name

Last Name (optional)

Choose project role

Project Admin Configure & Connect Connect Only Custom

Cancel

4 Enter the information and the project role of the person you want to invite.
Note:An email address can only be associated &élilendlorizascount at a time.

5 Modify the Message dialog to send a uniqgue message to the invitees.
6 When you are done, click the SEND INVITATION button. You should receive an
finvitation sent successfullydmessage if the email address was valid. You can edit a
member s access rights once the invite is sent
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541 Edi ting Team Member Access

As an administrator, you can control the type of access rights assigned to your team
members. When a team member accepts an invitation, a card appears on the Team
page of Belden Horizon.

B Smith
bsmith@psft.com

Connect

1 Click on the EDIT ACCESS option.

®

B Smith [#" Edit Access
bsmith@psft.con @
Connect ® Remove from Project

2 This opens the access dialog for the new team member. Initially, access defaults to
"Connect only" which means that that user is allowed to create a tunnel, but is not
allowed to configure a gateway.

Access for B Smith X
Project Admin Configure & Connect Connect Only
B Smith can manage team members, B Smith can connect to and configure all B Smith can connect to all gateways in
connect to and configure all gateways in gateways in the project the project
the project

3 Change this user's access rights by clicking on any of the first 3 access selections
and then click the SAVE ACCESS button.
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55 ChangFingmwar e

You can schedule a firmware change for multiple gateways or a single gateway through
Belden Horizon. There are two ways to start the firmware change process:

9 Click the firmware CHANGE option in the Device Details block.

HOR 0 Open Tunnels Alerts Activity Projects

PROSOFT, YEAH!! Gateways

VIEW
B2 - = oo SORTEY Name s FTER: Showil - Q

B GATEWAYS

# TEAM

GATEWAYS (1)

@ ACTIVITY

PLX35-NB2

Connect

1 Select CHANGE FIRMWARE from the setup icon in the top-right corner of every
configuration page.

0 Open Tunnels Alerts Activity Projects

oprLx35-NB2 |

GATEWAYS P Gateway & Access @ Files @ Activity
TEAM
Performance B LIVE Device Di
@ ACTIVITY
5 Days 20 GB remaining Model:
LaN1P: it
ueme VPN DATA LIMIT
WAN IP:
Serial #:
175 we 58 we J—
WAN DATA RECEIVED WAN DATA SENT
GatewayTime:  12:20:02 UTC, 20-Ju
314 e 30 ws
5D Card: Not present
LAN DATA RECEIVED LAN DATA SENT
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1 Click on the CHANGE FIRMWARE option to open the Firmware Upgrade dialog.

2

Firmware Upgrade

Please choose firmware version

Version Release Date v

Need to specify URL instead of one of the supported upgrades above?

Cancel Schedule For Later

PLX35-NB2 Firmware v1.3.22 2019-03-15 08:10:33 Details

This dialog lists the most recent firmware versions and details about this version.

Select the version to install by clicking the radio button.

Version Release Date v

O PLX35-NB2 Firmware v1.3.22 2019-03-1508:10:33

There are options to upgrade now or schedule for later.

ProSoft Technology, Inc.

Pages20f86



PLX38NB2 Clouebased Management Using Belden Horizon
Network Bridge User Manual

i. Change Now - Allows you select additional gateways for upgrade and then
immediately performs the upgrade.

1 With the correct firmware version selected, click the CHANGE Now button.
You are prompted as to whether or not you want to upgrade other gateways.

Firmware Upgrade

Upgrade other gateways?

Name a Serial Number Version
PLX35-NB2-TEST1 1.4.50-r0

PLX35-NB2-TEST2 1.4.50-r0

Cancel his Gateway and Selected

Choose any available gateways that you want to upgrade, if applicable.
Click the APPLY ONLY TO THIS GATEWAY button if you have do not need to
upgrade additional gateways or click the APPLY TO THIS GATEWAY AND
SELECTED button to upgrade firmware on the current gateway and any
selected gateways.

4 The firmware upgrade starts immediately.

w N
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ii. Schedule for Later - Allows you to select additional gateways for upgrade and
then allows you to schedule a data and time for the upgrade to occur.

1 With the correct firmware version selected, click the SCHEDULE FOR LATER
button. You are prompted as to whether or not you want to schedule
upgrades for other gateways.

Firmware Upgrade

Schedule upgrade for other gateways?
Name & Serial Number Version
PLX35-NB2-TEST1 1.4.50-r0

PLY35-NB2-TEST2 1.4,50-r0

Cancel This Gateway and Selected Only This Gateway

2 If you don't want to schedule upgrades for other gateways, click the AppLY
ONLY TO THIS GATEWAY button to schedule the upgrade.

Schedule Firmware Upgrade

A schedule Firmware Upgrade

Version:  PLX35-NB2 Firmware v1.3.22

Gateway: PLX35-NB2-TEST

Please select a date and time

01/08/2020 9:05 AM

ama
=
< January 2020 > -~ ~
Su Mo Tu We Th Fr sa 09 : 05 u
29 30 31 1 2 3 4 v v
5 6 7 B g 10 11
12 13 14 15 16 17 18
g 20 2 22 23 14 I5
26 27 28 29 30 31
2 3 4 5 6 7 8
Cancel Schedule

3 Schedule the date and time for the firmware change to occur.
4 Click the SCHEDULE button.

If you want to schedule changes for other gateways, use the APPLY TO THIS
GATEWAY AND SELECTED button and follow the same procedure.
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5.6 Remote Packet

Capture

The following procedure describes a remote packet capture. This feature is available in
firmware version v1.6.60 and newer.

1 Right-click on the SETUP icon of the PLX35-NB2, and select PACK CAPTURE.

sasen
HORIZON

PROSOFT, YEAH!!

52 GATEWAYS

PLX35-NB2

Connect

0 Open Tunnels Alerts Activity Projects 1 .
W Table O Export SORTBY: Name = FILTER: Show Al * Sear Q
GATEWAYS (1)
o
© Import Co

= Transfer Across Projects
Remote

B Fing

© Packet Capture

>_ Allow Support Access

B Retrieve Logs

2 Select the duration and interface to be used in the capture. Click CAPTURE to

begin.

Remote Packet Capture (PLX35-NB2)

|y capture packets on 2 Gate
. The file will be available
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3 Once the capture is complete, the captured file can be viewed.

Remote Packet Capture (Gateway Name: PLX35-NB2.

Remote packet capture file retrieved successtully

4 The captured files are saved in Belden Horizon for few days. It can also be
downloaded from the Activity tab as shown below:

HORIZON 0 Open Tunnels Alerts Activity Projects l .

PROSOFT, YEAH!! Activity
= Filter Activity w1 e 1-11 of 11 entries 1

Packet Capture (SKB) upload complete, PLX35-NB2_2022-07-20_12-27-07.pcap.zip will be saved for 30 days

°
Gateway a
ACTIVITY
° Packet Capture executed successfully on LAN interface for duration 1 Minute 0‘:
Gatoway a X35:N
° Packet Capture started on LAN interface for duration 1 Minute l
Gateway a X35
) Tunnel has been closed after client VPN connection for atripathi@prosoft-technology.com was lost for more than § minutes & syste
Tunnel a “
0 Tunnel has been opened for region US West ']
e B
Project PROSOFT, YEAR!! updated
Region has been changed from APAC Mumbai to US West 1

i@

) Tunnel has been closed 1

ProSoft Technology, Inc. Pages60f86



PLX38NB2 Easy Bridge
Network Bridge User Manual

6

6.1

Easy Bridge

The PLX35-NB2 supports bridge capability to allow access to Logix Controllers using

RSLinx. This chaptercoverst he fA Easy Br i dghetweedaloa@iSystetmgur at i on
and Remote Devices, using the VPN Tunneling functionality. This feature is only

available for PDN (Persistent Data Network) Projects in Belden.io.

<« C @ belden.io

Projects

Belden PDN

0 gateways

PDN

VPN Tunnel Connection

Once a local connection to the PLX35-NB2 gateway has been established (see
Connecting to the PLX35-NB2 Webpage on page 13 for more information), ensure the
following:

1  WAN port has internet access (see Setting Gateway Configuration Parameters
page 15 for more information).

9 Activation is successful through the Belden Horizon Ul (see Cloud-based
Management Using Belden Horizon page 48 for more information).

Once the PLX35-NB2 is activated, it will be listed in the Gateways section of the
Belden.io page.
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1 Click on the PLX35-NB2 name within the tile.

Belden PDN

Lateway
4 OVERVIEW
m 9 Map I8 Table © Export

GATEWAYS

APPLICATIONS

TEAM
GD o
ACTIVITY
PLX35-NB2

ALERTS

Remote Access

2 In the Overview tab, ensure the Device Details are correct.

Belden PDN o) 5 l

GATEWAYS V Gateway & Access [ Flles O Activity

Performance > e Device Detail
20 m 5 det
20 GB remaining

‘‘‘‘‘
PrINE VPN DATA LT »

Serial
1.95 ue 39w ] e
WAN DATA RECEIVED WAN DATA SENT

Goteway Time.
1.20 we 334 e o
LAN DATA RECEIVED LAN DATA SENT

Online End
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3 The Device Details should match the Device Details onthe mo d u | ebpage w
(see below). This confirms the Activation and PDN are operating prior to starting
the VPN Tunnel.

4 Ensure the PLX35-NB2 LAN IP address is on the same network as the PLC
Controller IP address.

This exercise uses the following IP address examples:
PLX35-NB2 LAN IP: 192.168.0.171
PLC Controller: 192.168.0.215

» LIVE Device Details
Model: ProSoft PLX35-NB2
LAN IP: 192.168.0.17.
WAN IP: 192.168.3.213
Serial #: 00:00:8D:A2:B2:BC
Firmware: 1.6.90-10 {debug)
Gateway Time: 16:45:22 UTC, 01-Sep-2023
SD Card: Not present
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5 On the left tab of Belden.io page, click on the PROJECT SETTINGS button. Under
the Persistent Data Network Options section, verify the PLX35-NB2 IP address
range is correct.

- R+ oven ume

BeldenPDN

6 From the Gateways tab, click on the REMOTE ACCESS button to enable a secure,
remote access to the PLX35-NB2.

Then click on the CONNECT button.
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