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l nstall ation I nstructions:

THIS EQUIPMENT IS AN OPEN-TYPE DEVICE AND IS MEANT TO BE INSTALLED IN AN
ENCLOSURE SUITABLE FOR THE ENVIRONMENT SUCH THAT THE EQUIPMENT IS ONLY
ACCESSIBLE WITH THE USE OF A TOOL.

SUITABLE FOR USE IN CLASS |, DIVISION 2, GROUPS A, B, C AND D HAZARDOUS LOCATIONS,
OR NONHAZARDOUS LOCATIONS ONLY.

WARNING i EXPLOSION HAZARD i DO NOT DISCONNECT EQUIPMENT WHILE THE CIRCUIT IS
LIVE OR UNLESS THE AREA IS KNOWN TO BE FREE OF IGNITABLE CONCENTRATIONS.

WARNING i EXPLOSION HAZARD i SUBSTITUTION OF ANY COMPONENT MAY IMPAIR
SUITABILITY FOR CLASS I, DIVISION 2.

I NSTRUCTI ONS D' I NSTALLATI ON:

CET APPAREIL EST UN DISPOSITIF DE TYPE OUVERT ET EST DESTINE A ETRE INSTALLE
DANS UN ENVIRONNEMENT ADAPTE AFIN QUE L'EQUIPEMENT SOIT ACCESSIBLE
UNIQUEMENT AVEC L'UTILISATION D'UN OUTIL.

ADAPTE POUR UNE UTILISATION EN CLASSE I, DIVISION 2, GROUPES A, B, C ET ZONES
DANGEREUSES OU NON.

AVERTISSEMENT - RISQUE DEXPLOSION-NE PAS DE£CONNECTER LO£QUI PEMENT LOR
LE CIRCUIT EST EN FONCTIONNEMENT A MOINS QUE LA ZONE SOIT DEPOURVUE
DOELEMENTS | NFLAMMABLES.

AVERTISSEMENT - RISQUE D'EXPLOSION 7 LA SUBSTITUTION DE TOUT COMPOSANT PEUT
NUIRE A LA CONFORMITE DE LA CLASSE |, DIVISION 2.

Do not operate the ProSoft Technology Wireless products in areas where blasting is in progress, where
explosive atmospheres may be present, near medical equipment, near life support equipment, or any
equipment which may be susceptible to any form of radio interference. In such areas, the ProSoft
Technology Wireless products MUST BE POWERED OFF. The ProSoft Technology Wireless products
can transmit signals that could interfere with this equipment.

Do not operate the ProSoft Technology Wireless products in any aircraft, whether the aircraft is on the
ground or in flight. In aircraft, the ProSoft Technology Wireless products MUST BE POWERED OFF.
When operating, the ProSoft Technology Wireless products can transmit signals that could interfere with
various onboard systems.

Note:Some airlines may permit the use of cellular phones while the aircraft is on the grc und and the
door is open. The ICKY¥BC may be used at this time.

The driver or operator of any vehicle should not operate the ProSoft Technology Wireless products while
in control of a vehicle. Doing so will detract from the driver or operator's control and operation of that
vehicle. In some states and provinces, operating such communications devices while in control of a
vehicle is an offense.

Agency Approvals and Certifications

Please visit our website: www.prosoft-technology.com
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1 Start Her e

1.1 About the&lWCCK&8Hustri al Cellul ar Gateway

The ICX35-HWC Industrial Cellular Gateway provides secure wireless Ethernet and
serial connectivity to remote devices over 4G LTE cellular services with fallback to
3G. These devices include PAC/PLCs, RTUs, DCS systems, instruments, electronic
billboards and communication towers.

The ICX35-HWC is ideal for programming and maintenance of remote equipment,
remote data collection, SCADA, and machine-to-machine (M2M) applications. It
operates on LTE/GSM and CDMA networks with a single device

3GMG
Cellular Metwork

[ﬂ:?r?;;:.l;ﬁ Irternat

or SCADH
—~ T ] m
. Cellular

I Gateway PLC
Flant (Ve
Metwark )

Firewsall

Contral Room Remote Site

The ICX35-HWC supports:
4G LTE with GSM and CDMA cellular technologies
Cellular networks worldwide

Secure VPN connections over internet and cellular links for remote site
access to corporate networks (VPN Client Mode)

1 Simultaneous Ethernet and serial data port (Modbus & DF1 encapsulation)
communications providing SCADA migration path to cellular for serial and
Ethernet devices.

1 Built-in web server for local/remote configuration, monitoring, and wireless
network diagnostics.
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111 Speci fications
Cellular Modem
Specification Description
Cellular Technology LTE, GSM, UMTS/HSPA+, GPRS, EDGE, CDMA
Frequency/Bands ICX35-HWC-A:
Frequency: 700 /800 /850 /900 /1700 / 1800 / 1900 / 2100 MHz
HSPA and HSPA+ Bands: 1,2,4,5,8
LTE Bands: 2,4,5,13,17,25
Quad-band EDGE/GPRS/GSM
CDMA/EVDO Bands: BCO, BC1, BC10
ICX35-HWC-E:
Frequency: 800 / 850 / 900 / 1800 / 1900 / 2100 / 2600 MHz
HSPA and HSPA+ Bands: 1,2,5,8
LTE Bands: 1,3,7,8,20
Quad-band EDGE/GPRS/GSM
Verizon Certified ICX35-HWC-A
AT&T Certified ICX35-HWC-A
PCTRB ICX35-HWC-A and ICX35-HWC-E
Max Downlink Speeds Up to 100 Mbps maximum (network, surrounding equipment, environment,
carrier and location dependent)
Max Uplink Speeds Up to 50 Mbps maximum (network, surrounding equipment, environment,
carrier and location dependent)
Activation SIM Slot
Security OpenVPN client, IPSec client, IP Address Filtering
Physical
Specification Description
Enclosure Extruded aluminum with DIN clip
Dimensions (HxW x D)  5.52 x 2.06 x 4.37 in, 14.01 x 5.24 x 11.09 cm
Shock IEC 60068-2-27; 20G @ 11ms (Operational)
IEC 60068-2-27; 30G @ 11ms (Non-Operational)
Vibration IEC 60068-2-6; 10G, 10 to 150 Hz
Ethernet Port (1) 10/100 Base-T, RJ45 connector
Serial Port (1) DB9 female (serial tunneling & encapsulation)
Antenna Ports (2) Female RP-SMA connector. Antennas sold separately
Weight 14.5 0z (411 g)
Enclosure Extruded aluminum with DIN clip
Environmental
Specification Description
Operating Temperature IEC 60068 -40°F to +158°F (-40°C to +70°C)
Humidity IEC 60068-30 5% to 95%, with no condensation
External Power 10 to 30 VDC
Peak Power Consumption < 6W
12 Package Contents
The following components are included with the ICX35-HWC and are required for
installation and configuration.
ImportantBefore beginning the installation, pleasaltrezifpllowing items are present
Qty. Part Name Part Number Part Description
1 ICX35-HWC Cellular Gateway ICX35-HWC 3G/4G LTE
1 2-pin Power Connector 002-0116 Power Connector
1 Connector Lever 357-0061 Wire installation tool
1 Jumper for rear pins 357-1517 Two-pin jumper
ProSoft Technology, Inc. Page8 0f143
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1.3 Jumpers

The three jumpers on the back of the unit are described from top to bottom:

Jumper Position Description
(Not visible) Factory Use Only

.

e @
* @»

Temporarily sets the LAN IP address to 192.168.0.250.
. &

The jumper should be kept on until the unit boots and becomes accessible. It
EI remains at this address as long as the jumper is in place, regardless of the
LAN IP address configured on the web server.

. =
The ICX35-HWC reverts to the configured server address once the jumper is
removed.
Resets the ICX35-HWC to factory defaults.
* 0 The jumper should be kept until all the LEDs start to slowly blink. At this point,
. @ the jumper should be removed and the unit should be power cycled. After
e doing so, the front panel LEDs blink continuously, but the unit will not operate

any further. Remove this jumper and power cycle the device to restore normal
operations with factory defaults.

The custom username/password will also be reset to the defaults values.

14 Reset (Power Cycle) Button
The reset button is located at the bottom of the front panel of the ICX35-HWC.
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15 Power Requirements

The ICX35-HWC accepts voltages between 10 and 30 VDC, with an average power
draw of 3 watts or less.

A detachable power connector comes with the radio, as shown below. The connector
terminals are labeled + (positive DC connection) and - (DC ground connection).

ImportantWhen wiring the power connector supplied with the radio, be sure to observe he proper
polarity markings on the power connector. Wiring the connector incorrectly can cause < :rious damage
to the radio which will not be covered under the ProSoft warranty

The Power Connector (ProSoft part number 002-0116) is shown on the left. Note the
+ and i polarity markings. The connector lever (ProSoft part number 357-0061)

shown on the right is helpful for installing wires into the spring-loaded contacts inside
power connector.

Note:The onsite chassis/earth connection derived from the AC side of the main system jower supply
should not be connected to either negative or any other power terahileCof |CX35
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To use the connector lever, insert it into the connector as shown:

Press down on the installation tool to use
contacts to insert a wire. A properly-wired power connector is shown:

ProSoft Technology, Inc. Pagellof143
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2 Connecting t-dW€Che | CX35

The configuration webpage is used to configure and manage the ICX35-HWC. First-
time setup must be performed over a wired network, where provider-specific cellular
configuration details are configured. Once initially set up, you can access the
webserver over the LAN and cellular networks (unless LAN access is disabled).

Key benefits of the web-based configurator include:
Login and device parameter configuration
Network setting adjustments

Security setting maintenance

Event reporting update

Firmware installs

=A =4 =4 =4 =

21 Configuration Webpage Setup
1 Insertthe SIM card (size 2FF, Mini-SIM) on the front of the module.
2 Ensure that the module is connected to the network.
3 Apply power to the module.
4

Log into the ICX35-HWC configuration webpage. The default IP address of the
ICX35-HWC is 192.168.0.250. If your PC is on a different subnet, temporarily set
the IP address of your PC to 192.168.0.xxx with a subnet of 255.255.255.0.

IP address: 192 . 168 . 0 . |

Subnet mask: 255,255,255 . 0

5 Open a web browser and enter the ICX35-HWC default address of:
http://192.168.0.250 .

Note ProSoft Discovery Serg@ealso be usseta temporary IP addréd3Sis a free

software utility used to allow your PGaterfisbft Technology Ethdrased product on a

local network. It allows yahaage its default IP address without being on the sathe s bnet.
canbe downloaded framvw.proseichnology.com

6 Once the ICX35-HWC homepage opens, enter the username and password to
log in. The defaultu s e r n a adenin dasd the default password is gpassword 6 .

ICX35 Logon

User:

Password

Login
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Note:For the initial or default IGR8E login, after the default username and passwor( are
used, the user will be prompted to change the password.

Change your password

Mew password | |

Confirm password: | |

Apply
The new password must comply with the following rules:

1. Password field must have betwi®ech@racters.
2. Password must contain characters from three of the following four categories:
* Uppercase characters
* Lowercase characters
* Base 10 digits (0 through 9)
* Noralphanumeric characters: .~ |@#$%{}*?)

After successful login with the new password, further password changes can only kt : done from the
Administrator > Access Control webpage

7 After successful login, the homepage displays data from the Status tab.

m Configuration Administrator

stem Status|
System
Gateway Name ICX35
Technical S rt System Time 2019-04-12 18:30:09 UTC
GRS Gateway F/W Version 16.11-2019-04-12
ProSoft Discovery Radio F/W Version 05.05.58.01 VZW
Service LIEL
Phone Number
ProSoft Technology Message Center Number
ProSoft Connect Failed
Cellular Interface Connecting...
Connection Type
Signal Level TN s5qe
Network Registration
Link Time
Disconnect Count 0
1P
Sent Bytes
Received Bytes
Sent SMS 0
Received SMS 0
Whitelist Disabled
Cellular Data Usage Disabled Reset Period Usage
Current Period 564839
LAN
Connection Status _
IP Address
Netmask
Ethernet Address (MAC)
Received Bytes 486286
Sent Bytes 3957720
DDNS Disabled
VPN Disabled
Serial Madbus RTU -> ModbusTCP connected to a Slave
Recsived Bytes 0
Sent Bytes 0 -

Copyright © 1998 - 2018 ProSoft Technology Inc. All Rights Reserved
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8 After 5 consecutive failed login attempts, you will not be allowed to login for next
10 minutes. The details and status are logged in syslog and
/psft/loginRecords.txt. The last 100 login attempts are logged.

ICX35 Logon
User: | adminl I
Password: | escscccssse ‘

Too many failed logins. Your
account is locked and will be
unlocked after some time.

Login

22 Assigning a LAN I P Address
1 Select the Configuration tab and select the Basic option.

v

Status Configuration Administrator

Gateway Settings
A Gateway Name X35
Advanced ey 1Cx35
APN nternet
Firewall
Please contact your SIM service provider and enter the APN string provided here.
This product will not be able to connect to the service provider if the APN is incorrect.
st
Technical Support Mode pr——
tatic
ProSoft Discovery 1P Address
Service
Subnet Mask
ProSoft Technology
DHCP Server Disable ¥
SIM Settings
SIM Status Unlocked Remaining: 3
PIN Verification Disable ¥
[LApply |

Enter a name for the module in the Module Name field.

Enter the APN (Access Point Name). This information is provided by your cellular
provider.

4 Internet Access via LAN is also possible. Enable this parameter and then click
APPLY. You will be asked to enter a gateway and 2 DNS servers.
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5 Enter the IP Address and Subnet Mask of the ICX35-HWC.

6 Choose whether or not to use DHCP (Dynamic Host Configuration Protocol) for
end devices.

a) If YES, enable the DHCP SERVER option and select a DHCP Range of IP
addresses applicable to multiple end devices.

e

Status Configuration Administrator

Basic Gateway Settings

. Gateway Name 10x3

Advanced =1 foxss
APN internet

Firewall

Please contact your SIM service provider and enter the APN string provided here.
This product will not be able to connect to the service provider if the APN is incomrect.

LAN Settings

Technical Support Mode p—

ProSoft Discovery 1P Address

Service .
Subnet Mask

ProSoft Technology
DHCP Server Enable ¥

3 DHCP Range R

Lease Time 60 mY

Add Entry to Lease Table List ‘ Remove Selected Entries |

SIM Settings

SIM Status Unlocked Remaining: 3
PIN Verification Disable ¥

| Asply

ADHCP Range i A range of IP addresses that can be assigned by the
ICX35-HWC DHCP Server application on the LAN side. For example, the
ICX35-HWC can assign an IP address to any device that connects to its
dedicated LAN network within the specified Range (192.168.3.0 to 24). A
maximum of 25 Devices will be able to receive an IP address.

ALease Time i Enter the desired lease time using seconds, minutes, or
hours.
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b) For each End Device, set the laptopd $CP/IPv4 properties (Found at Control
Panel > Network and Internet > Network Connections ) as follows:

Internet Pratocel Version 4 (TCP/IPv4) Properties ‘iléj

General | Alernate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your netwark administrator
Far the appropriate IP settings.

@ Obtain an [P address aukomatically

") Use the following IP address:

@ Obkain NG server address antomatically:

~) Use the Following DNS server addresses:

‘walidate settings upon exit

c) If NO, disable the DHCP Server option.

d) On the laptop, set the TCP/IPv4 properties. Non-PC devi ces, such PLC®S
not require the Preferred DNS Server entry.

Internet Protacel Versian 4 (TCP/IPv4) Properties |i|d—hj

General

‘ou can get IP sethings assigned automatically if yvour network supparts
this capabilicy, Otherwise, vou need to ask wour nebwork administrator
for the appropriate IP settings.

~) Obtain an IP address automatically

@ Use the Following IP address:

IP address:
Subnet mask:

Default gateway:

Obtain DMS server address automatically
@) Use the Following DMS server addresses:

Preferred DS server:

Albernate DNS server:

|:| ‘alidate settings upon exit

[ Ok, ][ Cancel ]

7 Inthe ICX35-HWC configuration webpage, click APPLY. The page automatically
redirects to the new IP address if the IP address is changed.

8 Reset your PC back to its original IP address. This IP address should be on the
same subnet as the ICX35-HWC.

9 Close your browser and open a new session. Enter the new IP address of the
ICX35-HWC to access the configuration webpage (192.168.0.250).
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23 Connecting to Your Cellular Provider

The ICX35-HWC supports 3G GSM/GPRS and 4G LTE (where applicable) networks.
It uses your cellular provider as an ISP (Internet Service Provider) to connect to the
Internet. All cellular service connections require a Subscriber Identity Module (SIM) to
be installed in the ICX35-HWC. This includes connections to CDMA based services
like Verizon (previously did not require a SIM). Contact your service provider to
obtain a SIM.

231 Connection Using GSM/ GPRS

The Subscriber Identity Module (SIM) in the ICX35-HWC is a smartcard that securely
stores the key identifying a cellular subscriber. Generally, you will only need to install
a SIM once in the life of the cellular gateway - and it may be pre-installed by your
ProSoft Technology Representative.

ImportantYou mustpeciftheexact APN given by your cellular network provider for your . IM card
contract. Otherwienctionality or billing will be affected.

AT&T Users: For SMS texting functionality, you must power up the ICX35-HWC with
the SIM installed within 72 hours after AT&T activates the SIM card.

The SIM card slot is located on the front of the cellular gateway.

<«——— SIMSlot Cover

<«—— Screw

1 Remove the SIM Card Slot cover by removing the two screws holding it into
place.

2 Insert the SIM card (size 2FF, Mini-SIM) into the ICX35-HWC and cycle
power. The SIM card is read by the ICX35-HWC upon boot up.
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2.3.2

Re-attach the SIM Card Slot cover.

Enter the APN (Access Point Name) in the Configuration > Basic section of
the Ul. The APN is provided by your cellular provider.

Status Configuration Administrator

Basic| Gateway Settings

Connecting to the ICK¥8C
User Manual

Gateway Name 1CX35
Advanced o 1035

| APN |internet]
Firewall

Please contact your SIM service provider and enter the APN string provided here.

This product will not be able to connect to the service provider if the APN is incomrect.

LAN Settings

Technical Support

Mode Static ¥

ProSoft Discovery 1P Address
Service
Subnet Mask
ProSoft Technology
DHCP Server Enable ¥
DHCP Range

Lease Time 60 mYv|

‘ Add Entry to Lease Table List || Remove Selected Entries |

SIM Settings

SIM Status Unlocked Remaining: 3

PIN Verification Disable ¥

[ Aoply |

After the ICX35-HWC reboots, it establishes a link to your cellular provider
network, also called registering on the network, and then receives an IP
address.

When the ICX35-HWC receives its IP address from the cellular provider, a
connection to the Internet or the cellular network is also available for
computers or other devices to connect directly to the ICX35-HWC.

The GSM network information is now displayed on the Status webpage.

Connection Using CDMA

When the ICX35-HWC is powered on, it automatically searches for cellular
service using CDMA-based cellular technology.

The ICX35-HWC establishes a PPP (Point-to-Point Protocol or "dial" up
connection) link to the cellular network, also called registering on the network,
and receives an IP address.

When the ICX35-HWC has received its IP address from the cellular provider,
a connection to the Internet or the cellular network is also available for
computers or other devices to connect directly to the ICX35-HWC.

The CDMA network information is now displayed on the Status webpage.

ProSoft Technology, Inc.
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233 SI'M Card Security

To protect a SIM card from others using it for phone calls or cellular data, a SIM PIN
can be used. When a SIM PIN is used, the SIM card will automatically lock upon an
ICX35-HWC reboot. The PIN protection enablement, PIN (Personal identification
number), and PUK (PIN unlock key) codes are saved on the SIM card. Replacing the
SIM card requires a reconfiguration of the SIM settings.

Most mobile devices offer SIM PIN protection. At startup, if the PIN security function

is active, the user must enter a 4 to 8 digit PIN to enable the ICX35-HWC 6 s - non
emergency functions. You can save the PIN code in the configuration in an encrypted
format.

234 SI M Card PI N Verification

The SIM Card PIN Verification enables the ICX35-H WC 6 s -emeargency functions.
By default, this feature is not enabled. The following steps show how to enable (and
disable) this feature:

1 On the ICX35-HWC webpage, navigate to the Configuration > Basic
webpage.

2 Under SIM Settings, click on the PIN Verification setting and select ENABLE.

v

Status Configuration Administrator

Connecting to the ICK¥8C
User Manual

Basic| Gateway Settings
teviay Nar 0G5
Advanced Gateway Name 1OX35
APN nternet
Fir I
Please contact your SIM service provider and enter the APN string provided here,
This product will not be able to connect to the service provider if the APN is incomrect.
st
Technical Support Mode Static ¥
ProSoft Discovery 1P Address
Service
Subnet Mask
ProSoft Technology
DHCP Server Disabie ¥
SIM Settings
SIM Status

Jnlocked Remaining: 3
PIN Verification ":55:5 v

ProSoft Technology, Inc.
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3 Enter a4 to 8 digit PIN Code. You can display the digits by clicking the Show

Characters box.

SIM Settings

3IM Status Unlocked Remaining: 3
PIN Verification Enable =

Save FIN

Show characters »
[l

4 You can save the PIN code in the configuration in an encrypted format by
clicking the Save PIN box.
SIM Settings
SIM Status Unlocked Remaining: 3
PIM Verification Enable -
PIN Code 123456

Show characters

Save PIN

When ready, click the APPLY button to apply the changes.
When successful, the following message displays:

-

"
Message from webpage ﬁ

! " PIM Werification enabled.

—————

7 To disable this feature, select DISABLE from step 2 above and continue
through the steps.

Importantif the wrong PIN Code is entered and submitted more than three times, tF : SIM card
becomes blocked. (Notice the number of Remaining tries in the top right corner of t e SIM Settings
area). The SIM card can be unblocked by entering a PUK codethareeidécklyrovider

(Example: AT&T). The next section discusses the unblocking process.

When the SIM card is blocked, you will not be able to accedd\te€ toXBGuration

webpage via the WAN connection. You can connect via the LAN (Ethernet) port un | the SIM card
is unblocked.
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235 Unbl ocking a SI'M Card

If the wrong PIN Code is entered more than three times, the SIM card becomes
blocked. During this time, ICX35-HWC WAN (cellular) connectivity is disabled. The
SI'M PI N st aStMuB$ockedbo v o Stétub >eSystem Status webpage
(WAN section). You can unblock it by entering the PUK code assigned to the SIM
card by your service operator.

.
o:::o

ProSoft
TECHNOLOGY
Configuration Administrator

[System Statu System
Gateway Name 10X35_172_201
. System Time 1970-01-01 00:27:27 UTC
Technical Support Gateway F/W Version 14,49-2018-02-27
ProSoft Discovery Radio F/W Version 05.05.16.02 ATT
Service IME
Phone Number
ProSoft Technology ProSoft Connect Failed
Cellular Interface _ Unblock
Connection Type No Service
Signal Level N sz
Network Registration
Link Time
Disconnect Count 0
P
Sent Bytes
Received Bytes
Sent SMS 0
Received SMS 0
Whitelist Disabled

1 To unblock the SIM card, click the Unblock link from the Status > System
Status webpage (WAN section).

Configuration Administrator

stem Statu:

System

Gateway Name 1CX35_172_201

Up Time Oh, 27m, 27s
System Time 1970-01-01 00:27:27 UTC
Technical Support Gateway F/W Version 14.49-2018-02-27
ProSoft Discovery 1!2:4;0 F/W Version 05.05.16.02 ATT
Service

Phone Number
ProSoft Technology ProSoft Connect Failed

Cellular Interface SIM blocked » Unblock
Connection Type No Service
Signal Level - -113dBm
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2 The link takes you to the Configuration > Basic webpage (SIM Settings
section).

Status Configuration Administrator
Gateway Settings
Gateway Name i
Advanced = icnsE
) APN internet
Firewall
Please contact your SIM service provider and enter the APN string provided here.
This product will not be able to connect to the service provider if the APN is incomrect.
st
Technical Support Made P
ProSoft Discovery TP Address
Service
Subnet Mask
ProSoft Technology
DHCP Server Disabie ¥
5IM Settings
SIM Status Blocked Remaining: 3
PIN Verification Enable ¥
Show characters o
Save PIN '

3 Contact your service provider to provide you with the PUK code. You will
need the phone number that is assigned to the SIM card.

Importantit is recommended to keep the PUK written down in a safe place from he device.
Entering an incorrect PUK code ten times in a row will permanently lock the SIN card, requiring
a new one.

4 Once you obtain the PUK code, enter the PUK Code and a New PIN Code.

SIM Settings

SIM Status Blocked Remaining: 10
FIM Verification Enable

PUK Code |

mp |
New PIN Code * | |
2]

Show characters

Save PIN [+

Apply

5 Click ApPLY.
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6 Upon success, the following message is displayed:

- 5
Message from webpage lﬂ

I_\ SIM unblocked, New PIN code set.

7 The SIM Status is now Unlocked . PIN Verification can be enabled, as
needed.
SIM Settings
SIM Status Unlocked Remaining: 3
PIN Verification
PIN Code | || Change |
Show characters O
Save PIN O
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24 Connecting to the | ntHW@et Using the | CX35
Internet connectivity through the ICX35-HWC is achieved using the following steps:
1 Connect the laptop LAN port to the Ethernet port on the ICX35-HWC.
2 On the laptop, set the TCP/IPv4 properties:

-

Internet Protocol Version 4 (TCP/IPvd) Properties |M
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Use the following IP address:

IP address:
Subnet mask: 255,355,255, 0

Default gateway:

Obtain DNS server address automatically

(@) Use the following ONS server addresses:

Preferred DMS server: 8 .8 .8 .8
Alternate DNS server: 4 .4 .4 . 4
[ validate settings upon exit
[ oK l [ Cancel l
L A
Where:

AIP address = The assigned IP address of your laptop.

ADefault gateway = The assigned IP address of the ICX35-HWC IP.
APreferred DNS Server = 8.8.8.8 (Google)
AAlternate DNS Server = 8.8.4.4 (Google alternate)

Click OK.

Open your web browser on your laptop to connect to the internet.
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3 | CX-BWC Webpage

There are three main tabs of the ICX35-HWC webpages:

i Status
1 Configuration

1 Administrator

3.1 Status Tab

The Status tab displays the current settings of the cellular gateway including up time,

IP address, and cellular data usage.

m Configuration Administrator

System Statu

Resources

Technical Support

System

ProSoft Discovery
Service

ProSoft Technology

Gateway Name
Gateway Model

Up Time

System Time
Gateway F/W Version
Radio F/W Version
IMEI

1CX35 1

ICX-HWC-A

Oh, 3m, 11s

2023-09-27 22:49:03 UTC
1.13.001-2022-06-09
05.05.58.05 VZW
359225057411050

I Cellular Interface

Phone Number +16084694323

Message Center Number +316540940703

Belden Horizon Failed
Connected

Connection Type 4G-LTE

Signal Level - -57dBm

Network Registration Verizon

Link Time Oh, Om, 41s

Disconnect Count 0

13 100.74.235.88

Sent Bytes 15706

Received Bytes 70175

Sent SMS 0

Received SMS 0

Whitelist Disabled

Cellular Data Usage

Disabled i Reset Period Usage

Current Period(bytes) 5673000

LAN
Connection Status _
IP Address 192.168.6.151
Netmask 255.255.255.0
Ethernet Address (MAC) 00:0D:8D:A6:01:80
Received Bytes 100779
Sent Bytes 305515

DDNS Disabled

VPN Disabled

Serial Disabled

EtherNet/IP Disabled

Modbus TCP Disabled

Proxy ARP Disabled

Copyright © 1998 - 2023 ProSoft Technology Inc. All Rights Reserved
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System Description
Gateway Name Name of ICX35-HWC on network
Up Time Amount of time since last power cycle or reset

System Time

Current date and time of the ICX35-HWC

Gateway F/W Version

Firmware version of the cellular hardware

Radio F/W Version

Firmware version of the radio hardware

IMEI

International Mobile Station Equipment Identity number

Phone Number

Phone number assigned by the SIM card

Message Center Number

Message Center Number configured on the SIM card. This number
is used to send SMS messages.

Belden HorizonE

Status of Belden Horizon utility

Cellular Interface

Connection Type

Type of cellular connection. Example: GSM

Signal Level

Signal Level of cellular network (dBm)

Network Registration

Registered local cellular network. If a carrier does not support this
request, it wildl di spl ay fANot

Link Time

The number of days, hours, minutes, seconds connected to the
WAN

Disconnect Count

The time the unit has lost communication to a cell tower and has/is
attempting to reconnect back to the cellular service. It counts each
time the service has disconnected from the cellular service while
the unit is running.

IP IP address of the ICX35-HWC on the WAN

Sent Bytes Number of sent bytes on the WAN port for this connection
Received Bytes Number of received bytes on the WAN port for this connection
Sent SMS Number of sent SMS text messages since power on

Received SMS Number of received SMS text messages since power on
Whitelist Indicates if whitelisting is enabled or disabled

Cellular Data Usage

Current Period

Shows the total number of bytes (sent and received) on an ongoing
basis, in bytes. This number is reset on the Plan Start Day unless
changed by clicking on the Reset Period Usage button.

LAN

Connection Status Displays the Link status

IP Address IP address of the ICX35-HWC on the LAN
Netmask Subnet Mask

Ethernet Address (MAC)

MAC address of the ICX35-HWC

Received Bytes

Total number of bytes received on the Ethernet port

Sent Bytes Total number of bytes send on the Ethernet port

DDNS Dynamic DNS (Set in Configuration > Advanced )

VPN Virtual Private Network (Set in Configuration > Advanced )
EtherNet/IP EtherNet/IP status (Set in Configuration > Advanced )
Modbus TCP Modbus TCP/IP status (Set in Configuration > Advanced )
Proxy ARP Proxy ARP status (Set in Configuration > Advanced )

ProSoft Technology, Inc.

Page260f143



ICX3EHWDindustrial Cellular Gateway ICX3E8HWC Webpage
3G/AG LTE User Manual
32 Configuration Tab

321 Basi c

The Configuration > Basic

settings.

.
50,
o

P|1:.§;ﬂ'.
TECHN LOGY

Status

Technical Support

ProSoft Discovery
Service

ProSoft Technology

tab allows you to configure the Module and LAN

Administrator

Configuration

Gateway Settings

Gateway Name 1CX35
APN nternet
Please contact your SIM service provider and enter the APN string provided here,

This product will not be able to connect to the service provider if the APN is incorrect.

LAN Settings

Mode Static ¥
IP Address

Subnet Mask
DHCP Server Disabie ¥

SIM Settings

SIM Status Remaining: 3

PIN Verification

Enable ¥

PIN Code Change
Show characters

Save PIN

LLApply |

Gateway Settings

Parameter Description

Module Name Name of ICX35-HWC on network

APN Access Point Name of the network path for cellular connectivity. This name is
assigned by your cellular network provider.

LAN Settings

Parameter Description

Mode Select Static or DHCP

IP Address IP address of the ICX35-HWC Ethernet port

Subnet Mask Subnet mask of the ICX35-HWC Ethernet port

DHCP Server Enables/Disables DHCP functionality

DHCP Range Used when DHCP Server is enabled. DHCP range of end devices

Lease Time Used when DHCP Server is enabled. Enter the lease time using seconds,

minutes, or hours. This setting depends on your cellular plan.

Static Lease Table

Used when a list of specific clients, identified by their MAC addresses, need to
be reserved specific IP addresses. Add one static lease per client.

SIM Settings

Parameter Description

SIM Status Current state of SIM card. For more information, see SIM Card PIN
Verification.

Unlocked 1 The ICX35-H WC 6 s -emergency functions are enabled.
Locked i The non-emergency cellular functions are disabled and you must
enter the PIN Verification to enable them.

PIN Verification

A 4-to-8-digit PIN used to unlock the non-emergency cellular functions of the
SIM card.

ProSoft Technology, Inc.
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322 Advanced

The Configuration > Advanced tab allows you to configure the following:
Cellular Interface

Cellular Usage Tracking
DDNS

VPN

Serial / Encapsulation

NTP i Network Time Protocol
EIP i EtherNet/IP

Modbus TCP Agent
Connection Recovery

Proxy ARP

=A =4 =4 =4 =4 4 4 -4 -8 -4
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Cellular Interface

User: admin

Firewall

Resources

Technical Support

ProSoft Discovery
Service

ProSoft Technology

trator

-Cellular Interface

User Name

Password

l
l
‘Wait Between Reconnect Seconds
Authentication
Roaming
Keep Alive
Cellular Interface

+Cellular Usage Tracking
+DDNS

+VPN

+Serial / Encapsulation

+NTP - Network Time Protocol
+EIP - EtherNet/IP

+Modbus TCP Agent

+Connection Recovery

+Proxy ARP
Parameter Description
User Name (Optional) User name for the connection
Password (Optional) Password for connection

Wait Between Reconnect

The number of seconds to wait before trying to establish a reconnect. If this
is set to '0', the auto connection is disabled.

Authentication CHAP - Challenge Handshake Authentication Protocol
PAP - Password Authentication Protocol
PAP & CHAP - A mix of both methods

Roaming This setting prevents the device from connecting to a non-native network,
helping to prevent additional charges.

Keep Alive If enabled (0 denoting Disabled), this parameter sets the keep alive ping

period time in seconds. When Enabled, the two fields listed below appear.

Keep Alive Ping Address

Time to keep a connected address connection alive

Keep Alive Ping Period

Number of seconds to ping to ping address in order to keep a connection
between a cell tower and a module alive

Cellular Interface

Disabling this parameter allows the ICX35-HWC to access the internet,
including Belden Horizon through the LAN interface. This would disable the
ICX35-HWC WAN interface. SMS will still be available.

Note:Disabling Cellular Internet Access will enable internet access tl
LAN interface. The following features will be disabled:

*LAN DHCP ServerOpenVPN

*IPsec

*Pass Through (End De¥iddress parameter is cleared)

*Port Forwarding (All existing rules are cleared)

Note:Excluding théeep Alivearameter, the ICX3®/C reboots when updating other WAN
parameters (by clickpgply).
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Cellular Usage Tracking

Note:TheCellular Usage Trackesgure is not an official value of the usage a carrier repor ;. Due to
possible differences in these values, cellular usage tracking should be used as an aid f r gauging how
much data the system is using over a period rather than as a reliaiteneiheditliing cost ;.

- Cellular Usage Tracking

Data Plan Limit

Plan Size |1 “ GB v
Stop Data After Plan Limit -

Reached

Parameter Description

Data Plan Limit

Specifies whether or not the cellular data storage usage tracking
feature is enabled.

Plan Start Day

Specifies the day of the month (1 to 28) that the data plan begins. For
example, AT&T service in the USA is billed from the 19th of the
month through the 18th of the following month. This is the day that
the Usage Value Counter resets on.

Plan Size

Maximum number of megabytes (MB) or gigabytes (GB) of WAN data
usage before 3G communications are shut down until the next plan
start day. You can also choose Unlimited. It provides a visual status
of how much data is being used.

Stop Data After Plan Limit
Reached

Specifies whether or not the ICX35-HWC will voluntarily deactivate
cellular data if it reaches its data plan limit. You can select Disabled
or Enabled.

If you select Disabled, the ICX35-HWC will attempt to transfer data
even if the Plan Size is exceeded, but the cellular data service
provider may halt data, reduce the data rate, or charge additional
fees. A 10% buffer is automatically used to help prevent data
overages because the gateway usage number isn't instantaneously
updated and it may be possible that some amount of byte count loss
occurs due to a device reset.

If you select Enabled, the ICX35-HWC stops transferring data after
the Plan (size) limit is reached.
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DDNS

Dynamic DNS (DDNS) is a method of mapping WAN IP addresses that are assigned
to a domain name.

- DDNS
Active
DDNS Server ]

Gateway Domain Name

l
|

User [ l
l

Password l
Parameter Description
Active This parameter specifies if dynamic DNS is disabled or to which provider it will
update information. (Disabled, DynDNS.org, No-IP.com)
Importantfor providers like DynDNS.org, the Time to Live (TTL)
affect how long it takes an KEXBG to see a change in IP address
example, the IP address changes because of a reboot). It may t
ICX38HWC upwards of 30 minutes to see thidness a
DDNS Server System name for DDNS service.
ICX35 Domain Name  Specifies the domain that is updated with this gateway's current IP address.
User If the dynamic DNS provider requires a username, this parameter specifies
what name is sent to authorize the dynamic DNS transaction.
Password If the dynamic DNS provider requires a password, this parameter specifies the

password that is sent to authorize the dynamic DNS transaction.
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VPN
The Client drop-down list includes the following options:
1 Disable
1 OpenVPN
1 IPSec
OpenVPN

The Virtual Private Network (VPN) Tunnel allows you to access a private local
network through the ICX35-HWC.

If you select OpenVPN from the Client drop-down list, the following additional
parameters appear:

Status Administrator

Basic + Cellular Interface
+ Cellular Usage Tracking
Ll + DDNS
Firewall - VPN
Client OpenVPN ¥
e
Default

Technical Support

Gateway Cellular Interface v

ProSoft Discovery

Service Select

OpenVPN

Server to be OpenVPN Server 1 v Add new OpenVPN server Remove current OpenVPN serve:

configured

OpenVPN Server 1

TLS

Renegotiation 3500 Seconds
Time

Server

Address

ProSoft Technology

Server Port 1194
Encryption

Cipher BR-CEC M
Static Routes
Network Mask
Network Mask
Network Mask
Enable User/Password Authentication
Username
Password
Credential Files
Certificate Authority ~ Current File: \M/ No file chosen
Client Certificate Current File: \M/ No file chosen
Client Key Current File: | Gnose File | No file chosen
Custom Config File  Current File: \M/ No file chosen
Protocol UDP ¥

OpenVPN is an open source software application that implements virtual private
network (VPN) techniques for creating secure point-to-point or site-to-site
connections in routed or bridged configurations and remote access facilities. It uses a
custom security protocol that utilizes SSL/TLS for key exchange.

This document assumes you have access to a running OpenVPN server to generate
the required certificates and to authenticate through. Chapter 9 provides details on
using OpenVPN.

Note:When applying new configuration parameters, adding or removing a server config Iration, all the
existing connections will be recreated.
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Parameter

Description

Default Gateway

Interface to be used as a default gateway. By default, it is set to Cellular
interface . It can also be set to pass the traffic through one of the configured
tunnels - OpenVPN Server 1 .

Select the OpenVPN
Server to be configured

The OpenVPN Server instance that is being configured.

TLS Renegotiation Time

Transport layer Security renegotiation time in seconds. This controls how
often the underlying SSL/TLS session renegotiates. This provides additional
security by frequently rekeying the session keys. Default value: 3600.

Server Address

IP address or hostname of the VPN server. This is the IP Address that you
are creating the tunnel to. In the previous example, this is the public IP
Address of the ICX35-HWC in pass through mode that is being used as the
default connection to the Linux server.

Server Port

Service port number on the VPN server. The default port is 1194. This is the
port number for the OpenVPN. Port 1194 is the default port designated for
OpenVPN. This is the port number used for the previous example.

Encryption Cypher

Cipher used to encrypt data channel packets. The default value is BF-CBC.
Some of the ciphers that are supported by OpenVPN are not available in this
list because they are considered insecure. However, these can still be used
by using a custom configuration file.

Static Routes

Static routes to remote networks to be specifically accessed through the
configured OpenVPN connection. A maximum of 3 static routes are supported
per tunnel.

Enable User / Password
Authentication

Alternative authentication method based on username and password. Enter a
Username and Password.

Credential Files

Certificate Authority - VPN authentication that issues certificates for VPN,
Secure Internal Communication (SIC), and users.

Client Certificate - Issued by a certificate authority as proof of identity.

Client Key - Password to the corresponding client certificate.

Click the Choose File button to locate these files. Internally, they are
renamed (Example: file_OpenVPN_CA.crt), and stored in the appropriate
Current File area.

Note:These Credential files are mandatory in order to enable C
They can either be uploaded individually or have their content
within the custom configuration file. If by mistake you uploadec
also have them inline in the coriiguilat, the files uploaded indivi
will take precedence.

Custom Config File

Click the Choose File button to locate and upload a custom OpenVPN
configuration file, which overrides any credential files previously loaded. If you
have not previously uploaded any credential files, the Custom Configuration
File should include them.

Protocol

The protocol to use when connecting with the remote: TCP or UDP (default).

The following table lists the OpenVPN default values:

Parameter Default Value
Server/Client Client
Interface Tun

Protocol UDP
Authorization None

Encryption Cipher

Undefined (Should be defined by the server). Default: BF-CBC

TLS Renegotiation Time

3600 seconds

LZO Compression

Adaptive

Port

User-configurable. Default: 1194

Server address

User-configurable

ProSoft Technology, Inc.
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Verification

Once the client and server are configured, the client creates a VPN tunnel through
the server to the LAN where the server resides. The Status webpage will indicate that
an OpenVPN connection is established.

You can now pass secured data between the two LAN devices. Verify this with a
simple ping from one LAN device to the other.

C:Niperflping 192.168.8.38

Pinging 192.168.08.30 with 32 bytes of

Hoeply from 1
Reply

» Received -
D trip times in mill
Mininun « 256nm:, Maximum = 2734n:,

C:N\ipewf >

With two tunnels connected, the following information

Status .

- 1897ns

is shown at Status > System

VPN

OpenVPN Turnel 1 Connected
OpenVPN Tunnel 2 Connected

Tunnel 1
IP Address

Tunnel 2
IP Address
Received Bytes

Sent Bytes

@@=

Adding a Second OpenVPN Server

To add a second OpenVPN connection, use the Abb NEw OPENVPN SERVER button.
This creates an additional server configuration section that can be accessed through
the drop-down as seen in the image below:

- VPN

Client OpenVPN v

Default Gateway

Cellular Interface v

Select OpenVPN Server to be

configured OpenV/PN Server 1 e
Open'/PN Server 1

TLS Renegotiation Time

OpenVPN Server 2

Server Address 172.16.16.16

Server Port 1194

Seconds

Remove current OpenVPN server

ProSoft Technology, Inc.
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IPSec
The VPN Tunnel Internet Protocol Security (IPsec) feature consists of protocols used
for authentication and encryption.

Importanti PSec tunnel does not work with Pu)lic

The IPSec option from the Client drop-down list displays the following parameters:

- VPN

Client Pec v

Local Identifier ICx35_172_201 Remote Subnet [P

Remote Host Remote Subnet Mask

Remote Identifier Pre-shared Key
Parameter Description
Local Identifier Specifies the identifier to be used for the local side of the IPsec connection.

This is used during authentication of the tunnel. It is a free-form string,
although typically it is a Fully Qualified Domain Name, or an IP address. Max
length is 28.

NoteUse the A@0 prefix when the -
HWC6s. Exampl e: @ CX35 |l ocal (T
establishing an | PSec tunnel wi
prefix is needed).

Remote Host Specifies the IPsec remote IP address.

Remote Identifier Specifies the identifier to be used for the remote site of the IPsec connection.
This is used during authentication of the tunnel. It is a free-form string,
although typically, it is a FQDN name, or an IP address. Max length is 28.

NoteUs e t he

A@ prefix when the -
HWCS®S s . Ex amp
I i s

e: @ CX35 remote (
i

are estab ng an | PSec tunne
prefix is needed).
Remote Subnet IP Specifies the subnet address block on the LAN side of the remote peer. This

parameter must be specified in the CIDR notation (i.e., a number from 1 to 32).
Remote Subnet Mask  Specifies the subnet mask on the LAN side of the remote peer.
Pre-shared Key Specifies the pre-shared key that must match between both ends of the VPN
tunnel.
IPSec authenticates and encrypts each IP packet of a communication session. IPSec
also includes protocols for establishing mutual authentication between agents at the
beginning of the session and negotiation of cryptographic keys to be used during the
session. This is an end-to-end security scheme operating in the internet layer of the
Internet Protocol Suite.

The following table lists the IPSec default values:

Parameter Default Value
Type Tunnel
Aggressive Mode Undefined (Default: No)

Phase 1/2 Algorithms  Undefined (Default opportunistic - use remote proposal)
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Example

This example connects two devices on different subnets. The devices can be any
LAN-based devices that allow you to set the IP Address and Gateway IP address.

ICX35 #1 "West' ICX35 #2 'East’

WAN IP Address = 166.131.66.25 WAN IP Address = 166.130.204.9
LAN IP Address = 192.168.1.150 LAN TP Address = 192.168.0.230&

LAN Device (PC #1) LAN Device (PC #2)'

IF Address = 192.168.1.153 IP Address = 192.168.0.25

Gateway IP = 192.168.1.150 Gateway IP = 192.168.0.230 IEI
Remote Host [166.150.204.9 | Remote Host [166.151.66.25 |
Remote [dentifier |@East | Remote Identifier | @West |
Remote Subnet TP 15216800 | Rematehibnek I 19216800 |
Remote Subnet Mask |255.255.255.D | Remaote Subnet Mask |255_255_255_D |
Pre-shared Key |." ssen | Pre-shared Key |°""" |

n\ j/v

~—.__Pre-shared Keys Must MaEc_h/_,—/

— -

Two ICX35-HWC radios and two PCs are used. Once the IPSec tunnel is created,
communications can occur between the two PCs. IPSec uses the concept of Local ID
and RemotelD to identify each device.

ICX35 #1 "West"

Parameter Description

Name ICX35-HWC #1 West

WAN IP WAN IP Address of ICX35-HWC #1
LAN IP 192.168.1.150

Local Identifier @West

Remote Host WAN IP Address of ICX35-HWC #2
Remote |dentifier @East

Remote Subnet IP 192.168.0.0

Remote Subnet Mask 255.255.255.0

Preshared Key presharedkey (this can be any string)

LAN Device #1 (Connected to ICX35 #1)

Parameter Description
IP Address 192.168.1.155 (ICX35-HWC #1 end device IP address)
Gateway 192.168.1.150 (ICX35-HWC #1 LAN IP address)

Preferred DNS (if applicable) 192.168.1.150 (ICX35-HWC #1 LAN IP address)
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ICX35 #2 "East"

Parameter Description

Name ICX35 #2 East

WAN IP WAN IP address of ICX35-HWC #2
LAN IP 192.160.0.230

Local Identifier @East

Remote Host WAN [P address of ICX35-HWC #1
Remote Identifier @West

Remote Subnet IP 192.168.1.0

Remote Subnet Mask 255.255.255.0

Preshared Key presharedkey (this can be any string)

LAN Device #2 (Connected to ICX35 #2)

Parameter Description

IP Address 192.168.0.30 (ICX35-HWC #2's end device IP address)
Gateway 192.168.0.230 (ICX35-HWC #2's LAN IP address)
Verification

Once all four devices are configured, the status webpage in both of the ICX35-
HWCO6 s wi | thatdniP&ec ¥RINtcennection is made.

VPN IPSec Tunnel Connected
IP Address 166.131.66.
Received Bytes
Sent Bytes

rif

5

(]

i
[

(==}

You can also ping from one LAN device to the other to verify that the connection is
made.

ProSoft Technology, Inc. Page370f143



ICX3EHWDindustrial Cellular Gateway

3G/AG LTE

ICX38HWC Webpage
User Manual

Serial / Encapsulation

The maximum file size to be transmitted or received at once on the serial port is 4096
bytes. The Serial/Encapsulation feature uses IP port 30722 for both TCP and UDP

configurations. This port number is not user-configurable.

Status

Firewall

Resources

Technical Support

ProSoft Discovery
Service

ProSoft Technology

Configuration

Administrator

+ Cellular Interface

+ Cellular Usage Tracking

+ DDNS

+ VPN

- Serial / Encapsulation

Port Mode

Baud Rate

Data Bits

Parity

Stop Bits

Protocol [[)igamed—v]

+ NTP - Network Time Protocol

+ EIP - EtherNet/IP

+ Modbus TCP Agent

+ Connection Recovery

+ Proxy ARP

Parameter Description

Port Mode This parameter sets the scheme for the serial port (RS-232 only).
Note: For RS-422/485 network connectivity, an RS-232 to RS-422/485
converter is recommended.

Baud Rate Baud rate used on the ICX35-HWC serial port

Data Bits Number of data bits per character for the serial port

Parity Parity type used on the serial port. None, Odd, Even, Mark, Space

Stop Bits Number of stop bits per character for the serial port

Protocol This parameter sets the serial encapsulation mode for the gateway:

o Disabled

Generic

Modbus RTU

Modbus ASCII
Modbus RTU to TCP
Modbus ASCIl to TCP
DF1 Half-Duplex

DF1 Full-Duplex

DF1 Radio Modem

OO0Oo0OO0OO0OO0OO0OOo

ProSoft Technology, Inc.

Page380f143



ICX3EHWDindustrial Cellular Gateway ICX38HWC Webpage
3G/AG LTE User Manual
Generic

The Generic option sends all serial data to a single destination.

Hser—admin

Firewall

Resources

Technical Support

ProSoft Discovery
Service

ProSoft Technology

Administrator

Configuration

+ Cellular Interface

+ Cellular Usage Tracking
+ DDNS
+ VPN

- Serial / Encapsulation

Port Mode 5232 W
Baud Rate 9800 W
Drata Bits G Bits v
Parity Mone W
Stop Bits 1 Bits v

Protocol

Generic

Role Slave W

Timeout Bits 0

2|&
< T
<

Port Type

+ NTP - Network Time Protocol
+ EIP - EtherMet/IP

+ Modbus TCP Agent

+ Connection Recovery

+ Proxy ARP
Parameter Description
Role Network role for the encapsulation process (Master, Slave, Master/Slave)
Timeout Bits Length of time the gateway will wait when no further serial data is received
before encapsulating and transmitting data. (0 to 65535)
Port Type Type of IP connection (TCP or UDP) for the encapsulated data.

The Master role contains an additional parameter:

Role
Timeout Bits
Port Type

Remote Address

40 l

TP v

Parameter Description
Remote IP IP address of the Remote connection to which the encapsulated data will be
sent.
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Modbus RTU

The Modbus RTU option displays the following additional parameters:

: § I;-._;.E " User: admin

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A a
+ DDNS
Firewall + VPN
- Serial / Encapsulation
Port Mode 2w
Resources RS232
Technical Support Baud Rate 9800 v
ProSoft Discovery L5
Service Parity
ProSoft Technology Stop Bits
Protocal Madbus RTU v
Port Type TCE W

+ NTP - Network Time Protocol
+ EIP - EtherNet/IP

+ Modbus TCP Agent

+ Connection Recovery

+ Proxy ARP
Parameter Description
Role Network role for the encapsulation process (Master, Slave, Master/Slave).
Timeout Bits Sets the length of time the gateway will wait when no further serial data is
received before encapsulating and transmitting data (0 to 65535).
Port Type Type of IP connection (TCP or UDP) for the encapsulated data.

The Master role contains additional parameters:

Role i Master: =

Timeout Bits 40

Port Type

1 Add Entry To Client Table List

1 Remove Selected Entries
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If Slave is selected, the Encapsulation table is not visible. You can add an entry to
the Client Table list. Click on the ADD ENTRY TO CLIENT TABLE LIST button.

Role Master =
Timeouwt Bits 40
Port Type TCP w
|__ Serial Address 0 IF Address 0,000
32 n |

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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Modbus ASCII
The Modbus ASCII option displays the following additional parameters:

- O User: admin

Status Configuration Administrator

Basic + Cellular Interface

+ Cellular Usage Tracking

+ DDNS
Firawall + VPN

- Serial / Encapsulation

Port Mode 2w

Resources RS232

Technical Support Baud Rate 9600 v
ProSoft Discovery o517 =
service
ProSoft Technology Stop Bits

Protocal Modbus ASC v

Port Type TP W

+ NTP - Metwork Time Protocol
+ EIP - EtherMet/IP

+ Modbus TCP Agent

+ Connection Recovery

S + Proxy ARP
Parameter Description
Role Network role for the encapsulation process (Master, Slave, Master/Slave).
Timeout Bits Sets the length of time the gateway will wait when no further serial data is
received before encapsulating and transmitting data (0 to 65535).
Port Type Type of IP connection (TCP or UDP) for the encapsulated data.

The Master role contains additional parameters:

Role Master

Timeout Bits 40

Port Type 1P

1 Add Entry To Client Table List
1 Remove Selected Entries

If Slave is selected, the Encapsulation table is not visible. You can add an entry to
the Client Table list. Click on the ADD ENTRY TO CLIENT TABLE LIST button.

|:| Serial Address [i] IP Address 0.0.0.0

LR

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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Modbus RTU to TCP.

The Modbus RTU to TCP option displays the following additional parameters.

Firewall

Resources

+ Cellular Interface

+ Cellular Usage Tracking
+ DDNS

+ VPN

- Serial / Encapsulation
Port Mode

Technical Support Haud Rate
ProSoft Discovery e s
Service Parity
ProSoft Technology Stop Bits
MebsRUWTR
Timeout Bits
Port Type "[C=‘—V|
+ NTP - Metwork Time Protocol
+ EIP - EtherNet/IP
+ Modbus TCP Agent
+ Connection Recovery
+ Proxy ARP
Parameter Description
Role Specifies the network role for the encapsulation process (Master, Slave).
Timeout Bits This parameter sets the length of time the gateway will wait when no further
serial data is received before encapsulating and transmitting data (0 to
65535).
Port Type This parameter specifies the type of IP connection (TCP only) for the

encapsulated data.

The Master role contains additional parameters:

Raole
Timeout Bits

Part Type

Add Entry to Client Table List Remove Selected Entres

Master «

40

1 Add Entry To Client Table List

1 Remove Selected Entries

If Slave is selected, the Encapsulation table is not visible.

You can add an entry to the Client Table list. Click on the ADD ENTRY TO CLIENT
TABLE LIST button.

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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Modbus ASCII to TCP
The Modbus ASCII to TCP option displays the following additional parameters.

User: admin Logoff

P
Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A =
+ DDNS
Firewall + VPN
- Serial / Encapsulation
Port Mode 2w
Resources Rs232
Technical Support Baud Rate 9800 v
ProSoft Discovery 1555 15
Service Parity
ProSoft Technology Stop Bits
Protocol Modbus ASCII to TCP v
Port Type TR W

+ NTP - Metwork Time Protocol
+ EIP - EtherNet/IP
+ Modbus TCP Agent

+ Connection Recovery

+ Proxy ARP
Parameter Description
Role Specifies the network role for the encapsulation process (Master, Slave).
Timeout Bits This parameter sets the length of time the gateway will wait when no further
serial data is received before encapsulating and transmitting data (0 to
65535).
Port Type This parameter specifies the type of IP connection (TCP only) for the

encapsulated data.

The Master role contains additional parameters:

Role Master
Time out Bits 40

Port Type P~

Add Entry to Client Table List Remove Selected Entres

1 Add Entry To Client Table List
1 Remove Selected Entries
If Slave is selected, the Encapsulation table is not visible.

You can add an entry to the Client Table list. Click on the ADD ENTRY TO CLIENT
TABLE LIST button.

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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DF1 Half-Duplex

The DF1 Half-Duplex option displays the following parameters.

Firewall

Resources
Technical Support

ProSoft Discovery
Service

Hser-—admin

Administrator

+ Cellular Interface

+ Cellular Usage Tracking
+ DDNS
+ VPN

- Serial / Encapsulation
Port Mode

Baud Rate 9600 W
Data Bits 5 Bits v

Parity

F &
g I
H &

]
< <

ProSoft Technology Stop Bits 1Bits v
Protocol DF 1 Half-Duplex hd
Timeout Bits
Port Type
DF1 Error Checking BCC W
+ NTP - Network Time Protocol
+ EIP - EtherNet/IP
+ Modbus TCP Agent
+ Connection Recovery
+ Proxy ARP
Parameter Description
Role Specifies the network role for the encapsulation process (Master, Slave).
Timeout Bits Sets the length of time the gateway will wait when no further serial data is
received before encapsulating and transmitting data (0 to 65535).
Port Type Only TCP connections are supported for this protocol selection.

DF1 Error Checking Specifies which type of error checking is used for DF1 data messages (BCC

or CRC).

The Master role contains the following additional fields:
1 Add Entry To Client Table List

1 Remove Selected Entries

If Slave is selected, the Encapsulation table is not visible.

You can add an entry to the Client Table list. Click on the ADD ENTRY TO CLIENT
TABLE LIST button.

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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DF1 Full-Duplex
The DF1 Full-Duplex option displays the following additional parameters.

0”@’ _ User: admin Logoff

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A ed
+ DDNS
Firewall + VPN

- Serial / Encapsulation

Part Mode
Resources

Technical Support Faud Rate
ProSoft Discovery L5
Service Party
ProSoft Technology Stop Bits
Protacel
ROwe
Role
Timeout Bits
Port Type
DF1 Error Checking ’3CC—V|

+ NTP - Network Time Protocol
+ EIP - EtherNet/IP

+ Modbus TCP Agent

+ Connection Recovery

+ Proxy ARP
Parameter Description
Role Specifies the network role for the encapsulation process (Master, Slave).
Timeout Bits Sets the length of time the gateway will wait when no further serial data is
received before encapsulating and transmitting data (0 to 65535).
Port Type Only TCP connections are supported for this protocol selection.
DF1 Error Checking Specifies which type of error checking is used for DF1 data messages (BCC
or CRC).

The Master role contains the following additional fields:
1 Add Entry To Client Table List

1 Remove Selected Entries

Fole Master -
Timeout Bits 40
Part Tyge TP

DFL Errar Checking

Remove Selected Entres |
——

Addl Entry to Cient Table Lisk

If Slave is selected, the Encapsulation table is not visible.

You can add an entry to the Client Table list. Click on the ADD ENTRY TO CLIENT
TABLE LIST button.

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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DF1 Radio Modem

The DF1 Radio Modem option displays the following additional parameters:

Firewall

Resources

Technical Support

ProSoft Discovery
Service

ProSoft Technology

Configuration Administrator

+ Cellular Interface

+ Cellular Usage Tracking
+ DDNS
+ VPN

- Serial / Encapsulation

Port Made

Baud Rate

Data Bits

Parity

Stop Bits

DriRdomesem
Role

Timeout Bits

Port Type

DF1 Error Checking lxc—v|

+ NTP - Network Time Protocol
+ EIP - EtherNet/IP

+ Modbus TCP Agent

+ Connection Recovery

+ Proxy ARP
Parameter Description
Role Specifies the network role for the encapsulation process (Master, Slave).
Timeout Bits Amount of time the gateway will wait when no further serial data is received
before encapsulating and transmitting data (0 to 65535).
Port Type Only TCP connections are supported for this protocol selection.

DF1 Error Checking

This parameter specifies which type of error checking is used for DF1 data
messages (BCC or CRC).

The Master role contains the following additional fields:
1 Add Entry To Client Table List

1 Remove Selected Entries

If Slave is selected, the Encapsulation table is not visible.

You can add an entry to the Client Table list. Click on the ADD ENTRY TO CLIENT
TABLE LIST button.

Role

Timeout Bits

Port Type

DF1 Error Checking

Master -

40

L

Add Entry to Client Table List Remove Selected Entres

The REMOVE SELECTED ENTRIES button selects and removes entries from this list.
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NTP i Network Time Protocol

This feature enables the Network Time Protocol to synchronize the clocks of data

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A ed
+ DDNS
Firewall + VPN

+ Serial / Encapsulation
- NTP - Network Time Protocol
Resources

Technical Support rene

ProSoft Discovery
Service NTP Mode ICIkent—V|
ProSoft Technology + EIP - EtherNet/IP

+ Modbus TCP Agent
+ Connection Recovery

+ Proxy ARP
Parameter Description
Enable NTP Enables the NTP feature.
NTP Server Server time updates for the ICX35-HWC. Example: pool.ntp.org
NTP Mode Client - NTP process will query NTP server and update ICX35-HWC system
time.

Client/Serve r - NTP process will query NTP server and update ICX35-HWC
system time and resolve NTP requests from the LAN clients.
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EIP i EtherNet/IP

The ICX35-HWC can run as an explicit message server and will respond to requests
received on the LAN. An SMS message can be sent to user(s) upon alarm.

User—admin

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A ed
+ DDNS
Firewall + VPN

+ Serial / Encapsulation
+ NTP - Network Time Protocol
- EIP - EtherNet/IP

Enable EIP |Enab|e v|
+ Modbus TCP Agent

+ Connection Recovery
ProSoft Technology + Proxy ARP

Resources

Technical Support

ProSoft Discovery
Service
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Modbus TCP Agent

The ICX35-HWC can run as a Modbus TCP/IP server to remote Modbus TCP/IP
device(s). Enabling the Modbus TCP Agent is a prerequisite for Diagnostics & SMS
features. See Modbus TCP/IP Communications for more information.

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A ed
+ DDNS
Firewall + VPN

+ Serial / Encapsulation

+ NTP - Network Time Protocol
+ EIP - EtherMet/IP

- Modbus TCP Agent

ProSoft Discovery Enable Agert

Service
Listen Port 502

Resources

Technical Support

ProSoft Technology

+ Connection Recovery

+ Proxy ARP
Parameter Description
Enable Agent Enables the Modbus TCP Agent feature
Listen Port The Modbus TCP/IP service port number

Note:When using bddkerial EncapsulatiamdModbus TCP Agethie defaulisten Podonfigurec
for theModbus TCP Ageetds to be changed to another value than 502.
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Connection Recovery

The Connection Recovery is used to trigger a reboot of the ICX35-HWC when there
is a loss of connectivity or if the ICX35-HWC stops communicating. The reboot
trigger conditions are:

9 Loss of communications to a known endpoint WAN IP

9 Loss of communications to Belden Horizon

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A ed
+ DDNS
Firewall + VPN

+ Serial / Encapsulation

+ NTP - Network Time Protocol
+ EIP - EtherNet/IP

+ Modbus TCP Agent

Resources

Technical Support

ProSoft Discovery - Connection Recovery

Service Enable Connection Recovery

ProSoft Technology Endpoint Address

ProSeft Connect Timeout
Endpoint Timeout
Success Threshold (%) ’g—|
+ Proxy ARP

Parameter Description

Enable Connection Recovery Enables the Connection Recovery feature.

Endpoint Address Configure a known WAN IP address (Default 8.8.8.8, a known Google
DNS address). If the ICX35-HWC is not able to reach this WAN IP and
the Endpoint Timeout parameter is true, then the ICX35-HWC will
reboot.

Belden Horizon Timeout The time interval (in minutes) after which the ICX35-HWC will reboot if
there is no connectivity with Belden Horizon. Maximum value: 1439 (23
hours, 59 minutes).

Endpoint Timeout The time interval (in minutes) after which the ICX35-HWC will reboot if
the Endpoint Address is not reachable.

Success Threshold (%) Percentage of successful attempts to reach the endpoint/ Belden

Horizon, for which the ICX35-HWC does not reboot.
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Proxy ARP

Proxy ARP is a technique in which a proxy server on a given network answers the
Address Resolution Protocol (ARP) queries for an IP address that is not on that
network. For more information, please see Proxy ARP on page 140.

Status Configuration Administrator
Basic + Cellular Interface
m + Cellular Usage Tracking
A ed
+ DDNS
Firewall + VPN

+ Serial / Encapsulation

+ NTP - Network Time Protocol
+ EIP - EtherMet/IP

+ Modbus TCP Agent

Resources

Technical Support

Pro S.Oﬂ Discovery + Connection Recovery
Service “Proxy ARP
ProSoft Technology Enable ARP |Enab|e V|
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323 Firewal |

The Configuration > Firewall tab displays the following fields for Pass Through and
Port Forwarding.

Pass Through allows all traffic from a remote client device to be forwarded to the
configured end device (End Device Address parameter) connected to the ICX35-
HWC LAN.

Port Forwarding allows a remote client device to access multiples server devices
connected to the ICX35-HWC LAN by associating each one of these devices to an
ICX35-HWC port number. Up to 10 mappings can be created.

Status Administrator

Basic Pass Through
Advanced — Disable v
Firewall
End Device Address
e— Port Forwarding
Technical Suppor( Commeon Ports: Example:
ProSoft Discovery CIF (ControlLogin/CompaciLogix) : 44818 CompactLogix to SLES05 through ICX35
Service SLC/PLCS : 2222
Modbus TCR/12 : 502 Application Pratocol LAN IP Address From Port Range To Part Range
ProSoft Technology DNP over Sthemet : 20000 LtoSLE T 10.10.10.208 44818 - 44818 22222222
PROFINET 582
Status
Disable v
Application Protocol LAN IP Address From Port Range To Port Range
Name | | Select V‘ | 192.168.5.80 ‘ ‘ 1 ‘ - ‘ 1 | ‘ 1 | . | 1 | Add
] Application Protocol IP Address From Port Range To Port Range Exception Ports.
Pass Through
Parameter Description
Status Enable or disable pass through status
End Device Address Used when DHCP is disabled. IP address of end device.
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Port Forwarding

Enable this feature by selecting Enable in the dropdown menu.

~
£
& 3

TECHNOLOGY &

Status

Basic
Advanced

Firewall

Resources
Technical Support

ProSoft Discovery
Service

ProSoft Technology

Configuration Administrator

Pass Through

Status

End Device Address

Port Forwarding

Common Ports:

CIP (ControlLogix/CompactLogix) : 44818
SLC/PLCS 2222

Modbus TCP/TF : 502

DNP over Ethemet : 20000

PROE e

Status| Enable M

Disable

Mame Select
Parameter Description
Application Name of particular mapping
Protocol Packet delivery method (TCP, UDP, both)
IP Address IP address of the destination LAN device

From Port Range

WAN port range through which data will be forwarded to each device

To Port Range

LAN device port range listening for forwarded traffic

Exception Ports

Lists the ports included in the From Port Range interval that are already in
use by services running on the ICX35-HWC, and will not be forwarded to the

end device connected to the LAN port.

When the fields above are complete, click the AbD button to load the parameters into
the table. To remove an existing mapping in the table, highlight it and click DELETE.

When complete, click ApPPLY.

Example:

Puourdt Forwarding

Commaon Ports

To Fori Rangs

Status| (Ensbie "

Deiete Appty

Example
W - 44BLE CompactLogh ia SLCS0S through D035
Appiramon Froizezd
Protoool LAM P Adaness
H "
Protoool P Adaress

Exception Ports
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33 Administrator

Tab

The Administrator tab allows you to configure the password, back up the
configuration, record logs, install firmware, etc.

331 System

Status Configuration Administrator

[System) Reboot Gateway

Access Control

Logs Configuration Backup

Ping
Configuration Restore
License

Please select file Choose File | No file chosen

Resources

Technical Support Reset Gateway to Default Configuration

ProSoft Discovery

Service

ProSoft Technology Gateway Firmware Install

Please select file No file chosen
Radio Firmware Install
Please select file No file chosen
Belden Horizon
e
Parameter Description

Reboot Gateway

Reboots the ICX35-HWC.

Configuration Backup *

Saves the configuration to a file.

Configuration Restore *

Loads the configuration to the module. The Choose File
button allows you to locate and select the configuration file
to be restored. The Restore button restores the file.

Reset Gateway to Default Configuration

Restores the ICX35-HWC to factory defaults i the previous
configuration is lost.

A countdown timer is used during the reset. When the
countdown is complete, the webpage will be redirected to
the factory default webpage address 192.18.0.250.

Gateway Firmware Install

Performs a firmware install (*.img file).

Radio Firmware Install

Performs an internal radio software install (*.spk file).

Belden Horizon Server

Secure webpage interface to activate, setup VPN clients,
invite team members, and manage multiple ProSoft
Technolgoy cellular radios on the network.

Belden Horizon

Activate or Deactivate Belden Horizon.

(*) The Username and Password are not backed up. When importing a configuration,
the current password remains unchanged.

ProSoft Technology, Inc.
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332 Access Control

Status Configuration

System Web Access

Web Port
. Veb Protocol
Web Access On Cellular Interface
SMS )
Ping ‘Web Login
user

- New Password :

TSPt Confirm Passward :

ProSoft Discovery While List

Service Active [ Disatle v

ProSoft Technology

Parameter Description

Web Access

Web Port Web access port number

Web Protocol HTTP or HTTPS

Web Access on WAN Allows or blocks webpage access from the WAN.
WarningBelden Horizenrrently uses port 443 to tunnel.
Selecting port 443 will pré®elidien Horizémom functioning
properly. HTTPS can function properly using port 8080 or ¢

User

User Name New login user name

Old Password Old login password

New Password New login password

Confirm Password Confirm new password

White List

Active Select Enable or Disable . If you select Enable, the unit displays the Add

Entry to WAN Whitelist button.
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Adding Entries to the Whitelist

Click on the ADD ENTRY TO CELLULAR INTERFACE WHITELIST button. This displays a
line entry in which you can enter an IP address.

Status Configuration

System Web Access

Access Control

Logs

‘Web Port

Web Protocol HTTRS

4

Web Access On Cellular Interface
SMS
Web Login

Pini
S User d

License Old Password

New Passward
Resources

Technical Support

Confirm Password

I

ProSoft Discovery White List

Service

ProSoft Technology

O IP Address 0.0.0.0

[ Ada Entry to Cellutar Interace Whitelist || Remove Selected Entries |

Whitelist entries can either be single IP addresses (e.g., 50.40.20.15) or IP
addresses followed by a CIDR netmask (e.g., 50.40.20.0/8) allowing subnets to be
whitelisted via a single whitelist entry. Whitelists only apply to the cellular (WAN)
interface. No whitelist filtering is possible on the LAN interface.

Since all VPN traffic is presumably between trusted hosts, whitelist entries are
ignored (but not deleted) when an OpenVPN or IPsec tunnel is configured.

To remove whitelist entries, click the checkbox of the entry and click on the REMOVE
SELECTED ENTRIES button. Click APPLY when done.
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HTTPS Warning Message

When HTTPS is enabled, you must enter the WAN or LAN IP address into your web
browser in the following format: https://xXx.xXxx.Xxx.XxX:8080

Depending on your browser, you may encounter a warning message. It warns that
the page was not securely loaded due to the unknown verification of a ProSoft site

certificate.

You may need to add an exception in your browser to proceed to the ICX35-HWC
webpage.

Google Chrome
1 Click on the ADVANCED link.

2 Click on the PROCEED TO XXX.XXX.XXX.XXX link.

1 )

« C  xburs 5 Qe =

Your connection is not private

ProSoft Technology, Inc. Pageb80f143



ICX3EHWDindustrial Cellular Gateway
3G/AG LTE

ICX38HWC Webpage
User Manual

Firefox
1 Click on the ADVANCED link.

pa— Lo & ae

§ Irsecure Connection x \ ¥+

€1 D ne B a0 Q =

# Your connection is not secure

The owner Of LEEAES S8 5 & has configured their website improperly, To

m being stoden, Firefox has not connected to this

2 Click on the ADD EXCEPTIONE link.

'VJL Insecure Connection x "\+

;(- e |[Q seorn *E8 ¢ A OO =
|

# Your connection is not secure

The owner of H#¥ @i s 244 has configured their website improperly. To
protect your information from being stolen, Firefox has not connected to this
website,

Report errors like this to help Mozilla identify misconfigured sites

uses an invalid security certificate,

The certificate is not trusted because it is self-signed.

The certificate is only valid for www.psft.co

Error code: SEC_ERROR_UNKNOWN_ISSUER

» porem-

3 Inthe Add Security Exception window, click on the CONFIRM SECURITY

EXCEPTION button.

Add Security Exception

‘You are about to override how Firefox identifies this site.

r b Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | [ty |§Et Certificate

Certificate Status

This site attempts to identify itself with invalid information.
Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site,

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature.

[#] Permanently store this exception

B oo s en| [ o |
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Internet Explorer
1 Click on the CONTINUE TO THIS WEBSITE link.

o

&2 Certificate Error: Navigation...
File Edit View Favontes Tools Help

¢ B Suggested Stes v [ Google

@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website’s address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the server.

We recommend that you close this webpage and do not i to this

‘g Click here to close this webpage.

N
» % Continue to this website (not recommended).

& More information

Safari
1 Click on the CONTINUE button.

= Safari can't verify the identity of the website "/ &m0,

a website that is pretending to be "4 o5 " which could put
your confidential information at risk. Would you like to connect to
the website anyway?

»[ Continue ] [ Cancel ] [ Show Certificate ]

n' The certificate for this website is invalid. You might be connecting to
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333 Logs

TECHNOLOGT

Status Configuration

System System Logs Configuration
Access Control System Log Level (1-5)
Logd] Nurnber of Log Files (1-10)
Ping

. System Logs
License

‘ Refresh | | Show all log entries ‘ ‘ Download | | Clear Logs
Resources ]
Technical Support

ProSoft Discovery
Service

ProSoft Technology

Parameter Description

System Log Level (1 to 8) Specifies how much information is saved to the log file. Lower numbers
limit the log entries to more critical information, while higher numbers
include information useful for troubleshooting. Higher numbers include all
entries associated with lower-level numbers. This value can typically be
left alone until instructed by a Technical Support representative.

Number of Log Files(1 to 10) Specifies the number of log files to be recorded internally.

Refresh Performs a refresh of the log results

Show all Log Entries Refreshes and displays all log entries

Download Allows you to download and save the log to a file
Clear Logs Clears the recorded logs
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3.34 SMS

The SMS text message contents of the ICX35-HWC buffer can be viewed using this
feature. You can also send an SMS text message to a valid SMS recipient.

Status Configuration

System SMS Settings
Access Control Message Center +\:I
Logs
HE
Send SM5
. USA:
License Message France:
Malaysia:
Technical Support p
ProSoft Discovery 159 characters left
Service
ProSoft Technology
Received SMS

SMS Settings

Parameter Description

Message Center This is used to configure the Message Center Number used to send SMS. The
phone number is in international format (including prefixes and country code). It
can be entered in the following formats:

A With or without preceding 06+606 si |
A With or without spaces

A With or wit-bout dashes 0

A With or without periods 6.6

WarningThenew SMS Message Center Number will be written
SIM card. Please note the current number before continuing.
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Send SMS
Parameter Description
Recipient Reci pientds phone number in internat

code). It can be entered in the following formats:
A With or without preceding 6+08 si.
A With or without spaces
A With or wit-iout dashes 6
A

With or without periods 6. 60

WarningThe new SMS Message Center Number will be written 1
card. Please note the current number before continuing.

Message SMS text message to be sent, up to 160 characters. It supports the GSM Basic
Character Set.

Note:Messages stored in the IERB® are retrieved using the FIFO rule: The first messay e
received is thesfito be retrieved, and so on.

Received SMS

You can Refresh or Clear the messages that have been received by the ICX35-
HWC.

Sent SMS
You can Refresh or Clear the messages that have been sent by the ICX35-HWC.
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335 Ping

You can ping a remote device to determine whether you can connect to it. Enter the
WAN IP address or hostname to be pinged and click the PING button.

Status Configuration

System System Ping

Access Control | | (g |

Logs
SMS
Ping

License

Resources

Technical Support

ProSoft Discovery
Service

336 Li cense

This section contains a list of the software contained in the ICX35-HWC. It includes
the Open Source Software and its license terms.

Status Configuration

S
System
Access Cortrol Software contained in the product
Logs You can find the detailed list of used Open Source Software and its license terms in the section below and in the user manual under the leafing chapter *Open Source
Infarmation”.
SMS
Pin g SoftwareComponent  Software Version License Point of Contact Source Link
Name
bftpd 36 GNU Jesse Smith hitps.//sourceforge.net/projects/bftpd/
General {jessefrgsmith@yahoo.ca)
Technical Support Heense V3
ProSoft Discovery busyBo: 1272 GNU Erik Andersen httpy/gitbusybox.net/busybox
Service General {andersen@codepast.org)
ProSoft Technology Bubhc
License
V2.0
dhepd 432 Morzilla Waitman Gobble hitps://github.com/waitman/dhcp-4.3.2-mad
Public {ns@waitman.net)
License 2.0
dnsmasg 280 GhU Simon Kelley hitpy/thekelleys.org.uk/git/dnsmasa.git
General (simon@thekelleys.org.uk}
Public
License
vz
— dropbear 2013.62 850 Matt Johnston hitps//github.com/mij/dropbear

(matt@ucc.asn.au)

imrm s 23440 i Arrmn Hmmosr et e erafarns mat fmemiarte finarn mb
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4 Bel den HoOri zon

Belden Horizon is a secure webpage interface to activate, setup VPN clients, invite
team members, and manage multiple ProSoft Technology cellular radios on the
network.

41 Activation
Belden Horizon requires you to activate the ICX35-HWC upon initial use.
1 On the Configuration webpage, click on Administrator > System

2 Under the Belden Horizon section, click on the ACTIVATE button.

Status Configuration Administrator

m Reboot Gatewa)
Gt ]
Access Control
(zs Configuration Backuj
sus o]
Ping
Cﬂnﬁguratian Restore
License

Please select file Choose File | No file chosen Restore

Resources

Technical Support Reset Gateway to Default Configuration

Reset

ProSoft Discovery
Service

ProSoft Technology Gateway Firmware Install
Please select file Choose File | No file chosen

Radio Firmware Install

Please select file Choose File | Nofile chosen Install

Belden Horizon

Note:During the activation procesgctheATbutton will be greyed out for 60 secon |s.

3 An alphanumeric Activation Key is generated. Record this key for later use.

Belden Horizon

Belden Horizon a5N4K8043X

Note:

+ Log into www.belden.io, click "Activate” and enter the code
+ Key is generated, after 60 seconds "Activate” button will be enabled

Note:lf the browser is disconnected from the Internet or the cellular interface is 1 isabled, the
Activation Key will not be displelypenh clearing the browser cache/aistamning
message to check connectivity will appear.

4 Click on the www.belden.io link. Or open a new tab in your web browser,
enter "www. belden .io", then press ENTER.
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5 Enter or create an account in the Belden Horizon log-in screen.

BELDEN

HORIZON

Have an account? Log in here;

Remember me

6 Once logged in, you can take a tour of the features of the Belden Horizon

utility.

Welcome to Belden Horizon

BELDEN

Hello,

HAORIZON

a

Welcome to Belden Horizon!

Belden Horizon helps you get the most out of your ProSoft Gateways. Belden Horizon makes
configuring, managing and using your Gateway a snap. Here is a tour for you to show you around.

7 When ready, activate the ICX35-HWC within the tour, or you can click on the

ADD A GATEWAY button at the top of the screen. It will prompt you for the

Activation Key.

| ©OAddaGateway |

8 Once the ICX35-HWC is activated, you can navigate to each tab on the left-

hand side of the page. E a cforatutartal ofctten t a i
feature.
,"ﬂf_‘ 0 Open Tunnels Alerts Activity Projects
9@ Map IE Table © Export SORT BY: Name v FILTER: Show All +
aill o
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5 Hardware I nstall ati on

The ICX35-HWC should be mounted in a position that allows easy access for the
cables so they are not bent, constricted, in close proximity to high amperage, or
exposed to extreme temperatures. The LEDs on the front panel should be visible for
ease of operational verification. Ensure that there is adequate airflow around the
device but kept free from direct exposure to the elements, such as sun, rain, dust,
etc.

CautionThe ICX3BWC has laardenednclosurandisdesigned for use in industriadxneime
environmentsnldss you are using cables expdessiyned for such environments, they can ail if
exposed to the same conditions theH@¥@Ban withstand.

51 Antenna I nstallati on

Antennas selected should not exceed a maximum gain of 5 dBi under standard
installation configuration. In more complex installations (such as those requiring long
lengths of cable, and/or multiple connections), it is imperative that the installer follow
maximum dBi gain guidelines in accordance with the radio communications
regulations of the Federal Communications Commission (FCC), Industry Canada, or
your country's regulatory body (if used outside the US).

The ICX35-HWC will work with most quad-band GSM/CDMA cellular antennas with
an RP-SMA connector. Connect the primary antenna or primary RF cable directly to
the '"ANT A' antenna connector on the front of the ICX35-HWC.

A secondary antenna port labeled 'ANT B' is provided to attach an additional
antenna. Use of a secondary antenna is not required, but will often increase cellular
reliability and throughput performance.

This device is not intended for use within close proximity of the human body. Antenna
installation should have at least 20 cm separation from the operator.

Tip:When using a cable to an antenna placed away from the modem, minimize the len¢ th of your
cable. All gain from a more advantageous antenna placement can be lost with a long ¢ ble to the
modem.
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52 Connecting the Radio to a Network Device

The application ports are located on the front of the radio.
9 The Ethernet port uses a standard RJ45 connector

1 The serial port uses a standard DB9 connector for serial connectivity
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521 Et hernet Cable Specifications

The recommended Ethernet cable is category 5 or better. A category 5 cable has
four twisted pairs of wire that are color-coded and cannot be swapped. The module
only uses two of the four pairs when running at 10 MBit or 100 MBit speeds.

The Ethernet port on the module is Auto-Sensing. Use either a standard Ethernet
straight-through cable or a crossover cable when connecting the module to an
Ethernet hub, a 10/100/1000 Base-T Ethernet switch, or directly to a PC. The module
will detect the cable type and use the appropriate pins to send and receive Ethernet
signals.

Ethernet cabling is like U.S. telephone cables but have eight conductors. Some hubs
have one input that can accept either a straight-through or crossover cable,
depending on switch position. In this case, ensure that the switch position and cable
type agree.

Ethernet Cable Configuration

Note:The standard connector view shown-todelbfor a straigfmough cable.

12345678

W

87654321

Crossover Cable Straight -through Cable

RJ45 Pin (Connector ~ RJ45 Pin (Connector 2) RJ45 Pin (Connector 1) RJ45 Pin (Connector 2)
1)

1Rx + 3Tx+ 1Rx + 1Tx+

2 RX - 6 TX - 2 RX - 2TX-

3Tx + 1Rx+ 3Tx + 3Rx +

6 Tx- 2Rx- 6 Tx- 6 Rx -

ProSoft Technology, Inc. Page590f143



ICX3EHWDindustrial Cellular Gateway Hardware Installation
3G/AG LTE User Manual

522 Seri al Port Basics

RS-232

The use of hardware handshaking (control and monitoring of signal lines) depends
on the requirements of the networked device. If no hardware handshaking will be
used, the cable to connect to the port is as shown below:

R5-232 Application Port Cable
{No Handshaking)

DB9 Female R5-232 Device
TxD 2 RxD
RxD 3 TxD
COM 5 CoMm

If hardware handshaking is required, the cable to connect to the port is as shown
below:

RS-232 Application Port Cable
(Hardware Handshaking)

DB9 Female RS-232 Device
RxD 3 ———TxD
TxD 2 [ RxD
CTS when ICX35 isDTE 7 —m——— (TS
RTS when ICX35 isDTE 8 t——————RTS
Signal s Signal
Common Common
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53 LED I ndicator s

LED State Description
PWR Off Power is not connected to the power terminals or source is
insufficient to properly power the device.
Solid Green Power is connected to the power terminals
ERR Off Normal operation
Solid Red A critical error has occurred. Program executable has failed or

has been user-terminated and is no longer running. Press the
Reset button or cycle power to clear the error.

MS* (Module Off ICX35-HWC is powered off
Status)
Solid Green Initialization complete / OK
Blinking Green ICX35-HWC is in the process of configuring
Solid Red Unrecoverable error
Blinking Red Reading configuration / minor error / No SIM
NS* (Network  Off ICX35-HWC is powered off
Status)
Solid Green ICX35-HWC has a connection to cellular tower
Blinking Green ICX35-HWC is attempting to connect to cellular tower
Solid Red Duplicate IP (EtherNet/IP) / Non-recoverable network fault
Blinking Red Established connection timeout (EtherNet/IP) / Minor network
fault

®The MS and NS LEDOGSs aEthernetlidarametenissendbleddn i f t he

the Configuration tab of the webpage.

Serial Port LEDs

LED State Description
SER Flashing Indicates that data is moving from the serial port to the WAN
port
TX Off No activity on the port
Flashing Amber Port is actively transmitting data
RX Off No activity on the port
Flashing Green Port is actively receiving data

Ethernet Port LEDs

LED State Description
100 Mbit Off No activity on the port
Flashing Amber The Ethernet port is actively transmitting or receiving data.
LNK/ACT Off No physical connection is detected. No Ethernet
communication is possible. Check wiring and cables.
Solid Green Physical network connection detected. This LED must be ON

(solid) for Ethernet communication to be possible.
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WWAN LED
LED State Description
Off Off ICX35-HWC is powered off.
Solid Green On ICX35-HWC is powered and connected, but is not
transmitting or receiving.
Slow Blink Flashes at a steady, slow [ICX35-HWC is powered and searching for a connection.
rate: 0.2 Hz (5 sec)
Faster Blink Flashes at a steady, fast ICX35-HWC is transmitting or receiving data.

rate: About 3 Hz (333 ms)

Note:The WWAN LED indicates a physical connection state betweéitie 46X 8ie cell

tower. It is not an indicator of a logical connection state. There may be a situation wher you may see a
ADi sconnect, wi l |[-HWCevebpage awehendhie ®VaVAMLED l@imtistth e | CX3
(solid green). This indicates that the module was able to make a physical connection tc the tower, but
the logical connection was not made between tHkMCX&BS! the cellular provider.
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6 Et her Net/ I P and SMS Text Me s

The ICX35-HWC provides connectivity via the EtherNet/IP communications protocol
as a Class 3 client. With this connectivity, PLC and SCADA software can monitor the
diagnostics of the ICX35-HWC.

The ICX35-HWC Add-On Instruction (AQI) file for RSLogix 5000 supports the

following features:
1 ICX35-HWC diagnostic data retrieval
1 ICX35-HWC diagnostic counter reset
1 Receiving SMS text message from the ICX35-HWC
1 Sending SMS text message to the ICX35-HWC

Example application: The ICX35-HWC can be installed in a remote location with its
LAN directly connected to a PLC. The PLC code can monitor the values and if/when
a value is out of range, and SMS message is sent to a user via the ICX35-HWC. The
user can then send a SMS back to the PLC to clear the notification.

Note:This chapter uses examples in a ControlLogix environment. It also applies to a Cc npactLogix
environment, with notes indicating the differences.
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6.1

Creating a New RSLogi x

1 Open the File menu and select New.

& RSLogix 5000

File Edit Wiew Search Logic Communications Tools W

2 Hew... ChrlH-r

= Open... Chrl+O
Close

H save Ctrl+5
Save As...

5000 Project

2 Select your controller Type.
3 Select the Revision of your controller. (Revision 16 or newer only)
4 Enter a Name for your controller, such as "My_Controller ".
5 Select your Chassis Type.
6 Select Slot x indicating the slot location of your controller.
x
Yendor: Aller-Bradley
Type: I‘I?EE-LES ContralLogi=s563 Contrallar j 0K I
Revizion: 0 - Cancel |
I~ Redundancy Enabled Help |
MName: IM_I,J_EDntmIIer
Description: ;I
[
Chassis Type: |1?58-A? 7-5lat ControlLogi Chassis |
Slat: Id 3: Satety Partrer Slot: <nones
Create | IC:\HSLogiH B0004Projects Browse... |
Security Autharity: IND Protection j
[T Use arly the selected Security Authorits far Suthentication and
Autharization
7 Click OK.
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6.1.1 EDS I nstallati on

The ICX35-HWC can be integrated with Allen-Bradley Logix family of controllers.
Integration with the Logix family in Studio 5000 makes use of the EDS Add-On-
Profile (AOP).

Using RSLinx, the EDS file can be uploaded from the ICX35-HWC. When complete,
the EDS Hardware Installation Tool is invoked to complete the registration.

Alternatively, the EDS file can be downloaded from the product web page at
www.prosoft-technology.com and registered manually using the EDS Hardware
Installation Tool shortcut in the Studio 5000 Tools menu.

ﬁ Logix Designer
File Edit View Search Logic CommunicationsWindow Help

Bl = Options...
I »
Path: | Security
& Documentation Languages...
Offline 0. ™ RUN "
Mo Forces b :: OK Import 4
- Energy Storage Export » E
Mo Edits 2 0 Exp ]
Redundancy <4 EDS Hardware Installation Tool
[=] Controller Organizer >+ I X
N Motion 4
@ Controlier Tags Monitor Equipment Phases

----- (3 Controller Fault Handler
-3 Power-Up Handler

Bagskﬁ Bl ControlFLASH
i =g MainTask

Custom Tools...

6.1.2 Addi ng Ethernet Connectivity to the Pr o,
Note:This section can be skipped if you have a CompactLogix processior Eiileraéudort.

1 You will need to add a 1756-ENBT Ethernet Bridge module to the project. In
the Controller Organizer window, select the Controller that was imported and
click the right mouse button to open a shortcut menu. On the shortcut menu,
select New Module... .

= &3 1/0 Configuration
DR — ] 1756 Badkplane, 1756-A
73 [0] 17564163 My_Cor

[ ®  New Module...
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2 This action opens the Select Module Type dialog box. Select the 1756-ENBT
under the Communication Module Type Category and click the CREATE
button.

select Module Type

Catalog | Module Discovery I Favarites |

IENEJ Saarch Tewt for Module Tne .. Clear Filters Hide Filters 2 |

= I Module Type Category Fiters | ||~ | Module Type Vendar Fikers | -
O 4nalog Allen-Bradley
Commurnication Advanced Micio Controls Inc. [BMC))
O Controlles - Hardy Process Solutions —
[ Digital Malex Incorparated
O Obiive Online Development Inc.[Automation Y alue)
=TV id| =Tt =
~  Catalog Murnber | Description | endar | Category :I
17OE-EMZTSC 1796 10/100 Mbps Ethernet Bridge, Twisted-Pair Medi...  Allen-Bradiey Communication
1756-EM3TR 1756 10/100 kbpz Ethernet Bridge, 2-Port, Twisted-P Allen-Bradey
756-EMBT 1756 10100 Mbps EH le ted-Pait Media  Allen-Bradley J
1756-EMET 1756 Ethernet Communi Inter Allen-Bradey
1756-E'WER 1786 10/100 Mbpz Ethernet Bridge w/Enhanced web...  Allen-Bradiey Communication
175E-RID 1756 Remote 1/0 [RI0] Interface Allen-Bradey Communication
1756-5YNCH Synchlink Interface Allen-Bradey Communication =
d I _»l_I
29 of 140 Module Types Found Add to Favorites |
™ Cloge on Create Create | Close | Help |
%
3 Enter the Name, Slot, Revision, and IP Address of the 1756-ENBT module
and click OK.
x
General® |Eonnection| HSNetWoml Module Info I Internet F'rotocoll Port Eonfigurationl
Type: 1756-EMBT 1756 104100 Mbps Ethernet Bridge, Twisted-Pair Media Change Type... | -
Wendor: Allen-Bradley
Parent: Local Ethemet Address
Mame: IM_!,I_ENBT " Private Network: 192.168.1. I _|:;'
Desciption: [ =] & P Address: I L T
j " Host Name: I
r~ Module Definition
Change ... | Slat: IE jv
Fievision: 51
Electronic Keying: Compatible Module
Rack Connection: Marne
Time Sync Connection: Mone

Statuz: Creating QK I Cancel | Help |

4 The 1756-ENBT module now appears in the Controller Organizer window.
=155 [} Configuration
-3 1756 Backplane, 1756-47
{1 [0] 1756-L63 My_Controller
SO B[] 1755-ERET/A My ENET

-,_r,'?a Ethernet

5 Save the RSLogix 5000 project.
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6.1.3 Et hernet Bridge Network Setup

An Ethernet Bridge needs to be added to the 1756-ENBT module. For
CompactLogix, connect the Ethernet Bridge to the Ethernet port on the controller.

1 Inthe Controller Organizer window, click the right mouse button on the
ETHERNET icon to open a shortcut menu. On the shortcut menu, choose NEW
MODULEé

025 1/ Configuration
-3 1756 Backplane, 1756-47
0 [0] 1756-L63 My_Controller
= B [6] 1756-ENBT A My_EMBT

2=
|_ﬂ Mew Module, .,

Discaver Modules, .,

B2 Paste Chel+4

Prink L4

Note:For both ControlLogix and CompactLogix contr&thesntiteon is located unde -
the controller icon.

2 This opens the Select Module Type dialog box. Select the ETHERNET-
BRIDGE module under the Communication directory and click the CREATE
button.

Select Module Type

Catalog | Module Discoveryl Favoritesl

IENEJ' Search Texi for Module Type.. Clear Filters | Hide Filters 2 |
~ | Module Type Category Filters ;I I | Module Type Vendor Filters =
O &nalog | Allen-Bradley
Communication Cognex Corporation o
O Commurications Adapter Endress+Hauser
O Contraller . FANUC CORPORATION -
1 riaie-l F3 CARILIT Dabmbine Armario-

« u" il |»|‘I
¥  LCatalog Mumber | Dezcription | “WYendor | Category :l
E1 Pluz Electronic Overload Relay Communications Interface Allen-Bradley Communication
Ethertet/IP SoftLogi=5800 EtherM et/ P Allen-Eradley Communication
ETHERMET-ERIDGE Generic EtherMet/IP CIP Bridge Allen-Bradley Communication
ETHERMET-MODULE Generic Ethernet Module Allen-Bradley Communication
IL=34-AENWG 1734 Wireless Ethemet Adapter, Twisted-Pair Media Prozoft Technol..  Communication
IND131 Ethemet/IP Scale Terminal Mettler-Toledo Communication
IMDEED Ethemet/ P Scale Terminal Mettler-Toledo Communication -
J ——
98 of 400 Module Types Found Add ta Favorites |
[" Close on Create Create | Close | Help |

4

This opens the New Moduled i al og b tCX356 Ea dNarmeh &

Enter the LAN IP address of the ICX35-HWC. This is the connection to the
outside world for the 1756-ENBT.

5 Click OK.
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6 The ETHERNET-BRIDGE now appears in the Controller Organizer window
under the 1756-ENBT module.

B-E3 1) Configuration
-8 1756 Backplane, 1756-47
{1 [0] 1756-L63 My_Controller
= 8 [6] 1756-ENBT/A My_ENET
El-,_r?g Ethernet
o ) 1756-ENET/A My_ENBT

8 B THERMET-ERIDGE IC)35

7 Double click the ETHERNET-BRIDGE icon in the Controller Organizer
window to open the Module Properties window. Click on the Connection tab
and check the Inhibit Module box. Click OK.

[N Module Propetties Report: My_ENBT (ETHERNET-BRIDGE 1.1) 5[

" General Connection® | Module Infol Port Configuration I Part Diagnosticsl

[~ Major Fault On Controller IF Connection Fails While in Run Mode

Module Fault

Status: Offiine Ok I Caneel Apply Help

8 Save the file.
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6.2 |

mporti

ng t

he

AOI

Note:When importing an IGMB8C AOI file into a new project, use théll@X3IBOI v1.6 file
from www.prostgthnology.com. Also, the KEX®S firmware version must be v1.2.2 or lat r.

1 Inthe Controller Organizer window, expand the Tasks folder and subfolders until
you reach the MainProgram folder.

In the MainProgram folder, double-click to open the MainRoutine ladder.

Select an empty rung in the routine, and click the right mouse button to open a
shortcut menu. On the shortcut menu, choose IMPORT RUNGS...

= RSLogix 5000 - My_Controller [1756-163 20.11]* - [MainProgram - MainRoutine*]

B File Edt View Search Logic Communications Tools Window Help

=lolx|
=181 x|

EECEREEEEL

Offline 0. 7 RUN
Mo Forces k. ”: EET
Mo Edits 2 =
Fedundancy b0

anizer

troller My_Cantroller
Contraller Tags
Controller Faul: Handler
(23 Power-Up Handler

T

i

j ;ﬂl@,l@ I]"E_= @l@l @)\|Q|| “Sel’ec(a{anguage,,.

5 9|

Patty I(nnne)

EE|

A Al e[ ]Cf o] ]

A

<| bl\Fauoriles A Add-On & Alarms & Bt £ TimeriCourter £ If

i T T e T

m[l

|»

P Cut Rung Chrh+i

=45 Tasks .

E@ MainTask Copy Rung ChrHC
Ea MainPragram (End) | Paste Crl+
Program Tags
Eﬂ MainRouting Leleeliing Bl
:-[73 Unscheduled Programs | Phases Add Rung Chrk+R

E 5! Motion Groups Edit Rung Enker

- -3 Ungrouped Axes Edit Rung Comment ChrHD
Add-On Instructions
[=-£5 Data Types Tmport RUngs. ..
Cﬂ, User-Defined Export Rungs. ..,
- Strings
% Add-g)n-DeFined Statt Pending Rung Edibs — Cerl-shift+5
Cﬂ, Predefined Accept Pending Rung Edits
Cﬂ, Module-Defined Cancel Pending Rung Edits
(3 Trends
H@ I/ Configuration Assemble Rung Edit
E|---= 1756 Backplane, 1756-A7 Cancel Rung Edic
--[f0 [] 1756-L63 My_Controller
=~ ﬂ [6] 1756-EMBT/A My_ENET Werify Rung
Eﬁ Ethernet
8 1756-ENBT/A My _ENBT GnTa... Ctra
@, ETHERMET-BRIDGE ICK35
Add Ladder Element. .. Alt+Ins
«| » | MainRoutine*
NPt ogram

[+ ]

Fung 0 of 1

hep frer |
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4 Navigate to the location on your PC where you saved the Add-On Instruction (for
example, Desktop). Select the .L5X file and click the IMPORTE button.

x|
Lookir: | |, icx35 o [ A e

Recent Flaces

-

fop

-~

l

.

File name: |ID<35_AddEIn_F|ung_v1_D j Impaort... I
Files of type: |FISLogix 5000 5L Files [*.L5) j Cancel |
Files containing: ||—| Fiungs j Help |
Into: IE{j I ainF outing [MainProgranm) j

[ Ovenwnite Selected Rungs

4

5 This action opens the Import Configuration dialog box, showing the controller
tags that will be created.

X
xl !, Find. I j ﬁl&l Find/Replace... |
Find ‘fithin: Final Mame
Impart Content:
@ M ainT ask [Configure Tag References
y i @ ?‘;“::Ijlaoifl::uline (Rungs) Import Mame Operation | 4| Final Name & | %7 Aliag For | Data Type | Descl
- 5 References a ADI_ICK35 Create 1 |401_ICK35 = ADI_ICK35
) S Create | |ICK35 m IC%35_Mod.
O3 Add-On Instructions IC%35_MSG_GET_STATUS Create | [IC35_MSG_GET_STATUS = MESSAGE
A7) Data Types IC%35_MSG_READ_SMS_PHOME Create |1 |ICX35_ MSG_READ_SMS_PHONE [ ME SSAGE
v B Evorstu Other Components Bl | ICx35 MSG_READ SMS_TEXT |Create | |IC<35 MSG_READ_SMS_TEXT = MESSAGE
frersivamngs 8| ICx35 MSG_READ_SMS_TIME |Create | |35 MSG_READ_SMS_TIME | = MESSAGE
1Cx+35_MSG_RESET_STATUS Create 1 |I0%35_MSG_RESET_STATUS = MESSAGE
|C535_MSG_wWRITE_SMS Create  |_) [ICR35_MSG_WRITE_SMS = ME SSAGE
4| | 3
1 1]
0K I Cancel Help
Feady A
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6 Click OK to confirm the import. RSLogix will indicate that the import is in
progress:

Performing Impork

Creating tag; 10535 MSG_wWRITE_SkS'

|

7 When the import is complete, the new rung with the Add-On Instruction will be
visible as shown in the following illustration.

8 The procedure has also imported new User Defined Data Types, Controller Tags,
and the Add-On instruction for your project.

9 Save the project. When ready, download the project to the processor.
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