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Micro830, Micro850, and Microg7&nimable Controllers User Manual

Important User Information

Read this document and the documents listed in bsoadcisosedtion about irstatiatifiguration, and opearatios equipment before
you install, configure, operate, or maintain this product. Users are requiresticefamitiaizeahaioniend imstructions in addition to
requirements of all applicatiés, laws, and standards.

Activities including installation, adjustments, putibeg irsie, sexsembly, disassembly, and maintenante beecergeitlenlit by suitably
trained personnel in accorddmapphicable code of practice.

If this equipment is used in a manner not specifiethbiutbe thanprotection provided by the equipment ethy be impair

In no event will Rockwell Automaigoredponsible or liable for indirect or consequential damages resudtiegfiaratitwe of this
equipment.

The examples and diagrams in this rmehudédusolely for iltusrpurposes. Because of the many variablemantsragsbciated with
any particular installation, Rockwell Automation, sneaespoasibility or yidbilictual use based orathplex and diagrams.

No patent liability is assumed by Rockwell Automatispedhdo wih of information, circuits, equipmentdessiiftecaiim this manual.
Reproduction of the contents of tHigmahake or in parutithritten permissionadRd Automation, Incohibiped.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING@entifies information givaatices or circumstances that can cause an explosion in a hazardous envir
which may lead to perspmglor death, progartyage, or economic loss.

ATTENTIQdé&ntifies information gdvaatices or circumstances that tapdésadnal injury or death, property
damage, or economic loss. Attentions help you identify dnhaaeddandaielcagnize the consequence.

IMPORTANI@entifies information thaticakfor successful applieatibanderstanding of the product.

These labels may also be on oeieqigiprifent to provide specific precautions.

SHOCK HAZR&H2Is may be on or inside the equipmeng, fadeixanopimotor, to alert people that dangerous
voltage may be present.

BURN HAZARDBels may be on or inside the equipment, fodrvemmpheotor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZA&RBIs may be on or inside the equiparaptefa motor contr@rcémtalert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Profeativd Equipmer
Regulatory requirements faroskferactices and for BeFsotective Equipment (PPE).

2| B>

The following icon may aptbeateixt of this document.

C"“‘: Identifies information that is useful and caakeelppoocess easier to do or easier to understand.
4

Rockwell Automation rexptirat some of thesténat are currently used in ouy iaddsgh this publication ameatighiment
with the movement toward inclusive language in techpodagyivéle eollaboratirigduigitry peers to find diies#o such
terms and making changes twdaatspand content. Please excuse trehusentd suour content while we impksment the
changes.
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Preface

About This Publication

Use this manual if you are respodsiitmfog, installing, programming, or troubleshooting control sysi8aG™hat use Micr
controllers.

You should have a basic understaadtincpbtetuitry and faityilgith relay logic.ufdmnot, obtain the pt@ieing before
using this product.

This manual is a reference guide for Micro800 controllers, plug-in modules, and accessoriess jalessthastak procedL
wire, and troubleshoot your controller. This manual:
« Explains how to insthWma your controllers.

» Gives you an overview of the Micro800 controller system.

See the Online Help provided with Connected Compbf¢sisftwar&lienmore information on programming your Micro80
controller.

Conformal Coated Catalogs

Catalog numbers with thekSudfix conformal coated and their spearfidditosame as non-conformal coated catalogs

Download Firmware, AOP, EDS, and Other Files

Download firmware, associated files (such as AOR dBb acaessprivjuct releastomtehe Product Compaditnlit
Download Centeskaduto/pcdc

Summary of Changes

This publication containgdltvégrig new or updated information. dibidelissirbstantive updatg and is nonied to reflect
all changes.

Topic Page

Added section Install the 2080-REMLCD Module 44
Updated section Supgmtechunication Protocols 60

Added CIP Serial to EtherNet/IP example to Examples of Supported Architectures 63
Updated section Ethernet Host Name with IPv6 support 73
Updated section Project Backup and Restore 236
Updated table ConfigMeFirst.txt Configuration Settings 238
Added chapter Use the Micro800 Remote LCD 263
Updated section Update Your Micro800 Controller Firmware 279
Updated section Establish CommBgbaéenskSLinx and a MicroSSO/MicroSSQ{34

Micro870 Controller Through USB

Added Micro850 (L50E) supp@Cf@dmmands and MicroLogix Mapping 393
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Micro830, Micro850, and Microg7&nimable Controllers User

Manual

Additional Resources

These documents contain additional information codogrmihgtefaden Rockwell Automation. You can view or download

publicationsrak.auto/literature

Additional Resources

Resource

Description

Micro800 Programmable Controller Family Selection Guide
publicati®2080-SG001

Provides information to help you seteaB0@ddntroller, plug-ins, expansion 1/O, and
accessories, based on your requirements.

Micro800 Programmable Coferdiieisal Data, publi2g@86ATDO

:ﬁ\rovides detailed specifications f00 Miicrw8llers, expansion I/O modules, plug-in
odules, and accessories.

Micro800 Expansion |/CsNisdulManual, publizg@86AJMO03

Information on features, configuratgnnstailation, and specifications for the
Micro800 expansion 1/0 modules and power supply.

Micro800 Plug-in Modules User ManuaRQidisiid

Information on features, configurati@ionstviring, and specifications for the
Micro800 plug-in modules.

Micro800 Programmable Contraitg¢insiermtions Reference Mbriaahation on instruction sets fginigypetigrams for use in Micro800 control

publicati®2080-RM001

systems.

Micro800 Programmable Controllers: Getting Started with M
Using a Simulated Axis Quick Start, p080eBNH01

iBtiovidesniuatk start instructions for timglemeastion control project in Connected
Components Workbench software.

Micro800 Programmable Controllers: Getting Started with G
Messaging Quick Start, pu2&ai6ys002

5 SUIBBL quick start instructionisgaBIBSGENERIC and CIP Symbolic Messaging.

Micro800 Programmable ContttfigrSt&ed with PanelView
Quick Start, publica@8n-QS003

Hrusvides quick start instructions for asivayigloles for Micro800 controllers together
with PanelView™ Plus HMI terminals.

Configuring Micro800 Controlletarphafalinx Gateway Quick
publicati®080-QS005

Btavides quick start instructions for configuring a Micro800 controller on FactoryTa
Gateway.

Set up Micro800 Controllers for Implicit (Class 1) Comms
Adapters, public&@80-QS006

Prevad B dldck start instructions on how to set up Micro800 controllers to use Class
communications with POINT 1/O™ adapters.

Micro800 Programmable ControkéExtower Supply Install
InstructiorZ)80-IN001

3I'iiu(i’grmation on mounting andheiripgional external power supply.

Micro800 Programmable Controllers Installation Instruction
publicatid®2080-IN013

PInformation on mountingiang Micro800 Controllers

Micro800 16-point and 32-poisidiZ@d¥ce Input Modules Ing
Instructions, public2&b-IN001

{RH&RBtion on mounting and wiripgrtsiere¥O modules (2085-1Q16, 2085-1Q32T)

Micro800 Bus Terminator Module Installation Instruction,
publicati®2085-IN002

Information on mounting and wiekgahsion I/O bus terminator (2085-ECR)

Micro800 16-point Sink and 36epoinl2/24V DC Output Mod
Installation Instians, publica2@35-INO03

Liﬁ'f%rmation on mounting and wiripgrisieeX'O modules (2085-OV16, 2085-OB16)

Micro800 8-point and 16-poifeddy/@MTitput Modules Installaf
Instructions, public2d&@b-IN004

iﬁﬂormation on mounting and wiring the expansion 1/O modules (2085-OW8, 2085-

Micro800 8-point Input and Ggpimt AC Modules Installation
Instructions, public2d@5b-IN005

Information on mounting and wiring#iened@amodules (2085-1A8, 2085-IM8, 2085-
OA8)

Micro800 4-channel and 8-chaogéldaaje/current Input and
Modules Installatstruletions, publica2i@85-INO06

itpatation on mounting and wiringhdhenePamodules (2085-1F4, 2085-1F8, 2085-
OF4)

Micro800 4-channel Thermot@uip(R Module Installation
Instructions, public2d&5b-IN007

Information on mounting andheigxgansionni@lule (2085-IRT4)

Micro870 Programmable Controllers 24V DC Expansion Pg
Installation Instians, publicat2®35-INO08

\WwepBoaidyn on mounting and wiringrtaleeogirnal power supply for expansion I/O
modules.

Micro800 RS-232/RS-485 Isolated Serial Port Plug-in Mody
Diagrams, public20&9-WD002

lafdfmadion on mounting and wiring theRBIQABBRB-485 IsQated Port Plug-in
Module.

Micro800 Non-isolated Uniglalgidput Plug-in Module Wiring
Diagrams, public2d&®-WD003

Information on mounting and wiring the Micro800 Non-isolated Unipolar Analog Inp!
Module.

Micro800 Non-isolated Unipolar Analog Output Plug-in Mod
Diagrams, public2&®-WD004

Utgonivdipn on mounting and wiring theNdireis8@fed Unipolar Analog Output Plug-
in Module.

Micro800 Non-isolated BADNRtdule Wiring Diagrams,
publicati2080-WDO005

Information on mounting and wiiigya&@0 Non-isolated RTD Plug-in Module.

Micro800 Non-isolated ThernfelcouiplélodMieing Diagrams,
publicati®2080-WD006

Information on mounting and wiric@8W® Mon-isolated Thermocouple Plug-in
Module.

Micro800 Memory Backup andurbigly RTC Plug-In Module W
Diagrams, public20&®-WDO007

Infgrmation on mounting and wiring888 Memory Backup and High Accuracy RTC
Plug-In Module.

Micro800 6-Channel Trimpot Analog Input Plug-In Module \
publicatid2080-WD008

\IinfoghBiggnaonsmounting and wiring888 BHChannel Trimpot Analog Input Plug-In
Module.

14
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https://literature.rockwellautomation.com/idc/groups/literature/documents/wd/2080-wd008_-en-p.pdf
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Micro830, Micro850, and Micro870 Programmable Controllers User Ma

Additional Resources (Continued)

Resource

Description

Micro800 Digital Relay Qugtpnt\Nbdule Wiring Diagrams,
publicati®2080-WD010

Information on mounting and wirici@80® Migital Relay Output Plug-in Module.

Micro800 Digital Input, ommmmmnon Plug-in Modules W,
Diagrams, public2@@®-WD011

timigrmation on mounting and wiring806 Bligital Inpupu®and Combination
Plug-in Modules.

Micro800 High-speed Counter Plug-in Module Wiring Diagr
publicati®2080-WD012

Afformation on mounting and wiHiightspeed Counter Plug-in module.

Micro800 DeviceNet Plug-inAtitaaty Biagram, publiz@86AVD(

Iidormation on mounting and wiring the Microé%ﬂlﬁgsiriomiddule.

EtherNet/IP Network Devices User ManuaE EDHCAIOO6

Describes how to configure and use EtaeidéstiiP’communicate on the EtherNet/IP
network.

Ethernet Reference Manual, pEMEALRMO002

Describes basic Ethernet concepts, irdrastnminents, and infrastructure features.

System Security Desigfir@si®Reference Manual,
publicatiddECURE-RM001

Provides guidance on how to conduct security assessments, implement Rockwell
Automation products in a secure system, harden the control system, manage user
and dispose of equipment.

Industrial Components PreVaitiemnance, Enclosures, and C
Ratings Specifications, publiCatDa02

optacides a quick reference tool fordig®-Brdustrial automation controls and
assemblies.

Safety Guidelines for the Applitstibation, and Maintenance
Solid-state Control, publif&tleh1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and p!
afeneral guidelines for the applicatidigrinatadlanaintenance of solid-state control in
the form of individual devicesagepbaksemblies incorporating solid-state
components.

Industrial Automation WiriGgaamdling Guidelines, puldli€&tidn

Provides general guidelines for mmfaltingell Automation® industrial system.

Product Certifications webkitrito/certifications

Provides declarations of confartifiitpafes, and other certification details.

You can download the latest version of ConnedetModdpoaksoftware for your Micro800 cokolieicaty

Rockwell Automation
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Micro830, Micro850, and Micro§vdhitnable Controllers User Manual

Notes:
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Chapterl

Hardware Features

Hardware Overview

This chapter provides an overviewraBB@aMicro850®)iaro870® controller
hardware features.

Micro830, Micro850, and Micnb@®rers are econdpnicialstyle controllers with
embedded inputs and outputs. Thesamartrateommodate from two to five plug-in
modules, depending on the controller type. The Micro850 and Micro870 controller
expandable features. The Micro850 qumdrddlernsto four expansion I/O modules and
the Micro870 controller supports upxpegigion I/O modules. Both the Micro850 and
Micro870 controllers can connectdted 8D (2080-REMLCD) for configuring.

IMPORTANTFor information on supported plug-in modules and expansion 1/O
modules, see thenfiitppublications:

¢ Micro800 Expansion I/O Modules User Man 2813 1z n
¢ Micro800 Plug-in Matkdedlanual, publi@fi@ihUMO004

For information on the 2080-REMLCD Usidgln\dieeo808rbte LOD
page 263

The controllers also accommodate any class 2 rated 24V DC output power supply
minimum specifications, such as thé/opt&Qa@ power supply.

For descriptions of status indiesdtiongor troubleshooting purposes, see
Troubleshootorgpage 315
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Micro830 Controllers

Micro830 10/16-point controllers and status indicators
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Micro830 48-point controllers and status indicators
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Chapter 1 Hardware Overview

Micro830 Cong&woescription

Description

| Description

Status indicators

8 Mounting screw hole / mounting foot

Optional power supply slot

9 DIN rail mounting latch

Plug-in latch

1 Mode switch

Plug-in screw hole

11 Type B connector USB port

40-pin high-speed plug-in connec

I

12/RSRIBRBon-isolated combo Serial port

Removable 1/O terminal block

13  Optional AC power supply

N[Ol h[WIN|E

Right-side cover

Micro830 Controller Status Indicator Dé&tription

Description Description
14 Input status 18 Force status
15 | Power status 19  Serial communications status
16 Run status 20  Output status
17 Fault status

(1) For detailed descriptioditfetieat status LED indicatdnogdeshootorgpage 315
Micro850 Controllers

Micro850 24-point controllers and status indicators

Controller

1 2 3 4 5

O

6 7 8
Status indicators

O

©6666PpO66666686

[Dooo

00000 §

oooo

™

T Ll
nooon E gg
O

(D: (D: D: D: D>D> D>

[Dooo
oooo

o:

1514 13 12 11 10

EEEEEEEEEEEEIETETE)

TS

[=[=]

10 8 9

Micro850 48-point controllers and status indicators

1 2 3 4 5 8 7 8
Controller ‘ ‘ ‘ Status indicators
O O | @]
1 c6cce6c06606606 666c6660606066666 . [Toooooooooo
e oooooooooo
S5 0 | 0oooDooono
o0 go—ep
g eo—
2 i gé
8 gé—rt1
ée—H]
qEE E e —]
| = i |D0oooooooo
|| m 66666666666666606(NE666666666666666 | | Dooooooooon
‘
1581413 12 11 6 10 8 9

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

19



Chapter 1 Hardware Overview

Micro850 Controller Description

Description Description
1 Status indicators ) Expansion I/O slot cover
2 Optional power supply slot 10  DIN rail mounting latch
3 Plug-in latch 11 Mode switch
4 Plug-in screw hole 12  Type B connector USB port
5 40-pin high-speed plug-in connector 12/RSRIBRBon-isolated combo Serial port
6 Removable /O terminal block E\?ﬂfl eEnter)eer(’j\Ideet/c:I?/gl?onvceacrfgrgreen LED indicators)
7 Right-side cover 15  Optional AC power supply
8

Mounting screw hole/mounting foot

Micro850 Controller Status Indicator D&&tription

Description Description
16 Input status 21 Fault status
17 Module status P2  Force status
18 Network status 23  Serial communications status
19 Power status 24 Output status
20 | Run status

(1) For detailed descriptiodiffetieat status LED indicatdmnddeshootorgpage 315

e )
&

You can order the following replacement terminal blocks separately:

e 2080-RPL24RTB for 24-point base controllers
» « 2080-RPL48RTB for 48-point base controllers

Micro870 Controllers

Micro870 24-point controllers and status indicators

3 45 6 7 8

Controller Status indicators
O | O
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<A FL ee ]
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Micro870 Controller Description
Description Description
1 Status indicators ) Expansion I/O slot cover
2 Optional power supply slot 10  DIN rail mounting latch
3 Plug-in latch 11 Mode switch
4 Plug-in screw hole 12  Type B connector USB port
5 40-pin high-speed plug-in connector 12/RSRB2Bon-isolated combo Serial port
: R EtherNet/IP connector
6 Removable I/O terminal block ( embedded yellow and green LED indicators)
7 Right-side cover 15  Optional AC power supply
8 Mounting screw hole/mounting foot
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Chapter 1 Hardware Overview

Micro870 Controller Status Indicator Dé@cription

Description Description
16 Input status 21 Fault status
17 Module status P2  Force status
18 Network status 23  Serial communications status
19 Power status 24 Output status
20 | Run status

(1) For detailed descriptiodifetieat status LED indicatdnsddeshootorgpage 315

You can order replacement terminal blocks, catalog number 2080-RPL24F
/) separately.

Table 1 - Micro830 Controllers ... Number and Types of Inputs/Outputs

Inputs Outputs
Catalog Number 110V AC 24V DCIVIAC  Relay 24V Sink 207 Boqree'PPort | HSC Support
2080-LC30-10QWB - 6 4 - - - 2
2080-LC30-10QVB - 6 - 4 - 1
2080-LC30-16AWB 10 - 6 - - - -
2080-LC30-16QWB - 10 6 - - - 2
2080-LC30-16QVB - 10 - 6 - 1 2
2080-LC30-24QWB - 12 10 - . - 4
2080-LC30-24QVB - 14 - 10 - 2 4
2080-LC30-24QBB - 12 - - 10 2 4
2080-LC30-48AWB 28 - 20 - - - -
2080-LC30-48QWB - 28 20 - - - 6
2080-LC30-48QVB - 28 - 20 - 3 6
2080-LC30-48QBB - 28 . - 20 3 6

Table 2 - Micro850 Controllardber. &hd Types of Inputs/Outputs

Catalog Number Inputs Outputs PTO Support HSC Support
120V AC 24V DC/V AC  Relay 24V Sjnk 24V|Source

2080-LC50-24AWB 14 - 10 - - - -
2080-L50E-24AWB 14 - 10 - - - -
2080-LC50-24QWB - 14 10 - - - 4
2080-L50E-24QWB - 14 10 - - - 4
2080-LC50-24QVB - 14 - 10 - 2 4
2080-L50E-24QVB - 14 - 10 - 2 4
2080-LC50-24QBB - 14 - - 10 2 4
2080-L50E-240QBB - 14 - - 10 2 4
2080-LC50-48AWB 28 - 20 - - - -
2080-L50E-48AWB 28 - 20 - - - -
2080-LC50-48QWB - 28 20 - - - 6
2080-L50E-48QWB - 28 20 - - - 6
2080-LC50-48QWBK - 28 20 - - - 6
2080-L50E-48QWBK - 28 20 - - 6
2080-LC50-48QVB - 28 - 20 - 3 6
2080-L50E-48QVB - 28 - 20 - 3 6
2080-LC50-48QBB - 28 - - 20 3 6
2080-L50E-48QBB - 28 - - 20 3 6
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Chapter 1 Hardware Overview

Table 3 - Micro870 Controllers ... Number and Types of Inputs/Outputs

Inputs Outputs
Catalog Number PTO Support HSC Support
120V AC 24V DC/V AC  Relay 24V Sjink 24V/|Source

2080-LC70-24AWB 14 - 10 - - - -
2080-L70E-24AWB 14 - 10 - - - -
2080-LC70-24QWB - 14 10 - - - 4
2080-L70E-24QWB - 14 10 - - - 4
2080-LC70-24QWBK - 14 10 - - - 4
2080-L70E-24QWBK - 14 10 - - - 4
2080-L70E-24QWBN - 14 10 - - - 4
2080-L70E-24QWBNK - 14 10 - - - 4
2080-LC70-24QBB - 14 - - 10 2 4
2080-L70E-24QBB - 14 - - 10 2 4
2080-LC70-24QBBK - 14 - - 10 2 4
2080-L70E-24QBBK - 14 - - 10 2 4
2080-L70E-24QBBN - 14 - - 10 2 4

Programming Cables

Micro800 controllers have a USB iatdefmcgoth use standard USB cables as
programming cables.

Use a standard USB type A-malarialgypalie for programming the controller.

Embedded Serial Port Cables

Embedded Serial port cables for comratmiisted here. All embedded Serial port
cables must be 3 metefedd.8 length, or shorter.

Table 4 - Embedded Serial Port Cable Selection Chart

Connectors

Length Catalog NumbefConnectors Length atalog Number
8-pin Mini DIN to 8-pin Mini DIN 0.5 m {¥&fTBL-AMO00 | |8-pin Mini DIN to 9-pin D-shell 0.5 m (175 CBL-AP00
8-pin Mini DIN to 8-pin Mini DIN 2 m (61960)-CBL-4M02 | |8-pin Mini DIN to 9-pin D-shell 2 m (6.571-CBL-BM02
8-pin Mini DIN to 8-pin Mini DIN |(yvj ) ) 8-pin Mini DIN with lock mecharlism.t ) )
mechanism on both connectors ﬁ"ﬁ?d@%(ft) 1761-CBL-AHQ2 9-pin D-shell 2 &3'5 ) 1761-CBL-PH02
— 8.pin Mini DIN to 6-pin RS-485 tefingl 11 ¢ in)  1763-NCOL series A
(1) Series C or later for Class 1 Div 2 applications.

The RS-232 port supports connection to the Micro800 Remote LCD module (2080
more information on wiring the Miono8®Q &2 module to the Serial20&0-see
REMLCD to Micro850 and $&ined&%iyt Terminal BlockowW jpange 45

Embedded Ethernet Support

For Micro850 and Micro870 controlleBaseIDROA (with embedded green and yello
LED indicators) provides connection to an Ethernet network with any standard RJ
cable. The LED indicators sereatassifii transmit and receive status.
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Chapter 1 Hardware Overview

RJ45 Ethernet Port Pin Mapping

Contact

Number Signal Direction| Primary Function Yellow L

1 TX+ ouT Transmit data + RJ45 connec

2 TX- ouT Transmit data - Green L

3 RX+ IN Differential Ethernet receive data +

4 Terminated -

5 Tormi g The yellow status LED indicates
erminate (steady yellow) or No Link (off).

6 RX- IN Differential Ethernet receive data -

7 Terminated The green status LED indicates

8 Terminated (flashing green) or no activity (o

Shield Chassis ground

Micro850 and Micro870 controllers support Ethernet crossover cables (2711P-CBI

Ethernet Status Indication

Micro850 and Micro870 controllers alswosuBpsrfor EtherNet/IP™ to indicate the
following:

* Module status
* Network status

For descriptions of ModiNevatk status indicatorfi@addeshootomgpage 315
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Notes:
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Chapter2

About Your Controller

Programmlng Software fosnnected Components Workbench software is a set of collaborative tools suppo

Micro800 Controllers Micro800 controllers. It is based dhRiwakadon and Microsoft® Visual Studio®
technology and offers controller programming, device configuration, and integratio
HMI editor. Use this software to prognatmofens; configure your devices, and design
your operator ifdee applications.

Connected Components Workbench software provides a choice of IEC 61131-3 p
languages (ladder diagram, functionrblocladéasgtructured text) with user-defined
function block support that optimizes machine control.

Obtain Connected Components Workbench Software

There are two editions for the&Zb@oegbonents Workbench software:

¢ You can download Connected Caolfgr&henth Standard Edition software for
free atok.auto/pcdc

e To purchase Connected Components Workbench Developer Edition software
visitrok.auto/ccw

Use Connected Components Workbench Software

To help you program your controller through the Connected Components Workber
you can see the Connected Component©Oworgbdelghthat comes with the software.

IMPORTANTThe new Micro850 (2080-L50E) and Micro870 (2080-L70E) control
only supported from Connected Components Workbench software
version 20.01.00 onwards.

Controller Changes in Micro830, Micro850, and Micnv@r@rs allow you to make certain changes while in |
Run Mode mode by using the following features:

* Run Mode Change (RMC)
Allows logic modifications to a rureungigitopt going to Remote Program mode
For more informatiorl)sieg Run Mode Changm(BPAJERS

* Run Mode Configuration Change (RMCC)

Allows changing the address configuration of the controller to be made withir
program during Run mode.

For more informatiorlJseg Run Mode Configuration Chanig@#B&123C)

Usmg Run Mode Chan99un Mode Change (RMC) is a produetinépteelaane that is supported in Connectec

(RMC) Components Workbench software farNMa8EL) and Micro870 controllers. This
feature saves you time by allowing lcgimom®tlifia runningept without going to
Remote Program mode and witbnoediing from the controller.

IMPORTANTMIicro830 and Micro850 controller firmware revision 8.011 or later is
required to use Run Mode Change.

RMC is useful during project development, when you add small changes incremer
logic and want to see the effects of thenttargaachine immediately. With RMC, sin
the controller stays in Remote Run coatte]ldrdogic and machine actuators do not
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have to reinitialize constantly, which i€dineocontroller is switched to Remote Progran
mode (for example, the first scardkeis ichthe program logic to clear outputs).

When you edit, build, and download/ighpigjesing RMC, a full build of the entire
controller project is performed and a fulladdhanjmaject is performed. During RMC al
incremental build is performed acdeominial changes@analoaded to the

controller.

IMPORTANTDo not disconnect from the controller after you perform Run Mode
Change, do a full build, atrg tbereconnect. Connected
Components Workbench softwatetgraject in the controller as
different from the project in Connected Components Workbench
software, even though the logtcad,ided asks to either upload or
download the project.

RMC is performed incrementally at thexyepbgr@am scan to help prevent a large dels
in the program scan. This process aadadditimnal 12 ms to the scan time. For
example, if the program scan is normalyalOmasgase to 22 ms during RMC until th
update is finished. Similarlyntesrupts may be delayed.

Table 5 - Example of the BenefitggdRME ... 20% Reduction in Download Time

Number of |Time to Perform Conventional Downlg&ine to Test Logic and Accept Changes
Changes (seconds) (seconds)

1 36 29

5 180 130

10 360 255

Memory size of project used for comparison:

Data = 14,784 bytes; Program = 2,352 bytes

Note: The duration starts when connected to the controllett@mdstbel & .blhe duration ends
when the accept change process is finished.

For example:

1. When connected to the controller, select RMC.

2. Modify the program.

3. Select Test Logic.

4. Select Accept to finish, or select Test Logic to make another change.

can injure personnel and damagmeddgione using Run Mode Change:
» Assess how machinery responds to the changes.

: ATTENTIQU¢e extreme caution when you use Run Mode Change. Mistze
* Notify all personnel about the changes.

A new global variable _ SYSVA_PHROE I8ladaleéPto indicate when Run Mode
Changes are being made. Use this vatifgdgpertsonnel on the HMI that there are
uncommitted changes in the controller.

Table 6 - Bit Definitions of Gtolzdlle ... _ SYSVA_PROJ_INCOMPLETE

Bit Definition

Set when the Run Mode Change process starts.

Cleared once the Run Mode Change is written permanently to the controller (completion o
0 Undo).

This bit can be used to warn operatorsrticeaaiiange is in progress and that there are
uncommitted changes in the controller.

Set if an error occurred while saving theodherfteesh memaay ortegrity check failed
1 during Run Mode Change.
Cleared on the nextssifat&un Mode change.

When you perform a Test Logic Changd, tthes wettliadle changes from zero to one.
After you choose to accepibaharchanges, the vdhe\vatriable resets to zero.

IMPORTANTWhen a Test Logic is performed, or undoing changes after the Test
is completed, any active conipnuimistiuctions are aborted while
the changes are downloaded to the controller.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



Chapter 2 About Your Controller

Uncommitted Changes

Uncommitted changes are ¢hahges made in RMC that have not been accepted or
undone after a Test Gginge is performed.

If the controller power loses power while there are uncommitted changes, you can
RMC upon reconnection. You can choosedlie govjebdadjaiketep the changes, or
upload to discamluhcommitted changes.

If you choose to upload a project with uncommitted changes from the controller, y
enter RMC until you have done a full download.

RMC Memory

Run Mode Change (RMC) memoryoieusat thesiogic and user variable changes
made during RMC. The default amougttbathie@tocated is 2 KB and can be
increased up to 16 KB. However, there is still arliogiod2diséy variables changes
per Test Logic. To adjust the amountmedigMBencentroller must be offline. After you
have adjusted the amount, you muespbojedttiand download it to the controller.

IMPORTANTRN a Connected Components Workbench software version 8 project
available user data space wasl tegd6 KB to support optimal
project settings for the new RMC feature.

If you have a project that was developed before version 8, you may

to reduce the default “Allocddedporary Variables section from
the Memory page to compile the project successfully.

Figure 1 - Controller Memory DiagnostigSdrageted Components Workbench Software

Run Mode Change
Data memory reservation for run mode changes: | 2048 bytes v|

Maximum size limit for new variable: 2048 bytes

Data memery usage for variables.

1797 2048 H Allocated 5845 bytes

. Used 3,797 bytes
l Free 2048 bytes

During RMC, an incremental build it gedformheincremental changes are downloade
to the controller until the RMC memory is filled.

Figure 2 - RMC Memory Usage Example
Controller memory RMC memory
(for User Program + Data) (Default size = 2 KB)

First change  Second changeThird change
and Test Logic and Test Logic and Test Logic
(Add logic) (Remove logic) (Add logic)

Free memory}-

Free RMC memory Used RMC memory

Used mem

If insufficient RMC memory is availeblmtvarananges (for example, a “not enough
memory” error message appears duringltherR€ bagien tyou must perform a
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full download to transferctieeniental changes from the RMC memory to the standarc
program and data memory.

Transfer Contents iMBM@y to Controller Memory

The changes that you made during Rdd@natreesRMC memory and remain there unt
you perform a full build and dovhill#tge(aontroller is disconnected).

Figure 3 - RMC Memory Usage Whend eull Build and Download Example

Controller memory RMC memory
(for User program + Data) (Default size = 2 KB)

Free memory / —— Free RMC memory
— Used RMC memory is copied

New used me to controller memory

However, if the controller nmamargufficient space regiaimiopy the contents of the
RMC memory as shbigniig4he operation fails andt@&nough memory” error
message appears. Do not use RMC if you are near the limits of your controller me

Figure 4 - Insufficient Controller Memory Example

Controller memory RMC memory
(for User program + Data) (Default size = 2 KB)

—— Free RMC memory

Error occurs doénsufficient
Used mem controller memory remaining
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Using Run Mode
Configuration Change
(RMCCQC)

Limitations of RMC

Take note of the following limitations when using the Run Mode Change (RMC) fe
« Configuration changes cannot @derregdmple, change filter times).

* Upto 2 KB of logic (approximately 150 Boole@)\dnsltusﬂ'romriables can be
added for each Test Logic.

e Total memory allocated for RMC (cuatiuTatbté oflic Changes) can be increaset
from 2...16 KB, but the 2 KB liroiafat lsgir variables per Test Logic remains.

e Up to 20 Program Organizational Units (POU) can be added for each chang
example, if you currently have 5d2@ddyde0 more for a total of 25 POU).

« If a user-defined function block is thatlfleahges thel mmdables, the local
variables are reinitializedetrto zero and a wanesgage is shown during the
build. If you want to reapply thalaéiaight-click on the UDFB and select
Refactor > Reset IWhiales of Instances.

« If anew module is detected afteiisdoger Project operation, RMC is not
possible because the configuration has changed.

« Exchange files cannot be imporiadRM@ibecause it is considered a
configuration change.

¢ Making changes to the display configuration (for example, to hide comments
treated as logic changesgaime reou to build the project.

* Global variables cannottbd delmodified in RMC, but can be added. To delete
modify a global variable, you must disconnect the controller from the Connec
Components Workbench software.

e When using CIP™ mesdalyiGg setting the CIPTARGETCFG data type param
ConnClose to TRUE has no effect. The Ethernet session does not close imm
upon successful messaging and youihfavete e@nectmtime out after 60
seconds. This behavior applies ted>Gongminents Workbench software versiol
9 or earlier projects. For versioterlprojdets, the CIP connection timeout is
configurable.

WARNINGyou delete the output rungnvienMode Change and accept
the changes, the outgheaontroller remains ON.

For an example of how to use this fdaser& sedode Chanumge 298

Run Mode Configuration Change (RMCC) is a productivity enhancement feature t
supported in Connected ComponenthWoftkiere for Micro830, Micro850, and
Micro870 controllers. It allows you tidentgsbprogram with multiple controllers by
changing the address configuration of a controller within the program during Run 1
Micro830 and Micro850 controller firmware revision 9.011 or later is required to us
feature.

You can use RMCC to change the address configuration of the controller during R
when the communication protocol is set ®Noidio the Serial ports or EtherNet/IP fo
the Ethernet port. RMCC uses a CIP Generic message, which can only be sent frc
controller program and not from an external device to the controller.

IMPORTANTDuring RMCC, the scan timesasgytociose to 100 ms. Do not
perform RMCC if the contraffernsimgtime critical operations.

(1) Approximately 85 Boolean instructions {@080ek&8%) and Micro870 (2080-L70E) controllers.
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Figure 5 - CIP Generic Message Instruction for Run Mode Configuration Change

Only the controller that is sending the message can perform RMCC. To perform RI
configure the CIP Generic messageakarlespalge by getitia path to “0,0”.

Figure 6 - Configure CIP Generic Message as a Loop-back Message

For Micro830, Micra@8Micro870 controllers, the address configuration change is
permanent and is retainegauheytle power to the controller.

Using Modbus RTU Communication

To use RMCC with the Modbus RTU communication protocol, the Serial port mus
Modbus slave role. A CIP Generic message is sent from within a program with the
parameters.

Table 7 - CIP Generic Messaggetdtarfor RMCC using Modbus RTU

Parameter Value

Service 16

Class 70

Instance %,_6F?%?%?%d—sglﬁzl-ﬁ\ogoduIes
Attribute 100

RegData New node address, 1

ReqgLen 2

Figure 7 - RMCC Modimpgl&Xx.. Set the Parameters
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Figure 8 - RMCC Modbus Example ... Set the New Node Address

The first byte indicates the new nodmatdresmtroller. For this example, the new
node address is “3”. The second byte rhastléwrEigsndicatagie Modbus role is
configured as Slave.

Figure 9 - RMCC Modbus Example ... Set the Message Length

When the new node address is camfigymelied, the port is not restarted.

IMPORTANTYou must verify that the new node address being configured is uniq
it is not checked against ermting@ddresses of other devices.

You can verify that the node address has changed after performing RMCC by exa
Communication Diagnostics tab for the controller.

Figure 10 - RMCC Modbus Example ... Verify Address Change

Using EtherNet/IP Communication

To use RMCC with the EtherNet/IP comprotouogtibe controller must be configured
to use a static IP address. If the cootrdilguried to use BOOTP or DHCP, the change
rejected. A CIP Generic message is sent from within a program with the following

Use RMCC when configuring the camgrotbenrdigsioning. Immediately after changing
the IP address, the cycle time may increase up to 100 ms for one program scan.
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Table 8 - CIP Generic Messagetétartor RMCC using EtherNet/IP

Parameter Value

Service 16

Class 245

Instance 1

Attribute 5

RegData IP address, subnet mask, Gateway address
RegLen 22 bytes

Figure 11 - RMCC EtherNet/IP Example ... Set the Parameters

Figure 12 - RMCC EtherNet/IP Example ... Set the New IP Address

For this example, the nedvdBsad set to the following:
e |P address =192.168.1.10
e Subnet mask = 255.255.255.0
e Gateway address =192.168.1.1

Figure 13 - RMCC EtherNstifiFeEx. Set the Message Length

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



Safety Considerations

Chapter 2 About Your Controller

After the new IP address is configup@dnidheeontroller disconnects from the
Connected Components Workbench software if communication is through Etherne

IMPORTANTMIicro830 controllers do not support Run Mode Configuration Chang
using EtherNet/IP.

IMPORTANTYou should not perform IP address changes continuously. Allow an
interval of at least six secormgspeeforming the next IP address
change in order for duplicatesadeltrection to work properly.

You can verify that the IP addresgbdsafieaperforming RMCC by examining the
Ethernet settings for the controller.

Figure 14 - RMCC EtherNet/IP Example ... Verify Address Change

Safety considerations are an importdrdfglerpen system installation. Actively
considering the safety of yourself arshdttersondition of your equipment, is of
primary importance. We recommengl tleeifallowing safety considerations.

Disconnect Main Power

The main power disconnect switch shatdd dndoe the sustghickly and easily
accessible to operators and maintenance personnel. Besides disconnecting electr
all other sources of power (pneumatic lr)dshgdidibe de-energized before working
on a machine or process tioatrolled by a controller.

WARNINEXplosion Hazard
Do not replace components, camm@eregor disconnect equipment
unless power has been switched off.

Safety Circuits

Circuits that are installed on the macfeherkassms, like overtravel limit switches,
stop push buttons, &mdoicks, should always be hard-wired directly to the master co
relay. These devices must be wired in series so that when any one device opens,
control relay is de-energized, thus removing power to the machine. Never alter the
to defeat their function. Seriopsiimuachine damage could result.

WARNINEXplosion Hazard
Do not connect or disconnect connectors while the circuit is live.
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Power Considerations

Power Distribution

There are some points aboutgigivetiah that you should know:

e The master control relay must hiatdbledth machine motion by removing power
to the machine 1/O devicethelmelay is de-enerdizedecommended that the
controller remains powered even when the master control relay is de-energiz

« If you are using a DC power supply,eritexdugititnrather thai\C line power.
This avoids the additional delay safgguyéurn-off. The DC power supply should
be powered directly froinste secondary of the trarsfétower to the DC input
and output circuits should be connectied thebof master control relay contacts.

Periodic Tests of Master Control Relay Circuit

Any part can fail, including the switchesric@ninalstelay circuit. The failure of one of
these switches would most likely cause an open circuit, which would be a safe poy
failure. However, if one of these switshmst sih no longer provides any safety
protection. These switcheslshoested periodicallyitp trat they stop machine

motion when needed.

The following explains power considerations for the Micro800 controllers.

Isolation Transformers

You may want to use anngoéatgformer in the AC threedontroller. This type of
transformer provideatiealfrom your power distribution system to reduce the electric
noise that enters the contiotleis often used as a step-down transformer to reduce |
voltage. Any transformer that is used with the controller must have a sufficient pov
for its load. The power raxmessed in volt-amperes (VA).

Power Supply Inrush

During power-up, the Micro800 controllpplyaallemsua brief inrush current to charge
internal capacitors. Many power lines and control transformers can supply inrush c
brief time. If the power source cannisupplsh currentsthece voltage may sag
momentarily.

The only effect of limited inrush curreagarghgadin the Micro800 controller is that the
power supply capacitors charge slowerthdoiimat of a voltage sag on other
equipment should be considered. Foa ee@mpiaiage sag may reset a computer tha
is connected to the same power source.

The following considerations determine whether the power source must be require
high inrush current:

* The power-up sequence of devices in a system.
e The amount of the power source voltage sag if the inrush current cannot be ¢
* The effect of voltage sag on other equipment in the system.

If the entire system is powered-up sirslyltartadef sag in the power source voltage
typically does not affect any equipment.

Loss of Power Source

The optional Micro800 controller AC pasvdesigiglg to withstand brief power losses
without affecting the operation of thel bgstiane. the system is operational during
power loss is called the program scamiecdteipldiss of powse.duration of the

power supply hold-up time depends arctivespavpgion of the controller system, but is
typically between 10 milliseconds and 3 seconds.
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Input States on Power Down

The power supply hold-up time as deseritsddreget thamtiirn-on and turn-off

times of the inputs. Because of thisthelwritmgller may record the input state chang
from “On” to “Off” that agbarspower is removed before the power supply shuts dow
system. It is important tosteoke this concept. You should write your program to acce
for this effect.

Other Types of Line Conditions

Occasionally, the power source to the systempaenilyeinterrugteslalso possible
that the voltage level maguthrstantially below the rioenaditage range for some
time. Both of these conditions are considered to be a loss of power for the system

Prevent Excessive Heat For most applications, normal convewikeepslthe contmwitein the specified

Master Control Relay

operating range. Verify that the spedifiatliterrgnge is maadaroper spacing of
components within an enclasufieiisnt for heat dissipation.

In some applications, other equipmenbinside the enclosure produces a substantia
amount of heat. To help with air circulatredusned“hot spots”the controller, place
blower fans inside the enclosure.

Additional cooling provisions migledaeyneben high ambémperatures are
encountered.

Do not bring in unfiltered outside air. Place the controller in an enclosure to
protect it from a corrosive atmodphmfel contaminants or dirt can cause
improper operation or damage to components. In extreme cases, you must
conditioning to protect against heat build-up within the enclosure.

A hard-wired master control relay (MCR) provides a reliable means for emergency
shutdown. Since the master control relay allows the placement of several emergel
switches in different locations, itéiamsigilmportant fepsafety standpoint.

Overtravel limit switchesbraoom-head push buttons are wired in series sg that whel
of them opens, the master contraeeatagiigized. This removes power to input and
output device circGiesfEigure 15 on page@eigure 16 on page 38

WARNINGever alter these circuits totdeiieftnction since serious injury
and/or machine damage can result.

If you use an external DC poweteupptythi DC output side rather than
the AC line side of the supplytheadiidional delay of the power supply
turn-off.

The AC line of the DC output power supply should be fused.

Connect a set of master control seldgs with the DC power supplying the
input and output circuits.

Place the main power disconnect switeéhsmliteteithquicklyeasily accessible to
operators and maintenance personnel. tfaydisocoomect switch inside the controller
enclosure, place the switch operatingtharmllesiole of the enclosure, so that you can
disconnect the power without opening the enclosure.

Whenever any of the emergency stoarevaipsresd, poweptt &nd output devices
should be removed.

When you use the master control relay to remove power from the external 1/O circ
continues to be provided to the contrallstpgpwe that diagnostic indicators on the
controller can still be observed.
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The master control relay is not a substitsteroeat to the coetrdilis intended for

any situation where the operator must quickly de-energize 1/O devices only. When
or install terminal connections, replaéesestpor work on equipment within the
enclosure, use the disconnecofbmiwer to the rest of the system.

Do not control the master control relay with the controller. Provide the oper
with the safety of a di@wbection between an emergency stop switch and the
master control relay.

Using Emergency Stop Switches

When using emergency stop switches, adhere to the following points:

« Do not program emergency stop switches in the controller program. Any eme
stop switch should turn off all magbmgydarning off the master control relay.

« Observe all applicable local codesgtireptacement and labeling of emergenc
stop switches.

« Install emergency stop switches and tteninalstelay in your system. Verify that
relay contacts have a sufficient rating for your application. Emergency stop s
must be easy to reach.

« InEigure Endrigure 1éput and output circeitshawvn with MCR protection.
However, in most applications, only output circuits require MCR protection.

Figure Endrigure how the Master Control Relay that is wired in a grounded syste

In most applications, input circuits do not require MCR protection; however
must remove power from all field devices, you must include MCR contacts i
with input power wiring.

Figure 15 - Schematic with IEC Symbols
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L1 L2
230V AC
“«— —>
Disconnect
i Fuse MCR
I — 1 230V AC
T I 1/O circuit:
Isolation |[ _Op_er_ati;n_of_eiae_r of these contacts femoves
transformer | power from the external I/O circuits a+d stops Master Control Relay (MC
X1 | 115V AC or y», | machine motion. | Catalog Number 700-PK4
230V A I
| Emergency stop : Start Suppressor
Catalog Number 700-N24
Fuse  @— : push button Overtravel limit SEOD rm 9
- m switch : m /'1/
® ! . MCR
: ~L K |
]
Suppr
MCR i
@
MCR
[ @ 1 115V AC or 230V A
® Py 1/0 circuits
DC power supply
Use IEC 950/EN 60950
T 1% MCR
(Lo) (Hi) 1 24V DC
1/0 circuits

Line terminals: Connect to terminals of power supply. |

Line terminals: Connect to 24V DC terminals of power st
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Figure 16 - Schematic with ANSI/CSA Symbols
L1 L2
230V AC
‘4— —
Disconnect
Fuse MCR
T 1 | | 230V AC
N output
T T circuits
Isolation Ir Operation of either of these contacts Iiemoves B
transformer ircui
| power from the external I/O circuits and stops
115V AC br | machine motion. | Master Control Relay (MCR
X1 |«= —Cg X2 | I Catalog Number 700-PK40(
230V AC | Emergency stop : Suppressor
ush button Start -
Fuse @—— | p Overtravel limitl Stop Catalog Number 700-N24
- : f t switch | J_
T O=C- : MCR
|
e
| Suppr
MCR
[
MCR
® L I I 115V AC or 230V AC
® PY 1 1/0 circuits
DC power supply. Uge NEC
Class 2 for UL Listing
MCR
i " e N
(Lo) (Hi) + 17 24V DC
: . . 1/O circuits
Line terminals: Connect to terminals of power supply |
Line terminals: Connedt ©Q4erminals of power supply.
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This chapter guides yloamoto install the controller.

Controller Mounting Mounting Dimensions

Dimensions o , _
Mounting dimensions exclutegrfeanor DIN rail latches.

Micro830 10-point and 16-point Controllers
2080-LC30-10QWB, 2080-LC30-10QURB1288¢H.,2B880-LC30-16QWB, 2080-LC30-16QVB

100 (3.94) i 80(3.15)

1 ANEe————=
7900000 E8|
{ ;

| S/ f

Measurements in mm (in.)

Micro830 24-point Controllers
2080-LC30-24QW8B, 2080-LC30-24QVB, 2080-LC30-24QBB

150 (5.91) . 80(3.15)

Q) N— =

=~
P ’

Measurements in mm (in.)
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Micro830 48-point Controllers
2080-LC30-48AWB, 2080-LC30268Q\MB30-48QVB, 2080-LC30-480QBB

90 (3.54
L
—

v

Measurements in mm (in.)

Micro850 24-point Controllers
2080-LC50-24AWB, 2080-LC502D8QAMB50-24QVB, 2080-LC50-24QBB,
2080-L50E-24AWB, 2080-L50E2D8Q0WHIE-24QVB, 2080-L50E-24QBB

Micro870 24-point Controllers

2080-LC70-24AWB, 2080-LC70-24QWB, 2080-LC70-24QWBK, 2080-LC70-24QBB, 2080-LC7
2080-L70E-24AWB, 2080-L70E-24QWB 22030:BKOEO80-L70E-24QWBN, 2080-L70E-24QWBI
2080-L70E-24QBB, 20B624TIBBK, 2080-L70E-24QBBN

80 (3.15
T

Measurements in mm (in.)

Micro850 48-point Controllers
2080-LC50-48AWB, 2080-LC50-48QWB, 2080-LC50-48QWBK, 2080-C65e+88B18B, 2080-
2080-L50E-48AWB, 2080-LGMR42080-L50E-48QWBIKUHBE8QVB, 2080-L50E-48QBB

1 1

Measurements in mm (in.)
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Maintain spacing from adyjebtsis enclosure walls, wireways, and adjacent equipme
Allow 50.8 mm (2 in.) of space on aHddedpeste ventilation. If optional accessories/
modules are attached to the controller, such as the power supply 2080-PS120-24
expansion 1/0 modules, make sure that there is 50.8 mm (2 in.) of space on all sic
attaching the optional parts.

DIN Rail Mounting

The module can be mounted using theNotkilsirgbDd 7.5 x 1 mm (EN 50 022 - 35x 7

For environments with greatervidmdtshock concerns, use the panel
mounting method, instead of DIN rail mounting.

Before mounting the module on a Di\scadywasever in the DIN rail latch and pry it
downwards until it is in the unlatched position.

1. Hook the top of the DIN rail mouuitithg @@aroller onto the DIN rail, and then
press the bottom until th@ibemsnaps onto the DIN rail.

2. Push the DIN rail latch back into the latched position.
Use DIN rail end anchors (Allen-Brauley®@ipad92-EAJI35 or 1492-EAHJ35) fc

vibration or shock environments.

To remove your controller from the DIN rail, pry the DIN rail latch downwards until
unlatched position.

Panel Mounting

The preferred mounting method is to use four M4 (#8) screws per module. Hole sj
tolerance: £0.4 mm (0.016 in.).

Follow these steps to install your controller using mounting screws.

1. Place the controller against the pay@l@emounting it. Make sure that the
controller is spaced properly.

2. Mark the drilling holes through the mounting screw holes and mounting feet,
remove the controller.

3. Drill the holes at the markings, then replace the controller and mount it.
Leave the protective debris strip inipjaceanatfinished wiring the controller and
any other devices.

IMPORTANTFor instructions on how to instMigro800 system with expansion
I/O, see the Micro800 Brp&nsViodules User Manual,
publicatid2080-UM003

Panel Mounting Dimensions

Micro830 10-Point and 16-Point Controllers
2080-LC30-10QWB, 2080-LC30-10QURB128808., 2B880-LC30-16QWB, 2080-LC30-16QVB

86 mm (3.39in.)

Y
'_.

). --
o

T
0000000000 |

oo
oo
oo

= © =)

5800000 g8

oo

100 mm (3.94 in.)

©
jﬂbooooooooood*

,,,‘tﬂ) & N
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Micro830 24-Point Controllers
2080-LC30-24QWB, 20824Q¥%¥B, 2080-LC30-24QBB

Micro850 24-point Controllers
2080-LC50-24AWB, 2080-LC50228Q\MB50-24QVB, 2080-LC50-24QBB,
2080-L50E-24AWB, 2080-L50E2D8QWE)E-24QVB, 2080-L50E-24QBB

Micro870 24-point Controllers
2080-LC70-24AWB, 2080-LC70-24QWB 2208048 K., 72080-LC70-24QBB, 2080-LC70-24QBBK,
2080-L70E-24AWB, 2080-L70E-24QWB 22030/BKOE080-L70E-24QWBN, 2080-L70E-24QWBI

2080-L70E-240QBB, 208624IBBK, 2080-L70E-24QBBN

! 131 mm (5.16 in.) !
O

C)

S
\

Deeece666666666666
DO OO oy

—q = © = © B3

: E g
p Hl_

) & ‘
0 O O i
© © )

TOIDIn
] @@@@@@@@@@@@@@@@@@H 1

. iy

=]
o

|

100 mm (3.94 in.)
poooo

Micro830 48-Point Controllers
2080-LC30-48AWB, 2080-LC30288Q\MB30-48QVB, 2080-LC30-48QBB

Micro850 48-point Controllers
2080-LC50-48AWB, 2080-LC50-48QWB;28QW/BES5 2080-LA3UR,822080-LC50-48QBB

2080-L50E-48AWB, 2080-1.Q0EB42080-L50E-48QWBIUEDE8QVB, 2080-L50E-48QBB
! 108 mm (4.25in.) ' 108 mm (4.25in.) '

(O O

5

100 mm (3.94 in.)
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Micro830, Micro850, and Micro870 24-point Controllers (Front)

27.8 (1.09)
45 (1.77) 145.2 (5.72) 44.4 (1.75)
14.4 (0.57
—| +—72(0.28) 7.8 (0.39~ |~—
33.8 (1.33) 131 (5.16) | | LL78(0.31)
(5
©666666666666666
LN® ) =)
toput = =
o = =)
110.8 90 = |floo : :
4.38) | (3.54) g - -
100 . =
(3.94) o -
Output =
DC DC24vnsA &=
oK &4 - - = e =
©066666666666686 |
B v - v P
7.2 0.2 L‘—— e T —
(0-28)~ 131 (5.16) \ 36.6 (1.44)
— «—72(0.28) 22.8 (0.90)—=~—»

Micro830/Micro850/Micro870 24-pt controller with Micro800 powExkgapgign I/O slots

Measurements in mm (in.)

(Applicable to Micro850 and Micro87(
Single-width (first slot)

Double-width (second slot)
2085-ECR (terminator)

Micro830, Micro850, and Micro870 24-point Controllers (Side)

H

’_F

LLL]
LLLL]

)
D C >

[ e R e R —

o o [)

80 = = 2
(3.19) ——

a
| e R c—
()

mm bk orm

87
(3.42)

aaaaaaal

Micro830/Micro850/Micro870 24-poltEmivith Micro800 power supfiypansion 1/O slots

Measurements in mm (in.)
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(Applicable to Micro850 and Micro87(
Single-width (first slot)

Double-width (second slot)
2085-ECR (terminator)
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Chapter 3 Install Your Controller

Micro830 and Micro850 48-point Controllers (Front)

27.8 (1.09)
45 (1.77) | 230 (9.05) 44.4 (1.75)
<~ 7.2(0.28) 7.8 (030> |=— 14.4(0.57
33.8 (1.33) 108 (4.25) 108 (4.25) .7.8(031)
fo
©066600066666066 CEEEEEEEEEEEEEELE)
LN®
Input
o
110.8 90 o |°°
(4.36) (3.54) g
100 .
(3.94) Ch
Output
DC DC24VN8A
OK + + - - =
©666666666666666 066666666666686
JE; ‘ - - ju
7.2 (0.2
( 216 (8.50) 36.6 (1.44)
-« 7.2(0.28) 22.8 (0.90)—|

Micro830/Micro850 48-pt controller with Micro800 power supply Expansion I/O slots
(Applicable to Micro850 only)
Single-width (first slot)
Double-width (second slot)
2085-ECR (terminator)

Measurements in mm (in.)

Micro830 and Micro850 48-point Controllers (Side)

0ooo = © — « >«  C >« > o u
30 C ) O )« ) ¢ )« )« ) ¢ ) O i 87

(3.42)

LLL)
LLL]

(3.15) o

I'HTTI!]H[I]T_‘ED il (il

Micro830/Micro850 48-pt controller with Micro800 power supply Expansion 1/O Slots
(Applicable to Micro850 only)
Single-width (first slot)
Double-width (second slot)
2085-ECR (terminator)

Measurements in mm (in.)

Install the 2080-REMLCBhe Micros50 and Micro8@mmith firmware re\dsion 1 or later, support the
Module 2080-REMLCD module, a simple textfdsplay auefigurintregs such as IP
address. It can be mounted through d soonpheesame DIN rail as the controller.
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2080-REMLCD

Chapter 3 Install Your Controller

2080-REMLCD to Micro850 and Micro870 Serial Port Terminal Block Wiring

2080-REMLCD Serial Port

Terminal Block

Signal Pin Number
RS-232TXH 1
RS-232 R 2
RS-232 G 3

Micro850/Micro870 Serial Port
Terminal Block

Pin Numper  Signal
S R— > 4 RX RS-232
L — > 7 TX RS-232
D > 2 G RS-232

For information on how the Remote LCWvitfitehadéiero850 and Micro870 controller
sedJsing éhMicro808rkbte L @D page 263

2080-REMLCD to Micro850 or Micro870 Controller Wiring

Male connector

WL

Female connector

Self-made
3-wire
cable
tw7éié wb+d- q +4 }b+ 0 - £
1“6DS 8 4 4P+ 8 - A E 2
S qo @& tw7éie  y™M#
qo & tw7éié t™#

qo i

tw7éié

TU#

1761-CBL-PMO02 series B cable

Micro850 L50E or Micro870 L70E controlle
@)

[ Decee6666666666666D

PeTeTe)

= ©

= @

= ©

o
a

0ooooo

OCEEEEEELEELEEEEEEIE o)

To learn about installationahafdatures, and spedificafithe 2080-REMLCD module,
see the Micro800 Remote L@iibimbkiatructions, publi@@@MIN010
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Notes:
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Chapter4

Wire Your Controller

This chapter providemiration on the M3@.08licro850, and Wiccodtroller wiring
requirements.

Wiring Requirements and

Recommendation

WARNINEB&fore you install and witevaesy, disconnect power to the
controller system.

WARNINGalculate the maximum possénieicweach power and common
wire. Observe all electrical codes dictating the maximum current allowa
each wire size. Current above the maximum ratings may cause wiring t
overheat, which can cause damage.

United States:@ftlye controller is installed within a potentially hazardous
environment, all wiringaownmgily with the requitsriie are stated in the
National Electrical Code 501-10 (b).

Allow for at least 50 mm (2 in.) between I/O wiring ducts or terminal strips an
controller.

Route incoming power to the controller by a path separate from the device w
Where paths must cross, the#ciida should be perpendicular.

Do not run signal or communicaticssdipomger wiring in the same conduit.
Wires with different signal characsdristld be routed by separate paths.

Separate wiring by signal type. Bundighasimilar eleatrcharacteristics
together.

Separate input wiring from output wiring.

Label wiring to all devices in theJsgstape, shrink-tubingther dependable
means for labeling purposes. In alddhiébngouse colored insulation to identify
wiring based on signal whigtacs. For example, you may use blue for DC wiring
red for AC wiring.

Table 9 - Wire Requirements

. Wire Size .
Controller Wire Typer— Rating
Min Max
Micro830, Microg50,| Sd 0.2 mA(24 AWG) 2.5 @IAWG)Rated @ 90 °C (194 °F)
Micro870 controllers Stranded |02 mﬁ(24 AWG 2 gmﬁnAWG insulation max

Use Surge Suppressors Because of the potentially high currehasomms when switching inductive load
devices, such as motor startksslenoids, the use of some type of surge suppressio
protect and extend the operating life oblleescmumtiput contectequired. Switching
inductive loads without supgeession can significedhilye the life expectancy of relay
contacts. By adding a suppression device directly across the coil of an inductive d
prolong the life of the output or raleg.céoti also reduce the effects of voltage
transients and electrical noigadiating into adjacent systems.

Figure Bhows an output with a suppression device. We recommend that you locat
suppression device as close as possible to the load device.
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Chapter 4 Wire Your Controller

Figure 17 - Output with Suppression Device
+DC or L1

VAC/DC 4, Suppression device

Out 0
Outl
Out 2 o @
Out 3 Load
Out 4
Out 5
Out 6
Out 7
COM DC COM or L2

AC or DC
outputs

If the outputs are DC, we recommend that you use an 1N4004 diode for surge suy
shown fgure 1Bor inductive DC load devices, a diode is suitable. A 1N4004 diode
acceptable for most afiphis. A surge suppressor can also b&éasechrSesded

Surge Suppressarpage.4bhese surge suppression circuits connect directly across
load device.

Figure 18 - DC Outputs with Surge Suppression
+24V DC

VAC/DC4,

Out0
Out 1

Out 2

Relay or solidf
state DC outputs outs
Out 4

outs <$> IN4004 diode

Out 6
Out 7
COM

A surge suppressor
24V DC common ‘ can also be used.

Suitable surge suppressiausniethinductive AC load devices include a varistor, an F
network, or an Allen-Bradley® surge suppressor, wikiiciuie $8tesen
components must be appropriately ratedsdrseippitching eansharacteristic of

the particular inductive devigtecd@emended Surge Suppressors A&
recommended suppressors.

Figure 19 - Surge Suppression for Inductive AC Load Devices

Output device Output device Output device

Surge
suppressor

Varistor RC network
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Chapter 4

Recommended Surge Suppressors

Wire Your Controller

Use the Allen-Bradley surge suppressaralsiedWaithrelaysntactors, and

starters.

Table 10 - Recommended Surge Suppressors

Device Coil Voltage Suppressor Catalog Number Typél)
24...48V AC 100-KFSC50
110...280V AC 100-KFSC280 RC
380...480V AC 100-KFSC480
Bulletin 100/104K 700K 12...55V AC, 12...77v DC 100-KFSV55
56...136V AC, 78...180V DC 100-KFSV136 MOV
137...277V AC, 181...250 VDC 100-KFSV277
12...250vV DC 100-KFSD250 Diode
24...48V AC 100-Fs&8
110...280V AC 100-FSC880 RC
380...480V AC 100-FSCc480
Bulletin 100C (C09...C97) 12...55VAC, 12..77VDC 100 FS¥5
56...136V AC, 78...180Vv DC 100-ESs\Viiie oV
137...277V AC, 181...250V DC 100-FS\V3r7 M
278...575V AC 100-FSVEY5
12...250V DC 100-ESD%50 Diode
. . 12...120V AC 599-K04
Bulletin 509 Motor Starter Size 0...5 MOV
240...264V AC 599-KA04
. . 12...120V AC 199-FSifhL RC
Bulletin 509 Motor Starter Size 6
12...120V AC 199-GSkA1 MOV
AC coil Not Required
. 24...48V DC 199-FSMA9
Bulletin 700 R/RM Relay
50...120v DC 199-FSMA10 MOV
130...250V DC 199-FSMA11
6...150V AC/DC 700-N24 RC
24...48V AC/DC 199-FSMA9
Bulletin 700 Type N, P, PK, or PH Relay|50...120V AC/DC 199-FSMA10 MOV
130...250V AC/DC 199-FSMA11
6...300V DC 199-FSMZ-1 Diode
Miscellaneous electromagnetic devices limitefbid; Ac/pc 700-N24 RC

35 sealed VA

(1) Do not use RC Type with Triac outpisteoVeeitormended for use on the relay outputs.
(2) Catalog numbers for screwless irechadethe string 'CR’ after '100-'.
For example: Catalog number 100-FSC48CE&®v&s Catzlog nwOlErSV55 becomEREN5E5; and so on.

(3) For use on the interposing relay.

(4) For use on the contactor or starter.

Grounding the Controllermnis product is intended to be mowmdidytounded mounting surface such as a metz
panel. See thdustrial Automation WiriGgamitling Guidelines, puldliCZdidfiar

additional information.

WARNINGI devices connected to-#32/RS-485 communication port

must be referenced to controller ground, or be floating (not referenced t
potential other than ground). Failure to follow this procedure may result
property damagpeysonal injury.
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Chapter 4 Wire Your Controller

Wiring Diag rams The following illustrations show the wiring diagrams for the Micro800 controllers. C
with DC inputs can be wired as either sinking or sourcing inputs. Sinking and sourc
apply to AC inputs.

High-speed inputs and outputs are ithed by
2080-LC30-10QWB

Input terminal block

loccciceeess

Output terminal block

Badadabadado:

-DC24

2080-LC30-10QVB
Input terminal block

Flooccieeeene:

Output terminal block

I 1T Ll 1

+DC24 +CMO 0-01 +CM1 0-03 NC

OOOOOOOOOO00r
-DC24 0-00 -CM0 0-02 -CM1 NC

2080-LC30-16AWB, 2080-LC30-16QWB

Input terminal block

HOOQOGH I

Output terminal block

I 1T Ll 1T Ll 1

+DC24 CMO CM1 CM2 CM3 0-04

O@EOWOOOOO0O0r
-DC24 0-00 0-01 0-02 0-03 0-05

2080-LC30-16AWB high+gpeed inputs.

2080-LC30-16QVB
Input terminal block

SOOI

Output terminal block

I 1T Ll 1

+DC24 +CMO 0-01 +CM1 0-03 0-04

O@EOOOOCO0O0
-DC24 0-00 -CMO0 0-02 -CM1 0-05
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2080-PS120-240VAC

L

N

@

+24 VD(Q

-24 VDQ

Chapter 4 Wire Your Controller

2080-LC30-24QWB, 2080-LC50-24AWB, 2080-LC50-24QWB, 2080-L50E-24AWB, 2080-I
2080-LC70-24AWB, 2080-LC70-24QWB 220304BK,7P080-L. 70E-24AWB, 2080-L70E-24QW
2080-L70E-24QWBK, 2080-L70E-24QWBN, 2080-L70E-24QWBNK

Input terminal block

JO0Q0Q000 b B

Output terminal block

+D024

@@@@@@@@@@@O@@@

-DC24

2080-LC30-24QWB, 2080-LC50-24QWB, 2080-L50E-24QWB, 2080-LC70-24QWB,
2080-LC70-24QWBK, 2080-L70R2@BWMVBE-24QWBK, 2080-L70E-24QWBN,
2080-L70E-24QWBNK,
DC Input Configuration
Sourcing:+DC a Sourcing:-DC a Sourcing:+DC b Sourcing:-DC b
Sinking: -DC a Sinking: +DC a Sinking: -DC b Sinking: +DC b

L1 L2

QOO0

D 5@ @@@@@@@ o@®

Dc24 O 00 0- 01 ‘ O- 07 O- 09

+DCc L1b Llc

-DCc L2b 2¢c

IMPORTANTe Do not connect —DC24 (Outpii2jetoriiarth/Chassis Ground.
* In Micro870 systems that use more than four Micro800 Expansic
modules, we recommend using a 1606-XLP60EQ power supply i
a 2080-PS120-240VAC power supply. Make sure to wire both the
Micro870 controller and the 2085-EP24VDC expansion power st
the same 1606-XLP60EQ power supply.
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2080-LC50-24AWB, 2080-L50E-24AWB, 2080-LC70-24AWB, 2080-L70E-24AWB,
DC Input Configuration

L2a Lla L2b L1b
L1 L2
2080-PS120-240VAC 5() ;(? ;O 79 ;O ;/(? Z/O [/CP //O //(Q %O //(Q //(O 1/7(9
- O 'como Lot 1-03 1-05 o7
" O @@@@@@@@O@O@@@@
1-00 1-02 1-04 1-06 com1 1-11 1113
® O ,
+24 VDG Q @ +DC24 "owt "oz
@@ @@@@@@@ 0@@
24vDd @ DC24 o‘oo ‘ O‘Ol ‘ o‘oz o 04 CM3 o- 07 o- 09
i
+DCc Llb Llc
+DCc
bee L2p L2c -DCc

IMPORTANTDO not connect —DC24 (OutmliXeronitarth/Chassis Ground.

2080-LC30-24QVB, 2080-LC30-24QBB, 203U8,CHBO-LC50-24QBB, 2080-L50E-24QVB,
2080-L50E-24QBB, 2080-LC70-24QBB,208BRIC ABS0-L 70E-24QBB, 2080-L70E-24QBB
2080-L70E-24QBBN

Input terminal block

TO0000600 e s

Output terminal block

[ Al 1T 1
+DC24 +CMO 0-01 +CM1 0-03 0-05 0-07 0-09
-DC24 0-00 -CM0 0-02 0-04 0-06 0-08 -CM1

2080-LC30-24QBB, 2080-LC50-24QBB, 2080-L50E-24QBB, 2080-LC70-24QBB, 2080-LC
2080-L70E-24QBB, 2080-L70E-24QBBK, 2080-L70E-24QBBN,
DC Input Configuration

Sourcing:+DC a Sourcing:-DC aSourcing:+DC b Sourcing:-DC b
Sinking: -DC a Sinking: +DC a Sinking: -DC b Sinking: +DC b
L1 L2

2080-PS120-240VAC

L

N

O OO0

I 1T 1T 1
+DC24 +CMO 0-01 +CM1 0-03 0-05 0-07 0-09
+24 VD(Q @
o0 OO GO OO
-DC24 0-00 -CM0 0-02 0-04 0-06 0-08 -CM1
-24 VDQ

199 Lttt

-DCd DCe
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Chapter 4 Wire Your Controller

IMPORTANTe Do not connect —DC24 (OutpliRdetaritarth/Chassis Ground.

* In Micro870 systems that use more than four Micro800 Expansic
modules, we recommend using a 1606-XLP60EQ power supply i
a 2080-PS120-240VAC power supply. Make sure to wire both the
Micro870 controller and the 2085-EP24VDC expansion power sL

the same 1606-XLP60EQ power supply.

2080-LC30-24QVB, 2080-LC50-24QVB, 2080-L50E-24QVB, DC Input Configuration

L1

2080-PS120-240VAC

L

N

D

+24 VDG

-24 VD(Q

O OO0

L2

Sourcing:+DC a Sourcing:-DC aSourcing:+DC b
Sinking: -DC a Sinking: +DC a Sinking: -DC b

Sourcing:-DC b
Sinking: +DC b

Y| 00000Q0000006E6Q

-DC24 -CMo 0-02
|

%?

+DCd -DCd+DCe

-DCe

IMPORTANTDoO not connect —DC24 (OutauiZletonitarth/Chassis Ground.

2080-LC30-48AWB, 2080-LC30-48QWB, 2080-LC50-48AWB, 2080-LC50-48QWB,
2080-LC50-48QWBK, 2080-L50R2eBANEDE-48QWB, 2080-L50E-48QWBK

Input terminal blocks

blocccceteecescere

TERMINAL BLOCK 1

HOGRAGHIOGOGOOB@EH

TERMINAL BLOCK 3

Output terminal blocks

I 11 1T 11 11 11 1T 11 1
+DC24 CMO CM1 CM2 CM3 Cm4 CM5 CM6
0-00 0-01 0-02 0-03 0-04 0-05 0-06

-DC24

TERMINAL BLOCK 2

I 1T 11 1
CcM7 0-08 0-10 CMm8 0-13 0-15 0-16 0-18
0-07 0-09 0-11 0-12 0-14 CM9 0-17 0-19

TERMINAL BLOCK 4

2080-LC30-48AWB has no high-speed inputs.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

53



Chapter 4 Wire Your Controller

Controller I/O Wiring

54

2080-LC30-48QVB, 2080-LC30-48QBB,48180& CRB0-LC50-48QBB, 2080-L50E-48QVB,
2080-L50E-480QBB

Input terminal blocks

blolclcccecseceoceEs

TERMINAL BLOCK 1

HOGAGGOIOGGOOH@H

TERMINAL BLOCK 3

Output terminal blocks

I 1T T 1
+DC24 +CMO 0-01 0-03 +CM1 0-05 0-07 0-09
-DC24 0-00 0-02 -CM0 0-04 0-06 0-08 -CM1

TERMINAL BLOCK 2

I 1T 1
+CM2 0-11 0-13 0-15 +CM3 0-17 0-19 NC
0-10 0-12 0-14 -CM2 0-16 0-18 -CM3 NC

TERMINAL BLOCK 4

This section contains some relevant méiooatioinimizingredatnoise and also
includes some wiring examples.

Minimize Electrical Noise

Because of the variety of applicatiorisbaniteis where darsare installed and
operating, it is implestibachieve the removal of all environmental noise with input fi
To help reduce the effects of environreeintsiaticiise Micro800 system in a properly
rated (for example, NEMA) enclosuretihakieesMicro800 system is properly
grounded.

A system may malfunction due to a change in the operating environment after a p
time. We recommend that you periodithéysghtrk operation, particularly when new
machinery or other noise souncstabed near the Micro800 system.

Analog Channel Wiring Guidelines

Consider the following when wiring your analog channels:

e The analog common (6Q@Ml)estrically isolatedtfr@system, and is connected
to the power supply common.

« Analog channels are not isolated from each other.
¢ Use Belden cable #8761, or equivalent, shielded wire.

« Under normal conditions, the drdiield)rel{suld be connected to the metal
mounting panel (earth ground). Ke&paberstgeon to earth ground as short as
possible.

« To achieve optimum accuracy for voitgyestyirait overall cable impedance by
keeping all analog caldbsrass possible. Locate the
I/O system as close to your odtagadprs or actuators as possible.
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Minimize Electrical Noise on Analog Channels

Inputs on analog channels employ digitaldrigiilters that significantly reduce the
effects of electrical noisputrsignals. However, bedteseaniety of applications and
environments where analog controlletkedraridsiperatedintpsssible to achieve
the removal of all environmental noise with input filters.

Several specific steps can be takeadodeelpe effects of environmental noise on
analog signals:

e Install the Micro800 system in a properly rated enclosure, for example, NEM/
that the shield is properly grounded.

e Use Belden cable #8761 for wiring taanelognakingthatehe drain wire
and foil shield pir@perly grounded.

* Route the Belden cable separately from any AC wiring. Additional noise imm
obtained by routing the cables in a grounded conduit.

Grounding Your Analog Cable

Use shielded commiamiczgtble (Belden #8761). The Belden cable has two signal wi
(black and clear), one drain wire, arelda Tdikestirain wirdanshield must be
grounded at one end of the cable.

Foil shield )
Black wire

— Drain wire

IMPORTANTDo not ground the drain wire and foil shield at both ends of the cak

Wiring Examples

Examples of sink/source, input/output wiring are shown as follows.

Figure 20 - Sink Output Wiring Example

User side

S Fuse
Logic S|de:
H Load

)

24V supp

<

DC COM

Micro800 sink output
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Figure 21 - Sink Input Wiring Example

[ ~am |
Com
L= 24V D

-4y s

P

Fuse

Figure 22 - Source Output Wiring Example

+V DC Fuse
Logic sidé User side
. S ouT |
< Load
G _| E _
—,_ 24V supply
<
L
D
L )
N
DC COM

Micro800 source output

Figure 23 - Source Input Wiring Example

[“Con]
—> N Zg Fuse
wp

24V DC

Embedded Serial Port The embedded Serial port is a non-is3RRE-R86Serial pach isttargeted to be
Wiring used for short distances (<B]jiqidkvices such as HMIs.

Sed&mbedded Serial Port Gaplage & a list of cables that you can use with the
embedded Serial port 8-pin Mini DIN connector.

For example, the 1761-CBL-PMO02 cahlead tgpicaihect the embedded Serial port tc
PanelView™ 800 HMI using RS-232.
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Figure 24 - Embedded Serial Port

Table 11 - Pinout Explanations

Chapter 4

Wire Your Controller

Pin Definition RS-485 Example RS-232 Example
1 RS-485+ B(+) (not used)

2 GND GND GND

3 RS-232 RTS (not used) RTS

4 RS-232 RxD (not used) RxD

5 RS-232 DCD (not used) DCD

6 RS-232 CTS (not used) CTS

7 RS-232 TxD (not used) TxD

8 RS-485- A(-) (not used)

IMPORTANTe Do not connect the GND pinrf therSe Earth/Chassis Ground.
The GND pin of the Serial port is the DC common for the Serial |
Communication signals ahahiemaed for Shield Ground.

« If the length of the Serial cable ithan 3 meters (10 feet), use an
isolated Serial portlagataimber 2080-SERIALISOL.
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Notes:
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Overview

Chapter5

Communication Connections

This chapter describes how to commitimjacatecontrol system and configure
communication settings. The method treatd/cahlseg that isiredtio connect your
controller depends on what type of system you af@isropbpytiegalso describes how
the controller establishes contiolumith the appropriate network.

The Micro830, Micro8Blican®l70 controllers have the following embedded
communication channels:
e A non-isolated RS-232/RS-485 combo port

« A non-isolated USB programming port

In addition, the Micro850 and Mitraiéfsduave an RJ45 Ethernet port.

Supported Communicatigiaros30o, Micro850, andMamoBollers support communication through the embed;

Protocols

RS-232/RS-485 Serial post enstladied Serial port plug-in modules. In addition, Micro
and Micro870 controllers support comrtuaigghiome embedédiedrnet port, and

can be connected to a local area metvarkSaevices providing 10 Mbps/100 Mbps
transfer rate.

Micro830, Micro850, and Micnbi@®rers support the following communication protoce
* Modbus RTU Master and Slave
» CIP Serial Client/Server (DF1)
e CIP Symbolic Client/Server
* ASCII
« DNPJ

Only Micro850 and Micoo&0llers support the following communication protocols:
» EtherNet/IP Client/Server
e Modbus TCP Client/Server
* DHCP Client
» Sockets Client/Server TCP/UDP
« PCCC

Table 12 - Connection Limits for Micro830/Micro850/Micro870 Controllers

L . Micro850/
Description Micro830 Micro870
CIP Connections
Total number of client plus server connections for all ports 16 24
Maximum number of client connections for all ports 15 16
Maximum number of server connections for all ports 16 24
. . Client 16
Maximum number of EtherNet/IP connections —
Server 23
Maximum number of USB connections Client — —
Server 15 23
. . . Client 15 16
Maximum number of Serial connections
Server 15 23

TCP Connections

(1) DNP3is only supported on 20804 toBttters.
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Communication Connections

Table 12 - Connection Limits for Kitco8350/Micro870 Controllers (Continued)

L : Micro850/
Description Micro830 Micro870
Total number of client plus server connections 64

Client 16
Maximum number for EtherNet/IP

Server 16

) Client 16

Maximum number for ModBlus TCP

Server 16
Maximum number for User Programmable Sockets 8
User Programmable Sockets
Total number of User Programmable Sockets . 8
(any combination of UDP plus TCP Client/Server)

(1) The Modbus TCP connection is shared with both IPv4 and IPv6 usage.

The 2080-REMLCD USB uses the CIP Serial server connections for embec
port.

IMPORTANTIf all client/server connections are fully loaded, performance may b
affected, such as data bastarmittent delays during
communication.

Here are some configuratiqgriesavhich are based on the limits that are described in
table above:

1. The maximum number of drives thahtaiidzeover EtherNet/IP is 16. This is
due to the maximum limit of TCP Client connections being 16, and the maxin
EtherNet/IP Client connections being 16.

2. If you have 10 devices that arel cvetr@tberNet/IP, the maximum number of
devices that can be contnadle8erial is six. This is due to the maximum limit of
Client connections being 16.

3. The total number of UDP sockets plus TCP Client/Server sockets has a maxi
eight.

Modbus RTU

Modbus is a half-duplegyssiase communications protocol. The Modbus network m
reads and writes bits and registers. Modbus protocol allows one master to commui
maximum of 247 slave devices. Micro800 controllers Ripipdftalstediansl Modbus
RTU Slave protocol. For more infornrdtguring gour Micro800 controller for Modbus
protocol, see the Cath€dmponents WorkbencH&mliRer more information about
the Modbus protesd Modbus Protocdlcafieas available fsonv.modbus.org

For information on Modbus mapdiodbssé/lappingimo800 Contratiars

page 273
To configure the Sericdpdlodbus RTCsdgure Modbus RTU on page 69

Use the MSG_MODBUS instruchtodtusandssages over the Serial port.
CIP Serial Client/Server — DF1

CIP Serial Client/Server allows CIP protocol to be used over a Serial port. It is typi
with modems. The advantage over nopGtecSksrialthat sthegorotocol is CIP,
program downloads are suppbrtiagrCIP pass-through from the Serial port to Ethel
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ASCII

ASCII provides connection to othercASGllicleds barcode readers, weigh scales,
Serial printers, and othegémtetlevices. You can use ASCII by configuring the embe
or any plug-in Serial RS-232/RS-48%pa®Gdrdriver. 8g8dhnected Components
Workbench Online Help for more information.

To configure the Serial port for AS&@Higese ASCII on page 70
Modbus TCP Client/Server

The Modbus TCP Client/Server conpnotoicatioses thmesdodbus mapping
features as Modbus RTU, but instead giottheitSesalpported over Ethernet. Modbus
TCP Server takes on Modbus Slave features on Ethernet.

No protocol configuration is requiredrotioarfitiuring the Modbus mapping table. For
information on Modbus mappitadises Mapping for Micro800 Gaimpatier73

Micro850 and Micro870 Lxtlesowith firmware revision 23.011 only support Modbu
Server function in the IPv6 mode. They do not support Modbus TCP Client.

Use MSG_MODBUS? instruction tesSEQR Medbages over Ethernet port.

With Connected Components Workbench softwatateertienMadiius TCP Server is
disabled by default. If you want touss&@ GRydtou can enable it from the Ethernet
settings.

CIP Symbolic Client/Server

CIP Symbolic is supported by any Cliiveyfapkantludingrati€EtherNet/IP) and
Serial port (CIP Serial). This protddbllaltovemnnect easlig tdicro830icro850,
and Micro870 controllers.

Micro850 and Micro870lemnswapport up to 16 simultaneous EtherNet/IP client
connections and 23 simultaneous EtherNet/IP Server connections.

CIP Serial, supported on Micro830, MMio&&EY,Gaaodntrollees, the DF1 Full-duplex
protocol, which provides pointttospoiection between two devices.

DF1 Half-duplex Master, DF1 Half-duppldxF8ld&Radio Modem are supported in Micro
(2080-L50E) and Micro870 (2080-L76E)ltmsegiiotocols provide connection to
multiple devices over RS-485 or radio modems.

The Micro800 controllers shppoatocol through RS-282tmanto external devices,
such as computers running RSLinx® Classic software, PanelView™ Component t
(firmware revisions 1.70es},HgimelView 800 termin#igr @ontrollers that support
CIP Serial over DF1 Full-Duplex, satttogx®atd CompactLogix™ controllers that
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have embedded Serial ports. Bulle®&20802080-L708ugplsort the DF1 Half-
duplex and Radio Modem protocols.

EtherNet/IP, supported onrti&6Mand Micro870 controller, uses the standard Ether
TCP/IP protocol.

The Micro850 and Micro870 controllempsiopp®tgnultaneous EtherNet/IP Server
connections.

To configure CIP Seri@bisiegure CIP Serial Driver on page 65
To configure for EtherNet/Gargepire Ethernet Seattingsge 71
For more information on the DF1 prGoconecde Networks usiow e 343

CIP Symbolic Addressing

You can access any global variablestidpmdloli€laddressing except for system and
reserved variables.

One- or two-dimension arrays for sityplesdata supported (for example, ARRAY OF
INT[1...10, 1...10]) are supported but arrays of arrays (for example, ARRAY OF A
supported. Arrays of strings are also supported.

Table 13 - Supported Data Types in CIP Symbolic

Data Typ8 Description

BOOL Logical Boolean with values TRUE(1) and FALSE(0)
(Uses up 8 bits of memory)

SINT Signed 8-bit integer value

INT Signed 16-bit integer value

DINT Signed 32-bit integer value

LING® Signed 64-bit integer value

USINT Unsigned 8-bit integer value

UINT Unsigned 16-bit integer value

UDINT Unsigned 32-bit integer value

ULIN® Unsigned 64-bit integer value

REAL 32-bit floating point value

LREARD 64-bit floating point value

STRING character string (1 byte per character)

DATR Unsigned 32-bit integer value

TIME Unsigned 32-bit integer value

(1) Logix MSG instruction can read/write SINT, INT, DINT, LINT, and REAR datal¢yReadisargl“C P Mxtta
Table Write” message types.
BOOL, USINT, UINT, UDINT, ULINT, LREAL, STRINTE ,StHORMMB TRtAIGpes are not accessible with the Loy
MSG instruction.

(2) Not supported in PanelView Component or PanelView 800 terminals.

(3) Can be used by sending data to UDNGeweithiyPEmelViewarluBanelView 800 terminals.

CIP Client Messaging

CIP Generic and CIP Symbolic mesppgeedm@nsMicro8odaters through the
Ethernet and Serial ports. The MSG_CIPSYMBOLIC and MSG_CIPGENERIC fun
these client messaging features.

For more information and saiRlstart project to halpgethe CIP Client Messaging
feature, see Micro800 Programmable Controllers: Getting Started with CIP Client
publicati2080-QS002
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Sockets Client/Server TCP/UDP

Sockets protocol is used for Ethernet communications to devices that do not supp
TCP and EtherNet/IP. Sockets supposesient and TCP and UDP. Typical applicatio
include communicating toq@rivaecode readers, and PCs.

The Micro830, Micro850, and Micro870 controllers support pass-thru on any comr
port that supports Common Industoal(@hejdor applications such as program
download. It does not support applicatgugéhaedicated connections such as HMI.
Micro830, Micro850, and Miznt@hers support a maximum of one hop. A hop is def
to be an intermediate connection or coomsilinichetween two devices — in Micro800
the hop is through EtherNet/IP or CIP Serial or CIP USB.

Examples of Supported Architectures

CIP Serial to EtherNet/IP

EtherNet/I

UsB [T Serial
]

2080-REMLCD Micro850 Micro850

For program download controller 1 controller 2

You can download a program from the PC to controller 1 through the USB to Serial
port conversion via the Remote LCD. Also, the program can be downloaded to %i'
controller 2 and controller 3 oieEW®BENet/IP but the performance is Micro850
limited by the Serial connection.

controller 3

USB to EtherNet/IP

USB EtherNet/IP

Micro850 Micro850

For program download controller 1 controller 2

You can download a program from the PC to controllerl ovegtd8B. Also, the pro
can be downloaded to controléenratidr3 over USB to EtherNet/IP.

Micro850
controller 3

EtherNet/IP to CIP Serial

EtherNet/IP

Micro850 Micro850
For program download controller 1 controller 2
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USB to DeviceNet

USB

DeviceNet

Micro850 controller with
For program download 2080-DNET20 plug-in
scanner (Address 0)

EtherNet/IP to DeviceNet

EtherNet/IP

PowerFlex 525 drive v

25-COMM-D adapte
(Address 1)

CompactBIockvLDX l
(Address 2)

DeviceNet

Micro850 controller with

For program download 2080-DNET20 plug-in
scanner (Address 0)

PowerFlex 525 drive v
25-COMM-D adapte
(Address 1)

You can use Connected Components Workbench software to configure
the PowerFlex drives.

: 1 &
CompactBlock LDX |,
(Address 2)

IMPORTANTMIicro800 controllers do not sugpple hops (for example, from

EtherNet/IP > CIP Serial > EtherNet/IP).

Use Modems with Micro88@i modems can be used with886, Naro850, amdavd controllers.
Controllers Making a DF1 Point-to-point Connection

You can connect the MicroBEHMiand Micrp&¢ffammable controller to your Serial
modem using an Allen-Brédiegdem Serial cable (1761-CBL-PMO02) to the controlle
embedded Serial port together withudl 9apdem adapter — a null modem with a null

modem adapter is equivalent to a imledéhmea@&commended protocol for this

configuration is CIP Serial.

Construct Your Own Modem Cable

If you construct your own modem cakleuheaahle length is 15.24 m (50 ft) with a
25-pin or 9-pin conndatpure 28hows the typical pinout for constructing a straight-

through cable.
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Figure 25 - Straight-through Cable Pinout Guide

DTE Device DTE Device
(Micro830, Micro850, and Micro870 (Modem and so on.)
controllers channel 0)
8-pin 25-pin  9-pin

7 TO > TD| 2 3

4 RD|« RD| 3 2

2 G\D| < > QD| 7 5

1 B oD| 8 1

8] / R D | 4

5 oD, R| 6 6

6 s« as| 5 8

3 RS > RS| 4 7

Configure Serial Port You can configure the Serial port dri8eria ©Ii&tlbus RTU, ASCII, or Shutdown thro
the Device Configuration tree in the Connected Components Workbench software

IMPORTANTWhen you enable REMLCD, th€ Rgrameters are configured
to overwrite the Serial Port settings.

Configure CIP Serial Driver

1. Open your Connected Components Workbench project. On the device confi
go to the Controller piege$elect Serial Port.
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2. Select CIP Serial from the Driver field.

3. Specify a Baud Rate. Select a comnat@itegticall devices in your system
support. Configure all devices in tHerstfstesame communication rate. Default
Baud Rate isa€38,400 bps.

4. In most cases, parity and stiégr ark left at the default settings.

5. Select Advanced Settidget Advanced parameters.
Sedable ¥dr a description of the CIP Serial parameters.

Table 14 - CIP Serial Driver Parameters

Parameter Options Default
Toggles between the commonmatatiof 1200, 2400, 4%%%0

Baud Rate 9600, 19200, and 38400.
Specifies the parity setting for the Serial port. Parity provides
Parity additional message-packet error detection. Select|E@re Odd, or

None.

er a value from 0...254. 1
er 1 for DF1 Full-duplex.

Defines the DF1 mode — Full-duplex, Half-duplex n@stigured as Full-

Station (Node) Add

DF1 Méte Half-duplex slave, Radid®lodem duplex by default.
 Full-duplex: No HandBhhidyplex (RTS always ON).
« Half-duplex slave: Nshddad Half-duplex without
continuous carrier (RTS/CTS). Configured as No
Control Line « Half-duplex master: NehaadHalf-duplex withoutHandshake by

continuous carrier (RTHa@F@)plex (RTS always @rfiault.
» Radio Modem: No HanHslifatkeplex without continuous
carrier (RTS/CTS),uptfdvith DCD Handshake.

Detects and eliminates duplicate responses to a message.
Duplicate Packet |Duplicate packets may be sent under noisy comng}i‘%%%%q
. es

Detection conditions when the sender’s retries are not set to
between Enabled and Disabled.
Error Detection Toggles between CRC and BCC. CRC

To use embedded responses, choose Enabled Urjconditionally. If

you want the controller to use embedded responses only when it
detects embedded responses from another device, choose After
Embedded Respong®se Received. After One Received
If you are communicatingneitier Allen-Bradley devjce,

choose Enabled Unconditionb#igded responses increase

network traffic efficiency.
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Parameter Options Default
The number of times the controller ressage pankst

NAK Retries because the controller received a NAK response t@Bthe previous
message packet transmission.

ENQ Retries The number of enquiries (ENQs) that you want the§ontroller to

send after an ACK timeout occurs.

Transmit Retries

Specifies the number of times a message is retrie
first attempt before being daataieVerable. Enter a
from 0...127.

j after the
\Balue

ACK Timeout (x20 1

ecifies the amount of time péteket is transmitted
ACK is expected.

gb?\t

EOT Suppression

Enabled, Disabled

When EOT Suppression is enabled, the slave doeg
when polled if no messaqgelied. This saves moden
transmission power and time when there is no me
transmit.

s not respond
Disabled
ssage to

Poll Timeout (x20 msyceive a poll within the Poll Timeout, an MSG inst

0...65,535 (can bie £& ms increments)

Poll Timeout only appliea slaga device initiates an
instruction. It is the amotimedthat the slave device
for a poll from the master device. If the slave devig

generated, and the ladder program must requeue
instruction. If you are using an MSG instruction, it
recommended not to use a Poll Timeout value of z
Timeout is disabled when set to zero.

MSG

waits

e does not
1B@HION error is
the MSG

s

ero. Poll

RTS Off Delay (x20

0...65,535 (can bie &€& ms increments)
cifies the delay time betwadghenhast serial char
nt to the modem andRBes deactivated. Give
modem extra time to tranerastitharacter of a pack

ter
5 the
et.

RTS Send Delay (x

0...65,535 (can bia & ms increments)

%’gries the time delay beeite@nRTS until checki
I S response. For use with modems that are
respond with CTS immediately upon receipt of RT|

:6 for
ot ready to
S.

Message Retries

0...255

Specifies the number of telae® aevice attempts to |
a message packet when it does not receive an AC
master device. For use in noisy environments whe
packets may become corrupted in transmission.

esend
from the
re message

Priority Polling Ran
High

BEeTect the last slave station address to priority poll.

0

Priority Polling Ran
Low

(Belect the first slave station address to priority pol
255 disables priority polling.

2@é/alue of

Normal Polling Ran
High

BeTect the last slave station address to normal polf.

0

Normal Polling Ran
Low

geelect the first slave station address to normal pol
255 disables normal polling.

2@élalue of
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Table 14 - CIP Serial Driver Parameters (Continued)

Parameter

Options

Default

Normal Poll Group

Enter the quartftgctive stations in the normal poll r
you want polled during a scan through the normal

configured in the Priority Polling Range, leave this
0.

ange that
poll range

Jieéore returning to the priority poll range. If no statidns are

parameter at

Reply Message Wa
Timeout

Defines the amount of tigtemna increments, which {
master station waits after receiving an ACK (to a n
tnitiated message) before polling the slave station
Choose a time that is, at minimum, equal to the lon
a slave station requires to format a reply packet. T
typically be the maximum scan time of the slave s

he

naster-

for a reply.
est time that

his would

ation.

Polling Mode

If you want to:

* Receive only one message from a slave station
choose STANDARD (SINGLE MESSAGE TRAN
SCAN). Choose this method only if it is critical ta
list scan time to a minimum.
Receive as many messages from a slave statior
choose STANDARD (MULTIPLE MESSAGE TR
SCAN).

Accept unsolicited messages from slave stations
MESSAGE BASED (ALLOW SLAVES TO INITIA
Slave station-initiated messages are acknowled
processed after all mststigon-initiated (solicited)
messages.

Slave stations can only send messages when th
If the message-based master station never send
station a message, the master station never sen
station a poll. Thereforagato alslave station-initiat
message regularly from a slave station, choose
standard communication mode instead.

Ignore unsolicited messages from slave stations
MESSAGE BASED (DO NOT ALLOW SLAVES

per its turn,
SFER PER NODE
keep the poll

as it has,
ANSFER PER NODE

, choose
A\TE MESSAGES)
yed and

MESSAGE BASED

BES TO
ﬁ&%ﬁ%ﬁﬁd@sm ES)

ds the slave
ed
0 use

, choose
TO INITIATE

MESSAGES)
Slave station-initiated messages are acknowled

ed and

discarded. The master station acknowledges the slave
station-initiated message so that the slave station removes
the message from its transmit queue, which alloys the next
packet that is slated for tissieminto the transmit queue.

(1) For more information on DF1 piGtmuwcsée Networks usiog e 343

(2) Half-duplex and Radio Modem DF1 modes are oMig8580(28B80+.50E) and Micro870 (2080-L70E) controlle

68

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



Chapter 5 Communication Connections

Configure Modbus RTU

1. Open your Connected Components Workbench project. On the device confi
go to the Controller piegeBelect Serial Port.

2. Select Modbus RTU on the Driver field.
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3. Specify the following parameters:

- Baud Rate

- Parity

- Modbus Role
Table 15 - Modbus RTU Parameters
Parameter Options Default
Baud Rate 1200, 24QMEEB0N0AL9200, 38400 19200
Parity None, Odd, Even None
Modbus Role Master, Slave, Auto Master

4. You can configure additional parameters under Advanced Settings.

Table 16 - Modbus RTU Advanced Parameters

Parameter Options Default

Media RS-232, RS-232 RTS/CTS, RS-485 RS-232
Data Bits Always 8 8

Stop Bits 1,2 1

Response Timer 0...999,999,999 milliseconds 200
Broadcast Pause 0...999,999,999 milliseconds 200
Inter-char Timeout 0...999,999,999 microseconds 0

RTS Pre-delay 0...999,999,999 microseconds 0

RTS Post-delay 0...999,999,999 microseconds 0

Configure ASCII

1. Open your Connected Components Workbench project. On the device confi
go to Controller properties. Select Serial Port.

2. Select ASCII on the Driver field.

3. Specify the following parameters:
- Baud Rate
- Parity
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Parameter Options Default
Baud Rate 1200, 240®eENaL9200, 38400 19200
Parity None, Odd, Even None

4. You can configure advanced parameters under Advanced Settings.
Table 18 - ASCII Advanced Parameters

Parameter Options Default

Control Line | SRIex without aonrisarier, No Handehake | NO Handshake
Deletion Mode CRT, Ignore, Printer Ignore

Data Bits 7,8 8

Stop Bits 1,2 1

XON/XOFF Enabled or Disabled Disabled
Echo Mode Enabled or Disabled Disabled
Append Chars 0x0D,0x0A or user-specified value 0x0D,0x0A
Term Chars 0x0D,0x0A or user-specified value 0x0D,0x0A

Configure Ethernet Settings open your Connected Componentpimtbgackxamidiero8s0). On the
device configuration tree, go to Controller properties. Select Ethernet.

In Connected Components Workbenebrsafiw28eor higher and with Micro850
and Micro870 LxOE controller project version 23, you can configure IPv4 and
settings. The IPv6 is disabled by default.

The Ethernet port defaulésfaditliving out-of-the box settings:

e DHCP (dynamic IP address)

» Address Duplicate Detection: On
If Duplicate Detection is changbe fsoemious download, the controller
needs to be restart to rifiechanges in the controller.

IMPORTANTWhen a DHCP server faitsp8@0Mbntroller allocates IP
addresses in the private rariel 161 to 169.254.255.254.
The Micro800 controller verifies that its address is unique on
network using ARP. Whe@Fheeblidr is again able to
service requests, the Micro800 controller updates its address
automatically.
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3. Configure Internet Protocol (IP) settings.

Specify whether to aibil® address automatically using DHCP or manually
configure IP address, subnet andrgativay.you must first enable Configure
IPv6 in order to see all the configuration settings.

B

Select the checkbox Depdicate IP address to enable detection of duplicate
address.

5. Under Ethernet - Port Settings:

6. Set Port State as Enabled or Disabled.
For Micro850 and Micro8¢oritxilters with firmware revision 23.011 or higher,
can enable & disable IPv4 and IPv6 communication. However, you cannot di
IPv4 and IPv6 settings. To disabtérigsthuse the Port disable function.

To set the connection speed andrdaplediy, clear the Auto-Negotiate speed
and Duplex Mode checkb®etTherspeed (10 Mbps) and Duplex Mode (Half ol
values. By default Auto-Negotiate Speed and Duplex Mode is selected.

8. On the device configuration tree, seleetddidagg onlimadaitor Interface and
Media counters. The counters are avaifeldeedrwhen theattemtis in Online
mode.

Validate IP Address

~

Modules must validate thengnd®raddress configuration, whether it is obtained throu
explicit configuration or through DHCP.

The following rules must be obeyed when configuring the IP address:

« The IP address for the module cantoord® sa multicast address, a broadcast
address, or an address casthé ©@opback network (127.X.x.X).

* The IP address must not start vaititl zeeolP addressonet® must not be
Zero.

* The Network mask canset toe?255.255.255.255.

« The Gateway address must be orstimebazethe Itrask that is being
configured.

« The Name Server address cannotb&® satrtaulticast address, a broadcast
address, or an address aasthA @opback network (127.X.x.X).

The valid range of static IPv4 IP addresses exclude:
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e Broadcast or zero IP (255.255.255.255 or 0.0.0.0)

« |IP addresses that start with 0 or 127 (0.XXX.XXX.XXX OF 127 .XXX.XXX.XXX)
* |IP addresses that end with 0 or 255 (XXX.XXX.XXX.0 Or XXX.XXX.XXX.255)
« |IP addresses in the range 162:@54.69x254.0.0 to 169.254.255.255)

e |IP addresses in the rang® 224 255.255.255.255

Modules must validate thengpng®raddress configuration, whether it is obtained throu
explicit configuration or through DHCPV6.

The following rules must be obeyed when configuring the IP address:

e The IP address for the module camiriotaszo,unspecified(::), a multicast
address(FF::), or an address on the loopback (::1).

« Consecutive sections of zeros are riéptadede colon (::) and only used once
in an address,

For example: 2001:db8::0:5e88:ff16:fec2:1234

« The Gateway address must be orstimebazethe Itrask that is being
configured and vice-versa.

e The Name Server address cannatdre seistecified(nyjdcast address(FF::),
or an address on the loopback (::1).

Ethernet Host Name

Micro800 controllers implement unique haseaamesntroller, to be used to identify
the controller on the network. The defanierastsists of twis:garoduct type and

MAC address, which are separated by a hyphen. For example: 2080-LC50-XXXXX>
XXXXXXXXXXXX IS the MAC address.

You can change the host name using ibe S#P/Akibute Simigéan the controller is
in Program/Remote Program mode.

IPv6 Support

An IPv6 address is a 1p8diuaneric identifier usechte and identify a network
interface of a device partigipatin IPv6 network. It's represented as eight groups of
hexadecimal digits, separated by colons (for example,
2001:db8:85a3:0000:0000:8a2¢e:0370:@Bd4)ofstortof the address can be either
removing leading zeros in each group (for example.2001:db8:85a3:0:0:8a2e:0370
consecutive zero groups can be represented by a double colon. (::) (for example,
2001:dbh8:85a3::8a2e:0370:7334).

IMPORTANTA double colon (::) can only appear once in an address.

IPV6 is supported only in the Micro858 & NiErcontrollers with firmware revision
23.011 and later with default set tardisaditkedler firmware 23.011, only Modbus TCP
Server function is supported in theigfevatimomNo other EtherNet/IP functions are
supported including uploadamaladioof programs ancbgbimegvia IPv6. If IPv4 is
disabled, you must use USB or Serialtdioennitc the cdletréor program upload,
and to download and monitor the controller.

Configure CIP Serial Driver open your Connected Components Workbench project. On the device confi
go to the Controller piepetlick Serial Port.

2. Select CIP Sewial fine Driver field.

3. Specify a Baud Rate. Select a comnat@itegicall devices in your system
support. Configure all devices in tHerstfstesame communication rate. Default
Baud Rate is set @ 38,400 bps.

4. In most cases, parity andastdtiess are left at default settings.
5. Select Advanced Seattidget Advanced parameters.
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OPC Support Using Support for Open Platform Commuritiosiag(IP symbolic has been added from
FactoryTaIk Linx firmware release 7.011 onwards. This can be used in place of Modbus addressing

FactoryTalk® Linx software version SR0)(@R&®er and FactoryTalk® Linx Gateway
software version 3.70 8BR6r later are required.
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Micro870 Controller Distributed Network
Protocol

This chapter describes how tareahédNP3 communication settings.

Channel Configuration fOohe default communication protocol fak ploetSexiDF1 Full-Duplex. To communicate

DNP3 Slave

with Distributed Network Protocol (RN&#)etlmust be configured for DNP3 Slave.

The default communication protocol for the Ethernet channel in the controller is Et
To communicate with the BNABmretocol, select DRB &nable in the Ethernet
configuration page.

IMPORTANTThe DNP3 protoocolyssupported in the following Micro870
controllers.
» 2080-L70E-24QBBN
» 2080-L70E-24QWBN, 2080-L70E-24QWBNK

To program the controller, use Connected Components Workbench software versi
or later.

In Connected Components Workbench software, open the Micro870 controller prc

There are three configurations that atiee theddD®iP3 protocol in Connected Componer
Workbench software:

e Serial port configuration
» Ethernet port configuration
« DNP3 Slave Application Layer configuration

Serial Port Link Layer Configuration

Link Layer related configuration cambiel@wezial Port configuration page.
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Ethernet Layer Configuration

To enable the DNP3 over IP protocol, seciFDRERDIe in the Ethernet configuratior
page.
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Link Layer related configuration cadosiedrbthe Ethernet configuration page.

DNP3 Slave Applindtayer Configuration

Application Layer relateducatidig can be done in the DNP3 Slave configuration pag

If multiple ports are configured for thetbddi3hpr Serial and Ethernet ports share the
DNP3 Slave configuration. Any changes Blalve Bdhfiguration page affect all ports.
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Serial Link Layer Configuration Parameters
Driver

Set this selection to DNP3 Stemmtmicate with DNP3 protocol.
Node Address

This value is a node address of this DNP3 Slave.
The valid range is 0...65519. Default value is 1.
Baud

The selections can be 38400, 19200, 2400, 48d 1200. Default selection is 38400.
Parity

The selections can be NONEJ EHN,efault selection is NONE.

Stop Bits

The selections can be21@efhult selection is 1.

Enable Master Address Validation

Valid selections are Endiglekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the controller accepts the requests f
DNP3 Master.

When the selection is Enabled (Cheokéd)ldhaccepts the requests only from the
DNP3 Master, which is eahiiigiire Master NodeO...Master Node4. The maximum ni
of Master Node Addresses for the Master Address Validation is 5.

Enable Self-Address

Valid selections are Endidekie@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When this bit is Disabled (Uncheplaetttaniyat contain the destination address
65532(FFFCh) are ignored.

When this bit is Enabled (Checke#gtanlygtaontain the destination address
65532(FFFCh) arptadcand processed.

Any responses back to the DNP3 Mastiee iacludesonfigured DNP3 address of the
Micro870 controller.
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Master NodeO

This value is used to:

+ Validate the Master node address when the Enable Master Address Validatic
(Checked).

* Vend Unsolicited RespamsEngolicited Response functionality is enabled. An
Unsolicited Response is sent out to the DNP3 Master having this address.

The valid range is 0...65519. Default value is 0.
Master Nodel, MasteMdstirNode3, Master Node4

This value is used to check validaster fopdéaaddress when Enable Master Address
Validation is Enabled (Checked).

The valid range is 0...65519. Default value is 0.

Control Line

The selections can be No Handshakegled watfedit continuous carrier (CTS/RTS).
Default selection is No Handshake.

When the controller is connected to &NRBRlylHs RS-232 line directly, you must
select No Handshake. If you want to use the Modem line in a half-duplex network,
select Half-duplex without continuous d&RTi8).(IETi® contrisliesnnected to an
RS-485 network, you must select No Handshake.

Request LL Confirmation

Valid selections are Endidekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Undhekeames from the controller are sent out
with the function cod&JRCONFIRMED_USER_DATA (4).

When the selection is EnhbEe; Primary Framesdroontitoller are sent out with
the function code FC_CONBSEREDATA (3). In this case, the controller waits for tf
confirmation and may retry the Franmifreacbd/e the confiom@itom DNP3 Master
within the time Confirmation Timeout (X1 ms).

Send LL Confirmation

Valid selections are Endigekle@ and Disabled (Unch2eterdt value is Disabled
(Unchecked).

When the selection is Disabled (Unchecked), the optional Secondary Frame is not
the function code FC_NACK (1) or FC_NOT_SUPPORTED (15).

When the selection is Enabled (Chediath| 8ecopdary Frame is sent out with the
function code FC_NACRGINOT_SUPPORTED (15).

IMPORTANTMicro870 (2080-L768BN4cpntrollers support this function only
when the DNP3 Master sends confirmed user data. This function i
supported when the DNP 3bfaddarncomiéd user data.
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Confirmation Timeout (X1 ms)

When Request LL Confirneatadsiad, the controller waits to receive a confirmation fre
until this timeout has expired.

The valid range is 1...65535. Default value is 20.

Message Retries

When Confirmation Timevs ek expired and thisgiaravas nonzero value, the
controller tries to send retry packets.

The valid range is 0...255. Default value is 0.

Pre-transmit Delay (x1 ms)

The controller waits for the sip@tiéidefore sending the packet.
The valid range is 0...65535. Default value is 0.
RTS Off Delay (x1 ms)

When the Control is set at Half-dupleX8/adénhébdshakindgativice is enabled.
This specifies a time delay between ghieagrstnidsion and dropping of the RTS signe

The valid range is 0...65535. Default value is O.
RTS Send Delay (x1 ms)

When the Control is set at Half-dupleX3/Bd&méadshakisgnthy is enabled.
This specifies a time delaebehe raising of the RT$ amiibtiion of a transmission.

The valid range is 0...65535. Default value is 0.

Max Random Delay (x1 ms)

This parameter is use@mgitinansmit Delay (x1 ms) for Collision Avoidance on RS-4!
network. For more informatiGollséen Avoidamceage 116

The valid range is 0...65535. Default value is 0.
Ethernet Layer Configuration Parameters

The DNP3 over IP subsystem in the controller supports Listening End Point, TCP [
and Datagram End Point types.

» Listening End Point type supports one TCP connection as a Server and UDF

e TCP Dual End Point type supp&ttscomedii®n as a Server, and one TCP
connection as a Client and UDP datagram.

« Datagram End Point typesiip®e datagram from DNP3 Masters. The default
and UDP port numbers are 2@8®@@mdumbers are configurable.

The parameter End Point Type determiradsetink ppp®. According to the parameter,
the controller works asatiff End Point type3abeldr each configuration.
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Table 19 - End Point Type Parameter Selections

End Point Type  Connection Description

Any of the requests are acoeptbe responses are transmitted

One TCP server |through this connection.

. . connection The unsolicited responses are transmitted through this connectior
Listening when this connection is available.

Accepts only broadcast packets when the DNP3 destination node
one of OXFFFD, OxF&FBEFBRF in the request.

Any of the requests are acoepthe responses are transmitted
through this connection.
The unsolicited responses are transmitted through this connectior

UDP datagram

One TCP server

connection when this connection is available.
This connection has a highigr thdm the Client connection.
Any of the requests are acaegthe responses are transmitted
Dual through this connection.
One TCP client |The unsolicited responses are transmitted through this connectior
connection when this connection is available.

The controller does not request a TCP client connection to the DN
Master until an unsolreispdnse is generated.

Accepts only broadcast packets when the DNP3 destination node
one of OXFFFD, OxF&FBEFRRF in the request.

Any of the requests are acuegtbe responses are transmitted
through this connection.

All responses can be transmitted to the different DNP3 Master po!
according to the configuration of the parameters Remote UDP Pol
Datagram Only UDP datagranMNaniyper and Master IP AddressO. If this parameter is not set to O,
solicited responses are sent to the DNP3 Master port that is
configured. If this paramegetdsGs the solicited responses are

sent to the DNP3 Master port that sent the request.

TCP connection is not available in this configuration.

The parameter DNP3 over IP Enable isncihvefigthrechet carditipn page and other
parameters are configured in the DbiRBi@laston page. For more information, see
Channel Configuration for DN&8 #geer 5

DNP3 over IP Enable

UDP datagram

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default va
(Unchecked).

When the selection is Disabled (Uncheskedi,eDiveBEthernet is disabled after the
configuration is downloaded to the controller.

When the selection is Enabled (Cheded)c®BNRS Ethernet is enabled after the
configuration is downloaded to the controller.

Enable Master Address Validation

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default va
(Unchecked).

When the selection is Disabled (Unchecked), the controller accepts the requests f
DNP3 Master.

When the selection is Enabled (Cheokéd)lahaccepts the requests only from the
DNP3 Master Node Address cohfitfured in the pararhiztstsr NodaOpage,79
andMaster Nodel, MédstE?, Master Node3, Masten NageZbPhe maximum
number of Master Node Addresses for the Master Address Validation is 5.
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Enable Self-Address

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default va
(Unchecked).

When this bit is Disabléub¢kiedt), any packets thahd¢batdestination address 65532
(FFFCh) are ignored.

When this bit is Enabled (Checked®tsathapaoktain the destination address 65532
(FFFCh) are accepted and processed.

Any responses back to the DNP3 Mastiee iacludkesonfigured DNP3 address of the
Micro870 controller.

Enable Access Control

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default va
(Unchecked).

When the selection is Disabled (Unchecked), the controller accepts the requests f
DNP3 Master.

When the selection is Enabled (Cheokéd)lehaccepts the requests only from the
DNP3 Master IP Address, which is confiqnanedrinters MEat&ddress0 to Master
IP Address4. The maximum numbelPoAldr&sses for the Access Control is 5.

End Point Type

The valid selections are Listening, Dugiaan@®blgtdDefault is Listening End Point tyg
Master NodeO

This value is used to:

+ Validate Master node address when the Enable Master Address Validation is
(Checked).

* Send Unsolicited Response wher Resgimitee functionality is enabled. An
Unsolicited Response is sent out to the DNP3 Master having this address.

The valid range is 0...65519. Default value is 0.
Master Nodel, MasteMdstirNode3, Master Node4

This value is used for validation of thedéaasdeiress when the Enable Master Addres
Validation is Enabled (Checked). Thislyaluews and valid when the Enable Master
Address Validation is Enabled (Checked).

The valid range is 0...65519. Default value is 0.
Master IP Address0O

This value is used to:
» Validate Master IP address wheletAedesalControl is Enabled (Checked).

« Send Unsolicited Response wher Resgmitee functionality is enabled. An
Unsolicited Response is sent out to the DNP3 Master having this address.

The valid value is an IP address. Default value is 0.0.0.0.
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Master IP Addressl, Master |RAstdra$s2ddress3, Master IP Address4

This value is used for validation of tHe atlaktess when the Enable Access Control is
Enabled (Checked). This value is anly ghidwvhen thel&Aaibess Control is

Enabled (Checked).

The valid value is an IP address. Default value is 0.0.0.0.

Master TCP Port Number (Unsol)
This value is used to configure Master TCP Port Number for Unsolicited Responst

The valid range is 0...65535. Default value is 20000.

Master UDP Port Nombéral Unsolicited

This value is used to configure MastexwbibePtmt Initial Unsolicited Response if the
parameter End Point Bgledsed as Datagram Only.

The valid range is 0...65535. Default value is 20000.
Master UDP Port Number

This value is used to configure MasteNWDBePd the parameter End Point Type is
selected as Datagram Only.

The valid range is 0...65535. Default value is 20000.
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Keep Alive Interval (x 1s)

This parameter speeifise interval for K€ Alive mechanism.

If the timer times out, the controller taatesepialive message. The keep-alive messag
is a DNP Data Link Layer status request (FC_REQUEST_LINK_STATUS). If a res
received to the keep-alive messagepltbe demins that the TCP connection is broken
and closes the TCP connection.

The valid range is 1...65535. Default value is 10.

Slave Node Address

This value is a hode address of this DNP3 Slave.
The valid range is 0...65519. Default value is 1.
Local Port Number (UDP)

This value is used to configure thé LRadlINiDnber, whiced for UDP socket
listening.

The valid range is 0...65535. Default value is 20000.
Local Port Number (TCP)

This value is used to configure th® [RaralNi@nber, whigets for TCP socket
listening.

The valid range is 0...65535. Default value is 20000.

DNP3 Slave Applicatiom Caydiguration Parameters

Channel for Unsolicited Response

Only channels that areyadmiyured for DNP3 protocol appear in the Channel for
Unsolicited Response dropelowrAll Unsolicited Respertsassmitted through this
selected channel.

Restore Events After Power Cycle

When the selection is Disabled (UncR8okeeiiiNat are generated before a power
cycle are flushed after a power cycle. When the option is Enabled (Checked), all L
are restored after a power cycle.

Valid selections are Endidekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).
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Unsolicited Responses On Start Up

Valid selections are Endigekle@ and Disabled (Unch2eterdt value is Disabled
(Unchecked).

When the selection is Disabled (Utichexdkdd)ller does not send any enabled
Unsolicited Responses aftrbunetil it has receave@ ENABLELINEED (20)
command from the DNP3 Master.

When the selection is Enabled (Dlecnietlpller sends any enabled Unsolicited
Responses after a restart to the DNP3 Master unconditionally.

Unsolicited Responses For Classl

Valid selections are Endiglekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Uhbissticiig] Response is disabled for Class 1
events. To prevent overflowing of thiéezydm BINP3 Master should poll for Class 1
events.

When the selection is Enabled (Chedtdt) Rérspainse is enabled for Class 1 events

Unsolicited Responses For Class2

Valid selections are Endidekie@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Uhbislciid)] Response is disabled for Class 2
events. To prevent overflowing of thifezyémd BINP3 Master should poll for Class 2
events.

When the selection is Enabled (Cheditdt), Rérspainse is enabled for Class 2 events

Enable Unsolicited For Class3

Valid selections are Endiglekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Uhbismilciid)] Response is disabled for Class 3
events. To prevent overflowing of thiezyémg BINP3 Master should poll for Class 3
events.

When the selection is Enabled (Chedtd) Rérspainse is enabled for Class 3 events

Send Initial Unsolicited Null Response On Start Up

Valid selections are Endidekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Utteheckeller does not send Unsolicited NULL
Response with RESTART IIN bit on startup.

When the selection is Enabled (Checkedl)etteends Unsolicited NULL Response wi
RESTART IIN bit on startup.

This selection is also used for serRizstattt [IN bit during Driver and Channel
configuration changesn&@ information)seenal Indicationspage 101
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Enable Confirmation

Valid selections are Endigekle@ and Disabled (Unch2eterdt value is Disabled
(Unchecked).

When the selection is Disabled (Utloheckddller sends Response packets with CO
bit set in its header under the following conditions only:

* When the response has Event data

* When the response is multi-fragment response

* When the Unsdii¢®esponse is sent
When the selection is Enabled (Checked), the controller always sends Response
the CON bit set in its headecaub@&s the DNP3 Master to send replies confirming th
received each Response packet without error.

Enable Time Synchronization

This parameter used with Time Synchronization Interval (x1 mins).

Valid selections are Endiglekle@ and Disabled (Unch2etedt value is Disabled
(Unchecked).

When the selection is Disabled (Unicbexked)|ler does not perform any time
synchronization.

When the selection is Enabled (Cheakedl)etteetothe NEED_TIME Internal Indicatit
bit (IIN1.4) on power-up and every iigergafithaed in Tayechronization Interval

(x1 mins).

Time Synchronization Interval (x1 mins)

This parameter is used with Enabfecfiiorezagion. Only valid when Enable Time
Synchronization is Enabled (Checked).

The valid range is 0...32767. Defaultfrhkigatu@.isheé, NEED_TIME Internal
Indication (1IN1.4) bit are set at stir¢unpadited every Time Synchronization Interval
minute if the value is greater than 0.

When the parameter Enalfyicm®nizationsalided (Unchecked), the 1IN1.4 bit is
never turned on.

Max Response Size

The controller sends an Application Lay#t ifrdviextBesponse Size. If the Response
packet size is larger than thitheatoatroller fragments the Response packet.

The valid range is 27...2048 in bytes. Default value is 2048.

Confirmation Timeout (x1 ms)

When Enable Confirmatiablésiethe controller waltpfitication Layer Confirmation
until the Confirmation Timeout (x1 ms) has expired.

The valid range is 100...65535 in 1 ms increments. Default value is 10000.

Number of Retries

This parameter is used only for Unsolicited Résp valiseigo the maximum of
65535, it means infinitesretribe Unsolicited Response.

The valid range is 0...65535. Default value is 0.
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Number of Classl1 Events

If the controller is configur&alinitiate Class 1 UnddiReisponses, this parameter is
used to limit the maximum number ofdeleidsyeneratedagyed into the event
buffer for Class 1 events. In this vakee thdisables Class 1 event generation.

If the controller is configured to geseliaftetdiResponses, and the number of queuec
Class 1 events reaches this aiselicited Reseaos initiated.

The valid range is 0...10000. Default value is 10.
For more informatiorDNE&S 10K Event Loggage 114

Hold Time after Class1 Events (x 1s)

This parameter is only for a ClasgeddRespicnse. The controller holds the events
during Hold Time after Class1 BEMesfisréxidiiating an Unsolicited Response.

The valid range is 0...65535. Default value is 5.
The value of 0 indicates that rezmoneedelayed due to this parameter.

The parameters Number oE@stsand Hold Time after Class1 Events (x 1s) are us
together so that if either one of the criteria is rigtedrRdaponse is transmitted.

By default, the Hold time geretifpor each new event detected.

Number of Class2 Events

If the controller is configureainitiate Class 2 UnsbResponses, this parameter is
used to limit the maximum number afhdsiedsyeneratedagykd into the event
buffer for Class 2 events. In thigloasedisables Class 2 event generation.

If the controller is configured to geselaitetdiResponses, and the number of queuec
Class 2 events reaches this \ahseliaited Response is initiated.

The valid range is 0...10000. Default value is 10.
For more informatiorDE&S8 10K Event Loggiage 114

Hold Time after Class2 Events (x 1s)

This parameter is only for a Classt@d_Respionse. The controller holds the events
during Hold Time after Class2 Events (x 1s) befddasoiizted) Response.

The valid range is 0...65535. Default value is 5.
The value of 0 indicates that resfoneedelayed due to this parameter.

The Parameters Number of Class2 Everisrendftéo Cl&ssshts (x 1s) are used
together so that if either one of the criteria is ni@tedrRdaponse is transmitted.

By default, the Hold time geretlifor each new event detected.

Number of Class3 Events

If the controller is configuréalintiate Class 3 UnsbRetponses, this parameter is
used to limit the maximum number afhésedsyeneratedagykd into the event
buffer for Class 3 events. In this case, value 0 disables Class 3 event generation.

If the controller is configured to geseliaitetdiResponses, and the number of queuec
Class 3 events reaches this ahssliaited Response is initiated.
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The valid range is 0...10000. Default value is 10.
For more informatiorDEE&S 10K Event Loggage 114

Hold Time after Class3 Events (x 1s)

This parameter is only for a Classt8dJResficinse. The controller holds the events
during Hold Time after Class3 Eybefsi ibitiating an Unsolicited Response.

The valid range is 0...65535. Default value is 5.
The value of 0 indicates that rezmoneedelayed due to this parameter.

The parameters Number of Class3 Evdrisamafiés Class3 Events (x 1s) are used
together so that if either one of the criteria is rigtedrRdaponse is transmitted.

By default, the Hold time geretifpor each new event detected.

Select Timeout (x 15)

The valid range is 1...65535. Default value is 10.

This parameter is used for controlling CROB (Control Relay Output Block) and AC
Output Block). After receeviegjtiest with the functitenk® SELECT(3), DNP3 Master
should send the requestenitmtition code FC_ OPBRINIMEH])s configured time.

DNP3 Object Data and Config

The DNP3 Mapping selection under DINBE&ténadién properties allows you to define
the mapping of the listed DNP3 object prapetijes (class number, online/offline
status, object quality flags, deaddérdbresholds) to controller variables.

For more informatiorDN&S Objects and Controller danimpied 01

DNP3 Secure Authentication

The controller implements DNP3 SeuwcticatAutwhich is based on the DNP3
Specification, Suppleméoiutoe 2, Secure Authentication, Version 2.00 and 5.00.

DNP3 Secure Authentication has beeteidhipiehe DNP3 Application Layer of the
controller system. If you configure any parameters regarding DNP3 Secure Authe
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the DNP3 Slave Applicatiaohfigeration, it affects all ports that are configured for tt
DNP3 protocol in the controller.

Enable Secure Authentication

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default va
(Unchecked).

When the selection is Disabled (Unchecked), the controller disables the DNP3 Se
Authentication subsystem.

When the selection is Enabled (@leectrethller enables the DNP3 Secure
Authentication subsystem.

Secure Authentication Version

This parameter specifies the authentgiatichatthis DNP3 slave controller uses.

Select 2 for Secure Authentication veiseter? Sifar Secure Authentication version 5.
Default value is 2.

Enable Aggressive Mode in Secure Authentication

The valid selections are Enabled (Checked) and Disabled (Unchecked). Default va
(Unchecked).

When the selection is Disabled (Un@&heckéd)lahdisables DNP3 Aggressive Mode i
Secure Authetibrasubsystem.

When the selection is Enabled (Cheokéd)lehenables DNP3 Aggressive Mode in
Secure Autheniacasubsystem.

Critical Function Code in Secure Authentication

This critical function code DINR3 Slave configuratiorupadédsdefine the list of the
critical function codeéSeicure Authentication. A critttahfaode should be defined by
selecting the number icon toithahgeen Critical and Non-critical.

Table 2é6hows the default state of the toug®that are defined in the Connected
Components Workbench software.

Table 20 - Function Codes

Function Code Critical FCs Function Code Critical FCs

0 (0x00) Non-critical 20 (0x14) Critical

1 (0x01) Non-critical 21 (0x15) Critical

2 (0x02) Critical 22 (0x16) Non-critical
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Table 20 - Function Codes (Continued)

Function Code Critical FCs Function Code Critical FCs
3 (0x04) Critical 23 (0x17) Non-critical

4 (0x04) Critical 24 (0x18) Critical

5 (0x05) Critical 25 (0x19) Non-critical

6 (0x06) Critical 26 (0x1A) Non-critical

7 (0x07) Non-critical 27 (0x1B) Non-critical
8 (0x08) Non-critical 28 (0x1C) Non-critical
9 (0x09) Non-critical 29 (0x1D) Critical

10 (Ox0A) Non-critical 30 (Ox1E) Non-critical

11 (0x0B) Non-critical 31 (0x1F) Critical

12 (0x0C) Non-critical 129 (0x81) Non-critical
13 (0x0D) Critical 130 (0x82) Non-critical
14 (OxOE) Critical

Expected Session Key Chan@eliményah Secure Authentication

This parameter is used for configuringtétesesg®n key chiabgal in minutes.

The valid range is 0...120 (min). Default value is 15 mins.

When the DNP3 Master does not changeiye @dssiohe time that is configured, the

controller invalidates the Sésgiand its state for each user.

Expected Session Key Change Count in Secure Authentication

This parameter is used for configuring the expected session key change count.

The valid range is 1...10000. Default value is 1000.

Reply Timeout (x100 ms) in Secure Authentication

This parameter is used foudogfige reply timeout in 100 ms.

The valid range is 0...1200 (120 s). Default value is 20 (2 s).

Maximum Error Count in Secure Authentication

This parameter is used figuciony the maximum error count.

The valid range is 0...10. Default value is 2.

HMAC Algorithm in Secure Authentication

This parameter is usedfigue the Hash-based Masdaggication Code (HMAC)

algorithm.
* SHA-1

- Truncated to 4 octets (Serial)
- Truncated to 10 octets (networked)

» SHA-256

- Truncated to 8 octets (Serial)
- Truncated to 16 octets (networked)

Default value is SHA-256.
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Update Key in Secure Authentication

This parameter is used to defiméarmation Secure Authentication.

In Connected Components Workbenglosafamacegate the user keys in the DNP3
Slave configuration page.

e User Number
Valid range is 1...65535.

* User Role
A dropdown selection of various rgbescéraefine for each user number
(Viewer, Operator, Engineer, Installer, SECADM, SECAUD, RBACMNT, and

* User Name
Define the unique name for eachai8@rcharacters gram) alphabets, and
symbols).

e Update Key
The key to be used by each user, up to 32 hexadecimal digits.

To create a user, follow these steps.
1. Select Configunpen Update Key.

2. Select Add.
3. Enter the User Numbertteeldser Role, enter thiddsser and enter the Update
Key.

4. Select Encrypt or OK to create the user.
5. Download the projectdorttneller to update the user information in the controlle

To remove an existing user, follow these steps.
1. Select Configunpen Update Key.
2. Select the user to remove and select Delete.
3. Select OK to close the window.
4. Download the projectdortineller to update the user information in the controlle

Update Key Change Methotharity Certification Key

IMPORTANTThis feature is only avail&geure Authentication Version 5.

An Authority Certification Key is a Symytieit) @nPublic (not encrypted) key that is
stored in the controller for authentication with the DNP3 master when a Key chang

processed.
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Symmetric Key

Public Key

The type of key that is used in treeetifased on the Update Key Change Method
setting that you have selected in the configuration. To define the key, select one o
following settings.

e To use a Symmetric Key in authorization:
- AES-128/SHA-1-HMAC
- AES-256/SHA-256-HMAC
e To use a Public Key in authorization:
- RSA-2048/RSA SHA-256/SHA-256/HMAC
- RSA-3072/RSA SHA-256/SHA-256-HMAC

To configure the Authoritic&@stifKey, select Configure.

To define a Symmetric Key, enter 320ted icharthe fidehending on the Update
Key Change Method that you havEaleleict@id.to accept and encrypt the key.

To define a Public Key, you must gB&%a2048 or RSA-30icXRYy, depending on

the Update Key Change lhethyou have selected, arndreatiére field. Select OK to
accept the changes. Rgylscare not encrypted.
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Example of a Public Key

Default Variation Config

This configuration is used to define default variations in a response to a Class 0 pt

In Connected Components Workbeneersodiwva@e01.00 or later, you can select
Default Variation Table in the DNP3 Slave configuratgmtpagmtdigheation.
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Table Zhows the structure of the DNP3 Default Variation Configuration File.

Micro870 Controller Distributed Network Protocol

Table 21 - DNP3 Default Variation Configuration File

Group

Default Variation for the Following Obje

tts ndard Be&fault Variation

erAlte Default Variations

1

Binary Input Static Object

1 - Packed format

0 - All variation
2 - With flag

Binary Input Change Object

3 - With relative time

0 - All variation
1 - Without time
2 - With absolute time

Double Bit Binary Input Static Object

1 - Packed format

0 - All variation
2 - With flag

Double Bit Binary Input Oljee

3 - With relative time

0 - All variation
1 - Without time
2 - With absolute time

10

Binary Output Static Object

2 - Output status with flag

0 - All variation
1 - Packed format

11

Binary Output Change Object

2 - Status with time

0 - All variation
1 - Status without time

13

Binary Output Command

2 - Command status with time

0 - All variation
1 - Command status without time

20

16-bit Counter Static Object

6 - 16-bit without flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

5 - 32-bit without flag

32-bit Counter Static Object

5 - 32-bit without flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

6 - 16-bit without flag

21

Frozen 16-bit CounterCBipgat

10 - 16-bit without flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

5 - 32-bit with flag and time
6 - 16-bit with flag and time
9 - 32-bit without flag

Frozen 32-hit Counter Static Object

9 - 32-hit without flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

5 - 32-bit with flag and time
6 - 16-bit with flag and time
10 - 16-bit without flag
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Table 21 - DNP3 Default Variation Configuration File (Continued)

Micro8it(Rar Distributed Network Protocol

Group

Default Variation for the Following Obje

tts ndard Befault Variation

erAlite Default Variations

22

16-bit @oter Change Object

2 - 16-bit with flag

0 - All variation

1 - 32-bit with flag

5 - 32-bit with flag and time
6 - 16-bit with flag and time

32-bit Counter Change Object

1 - 32-bit with flag

0 - All variation

2 - 16-bit with flag

5 - 32-bit with flag and time
6 - 16-bit with flag and time

23

Frozen 16-bit Counter Cigage

2 - 16-bit with flag

0 - All variation

1 - 32-bit with flag

5 - 32-bit with flag and time
6 - 16-bit with flag and time

Frozen 32-bit Counter CDbjegé

1 - 32-bit with flag

0 - All variation

2 - 16-bit with flag

5 - 32-bit with flag and time
6 - 16-bit with flag and time

30

16-bit Analog Input Stajgct

4 - 16-bit without flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

3 - 32-bit without flag

5 - Single-precision, floating point with flag
6 - Double-precision, floating point with flag

32-bit Analog Input Sbfect

3 - 32-bit without flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

4 - 16-bit without flag

5 - Single-precision, floating point with flag
6 - Double-precision, floating point with flag

Short Float Analog Input

5 - Single-precision, floating point

0 - All variation
1 - 32-bit with flag

A -bit with flag
@tbig‘-@it without flag
4 - 16-bit without flag
6 - Double-precision, floating point with flag

32

16-bit Analog Input COajept

2 - 16-bit without time

0 - All variation

1 - 32-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

32-bit Analog Input Ckojeet

1 - 32-bit without time

0 - All variation

2 - 16-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

Short Float Analog Input Change Object

ngle-pkeciSion, floating point without

0 - All variation
1 - 32-bit without time
2 - 16-bit without time
%ﬁ 2-bit with time
-"16-bit with time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time
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Table 21 - DNP3 Default Variation Configuration File (Continued)

Group

Default Variation for the Following Obje

tts ndard Befault Variation

erAlite Default Variations

33

Frozen 16-bit Analog Inpye Olhgect

2 - 16-bit without time

0 - All variation

1 - 32-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

Frozen 32-bit Analog Inpge Chgect

1 - 32-bit without time

0 - All variation

2 - 16-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

Frozen Short Float Analog Input Change

ObjBitgle-précision, floating point withou

0 - All variation
1 - 32-bit without time
2 - 16-bit without time
[iim 2-bit with time
- 16-bit with time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time
8 - Double-precision, floating point with time

34

16-bit Analog InputtiRepbDead Band

1-16-bit

0 - All variation
2 - 32-bit
3 - Single-precision, floating point

32-bit Analog Input Reporting Dead Band

2 - 32-bit

0 - All variation
1 - 16-bit
3 - Single-precision, floating point

Short Float Analog Input ReporBagdead

3 - Single-precision, floating point

0 - All variation
1 - 16-bit
2 - 32-bit

40

16-bit Analog Output Shytict

2 - 16-bit with flag

0 - All variation

1 - 32-bit with flag

3 - Single-precision, floating point with flag
4 - Double-precision, floating point with flag

32-bit Analog Output Static Object

1 - 32-bit with flag

0 - All variation

2 - 16-bit with flag

3 - Single-precision, floating point with flag
4 - Double-precision, floating point with flag

Short Float Analog Output Status

le-Bre8isign, floating point with flag

0 - All variation

1 - 32-bit with flag

2 - 16-bit with flag

4 - Double-precision, floating point with flag

42

16-bit Analog Output @igege

2 - 16-bit without time

0 - All variation

1 - 32-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

32-bit Analog Output CDhjept

1 - 32-bit without time

0 - All variation

2 - 16-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

Short Float Analog Output Change Objeg

t Single-pBecision, floating point without

0 - All variation

1 - 32-bit without time
2 - 16-bit without time
ir‘n 2-bit with time

- 16-bit with time

6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time
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Table 21 - DNP3 Default Variation Configuration File (Continued)

Group| Default Variation for the Following Objec¢ts ndard B&fault Variation erAlite Default Variations

0 - All variation

1 - 32-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

0 - All variation

2 - 16-bit without time

3 - 32-bit with time

4 - 16-bit with time

5 - Single-precision, floating point without time
6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

0 - All variation

1 - 32-bit without time

2 - 16-bit without time

Short Float Analog Output COmamgredObject 5 - Single-precision, floating point wtiﬂc}@éim VWV:EE Emg

6 - Double-precision, floating point without time
7 - Single-precision, floating point with time

8 - Double-precision, floating point with time

16-bit Analog Output Commgad6|eam 2 - 16-bit without time

43 32-bit Analog Output Commaeddiject 1 - 32-bit without time

DNP3 Slave Application This section covers DNP3 Slave Application Layer Function Codes and Internal In
Laver Function Codes that are suppbaeamiiroller are summarzettiion Codes for
Yy DNP3 in Micro870 Controjterge 121

For details of Packet Formats foet#tenebresponse, see the DNP3 Protocol
specifications.

Function Codes
CONFIRM (FC Byte = 0x00)

00 — Confirm

A DNP3 master sends a message witbrttiedario confiegeipt of a response
fragment. In a general environment, theemmitedlarresponse with this function code.
But the controller may generate a respuaganetibn code when a DNP3 Master senc
a request with the CON bthsedplication control header.

READ (FC Byte = 0x01)

01 - Read

The READ function code is used by a DNP3 master to request data from the cont
WRITE (FC Byte = 0x02)

02 — Write

The WRITE function code is used to matestod PNP3 oljectsthe DNP3 master

to the controller. This funotiens used for cleariliybif [DEVICE_RESTART], setting
time in the controller and downloading user programs to the controller.
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SELECT (FC Byte = 0x03)

03 — Select

The SELECT function code is usedERiATtRe @ietion code as part of the select-
before-operate method for issuing control requests. This procedure is used for cor
binary output (CROB) or analog output (AOB) objects.

OPERATE (FC Byte = 0x04)

04 — Operate

Se&SELECT (FC Byte = 0x03)
DIRECT_OPERATE (FC Byte = 0x05)
05 — Direct Operate

This direct operate function is singl&Co@PERATE function code except that no
preceding selechownd is required.

DIRECT _OPERATE_NR (FC Byte = 0x06)

06 — Direct Operate No Resp

Se®IRECT_OPERATE (FC Bye re8pdbse message is returned when this reques
issued from a DNP3 master.

IMMED_FREEZE (FC Byte = 0x07)

07 — Immediate Freeze

Upon receiving a request with thisthencbatrpller cogliescurrent value of a

counter point to a séparamory location associatéek\same point. The copied value
remains constant until theeezd bperatioth® same point.

IMMED_FREEZE_NR (FC Byte = 0x08)

08 — Immediate Freeze No Resp

Se¢eMMED_FREEZE (FC ByNor@s0d)se message is returned when this request
issued from a DNP3 master.

FREEZE_CLEAR (FC Byte = 0x09)

09 — Freeze and Clear

Upon receiving a request with this fienobiomotier copiesdinrent value to the
frozen value, then clears the current value to 0 immediately.

FREEZE_CLEAR_NR (FC Byte = 0x0A)
10 — Freeze and Clear No Resp

Sed-REEZE_CLEAR (FC Byor8gp0hse message is returned when this request
issued from a DNP3 master.

COLD_RESTART (FC Byte = 0x0D)

13 — Cold Restart

This function code forces the conpeatferrtoa complete restart upon powering up.
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WARM_RESTART (FC Byte = 0xOE)

14 — Warm Restart

This function code forces the controller to perform a partial reset.

INITIALIZE_APPL (FC Byte = 0x10)

16 — Initialize Application

This function code is used to initiadiee phagram that was downloaded by Connectec
Components Workbench software.

START_APPL (FC Byte = 0x11)

17 — Start Application

This function code is used to stat phegram that was downloaded by Connected
Components Workbench software.

STOP_APPL (FC Byte = 0x12)
18 — Stop Application

This function code is used to step pheguam that was downloaded by Connected
Components Workbench software.

ENABLE_UNSOLICITED (FC Byte = 0x14)

20 — Enable Unsolicited Message

This function is used tteethatamically unsolicited esegsagrated in the controller.
DISABLE_UNSO(HCIBEgE = 0x15)

21 — Disable Unsolicited Message

This function is used to disable dynamically unsolicited messages generated in thi

DELAY_MEASURE (FC Byte = 0x17)

23 — Delay Measurement, used for Non-LAN Procedure

This function codedd ts measure the communication channel delay time.
RECORD_CURRENT_TIME (FC Byte = 0x18)

24 — Record Current Time, used for LAN Procedure

This function code is used in ther@rocdiine synchronizing controllers that
communicate over a LAN.

OPEN_FILE (FC Byte = 0x19)
25 — Open File

This function code is used ta filmk®ailable for reading or writing.
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CLOSE_FILE (FC Byte = Ox1A)

26 — Close File
After the file read or wetatign, this function isogeed to unlock the file.
DELETE_FILE (FC Byte = 0x1B)

27 — Delete File
A DNP3 master uses thisrfuocle to delete a file.
GET_FILE_INFO (FC Byte = 0x1C)

28 — Get File Information
This function code is fondb&er to retrieve infornsdd@urt a file in the controller.

AUTHENTICATE_FILE (FC Byte = 0x1D)

29 — Authenticate File

This function code is useditbarbauthentication key teatiised to open or delete a
file.

ABORT_FILE (FC Byte = Ox1E)

30 — Abort File

This function code is used to immegiigstyermination of the current read/write
operation and close the file, without saving.

ACTIVATE_CONFIG (FC Byte = 0x1F)

31 — Activate Config

This function code is ugegjito using the configuration or executable code that is
specified by the objedtsdied in the request.

AUTHENTICATE_REQ (FC Byte = 0x20)

32 — Authentication Request

The master uses this function code imgeausiesickication agess to the controller
that require a response

AUTHENTICATE_ERR (FC Byte = 0x21)

33 — AuthenticaRaguest No Resp

This function code is usbd master to send authiemticeessages when no return
response is required.

RESPONSE (FC Byte = 0x22)

129 — Response

All responses except for Unsolicited Response messages use this function code.
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UNSOLICITED_ REEE@Y®E: 0x23)

130 — Unsolicited Response

Unsolicited Responses always use this function code regardless of which DNP3 o
included.

AUTHENTICATE_RESPONSE (FC Byte = 0x24)

131 — Authentication Response
This function code is used &uigs@ication messages to the master.

Internal Indications

Internal Indication bits are set erdiowhing conditions of the controllers:
¢ 1IN1.0: ALL_STATIONS. This bt ensafl-atations message is received.
e IIN1.1: CLASS_1 EVENTS. This bit is set when Class 1 event data is availa
¢ 1IN1.2: CLASS_2 EVENTS. Thikdnt@ass 2 event data is available.
¢ 1IN1.3: CLASS_3_EVENTS. Thibdit @a%s 3 event data is available.
¢ 1IN1.4: NEED_TIME. This b#nidiset symchronization is required.
e 1IN1.5: LOCAL_CONTROL. Thisibiihis sehtrdiler is in Non-executing mode.
* |IN1.6: DEVICE_TROUBLE. fiisenittieesmontroller is in Fault mode.

e |IN1.7: DEVICE_RESTART. This hhes¥eP&ltiver is configured, in channel
configuration, or when the controller has been restarted.
To set this bit during the driver configuration and channel configuration, you t
select the “Send Init. Unsol. Null Rap” eatiRey and ss#uSBIt S:36/13 to 1
before downloading to the controller.

¢ 1IN2.0: NO_FUNC_CODE_SUPPORT. This bit is set when a request that ha
function code is received.

e 1IN2.1: OBJECT_UNKNOWN. This kitregsietsiviiiert has an unknown object is
received.

* 1IN2.2: PARAMETER_ERROR. Whinbdt iequagst with a qualifier/range field
that cannot be processed is received.

¢ 1IN2.3: EVENT_BUFFER_OVERFLOW. This bit is set when an event buffer
condition exists in the controlleleastl ade unconfirmed event is lost.

e 1IN2.4: ALREADY_EXECUTING. Not supported.

¢ 1IN2.5: CONFIG_CORRUPT. This bit is set when a bad file type and bad file
detected.

* |IN2.6: Reserved.
« |IN2.7: Reserved.

DNP3 Objects and Controllwrs Objects that are supguetedntroller are summatimetementation Table

Variables

for Micro870 contraiersage 122

Variables that are used ilODJEE3 are not the samewsethat the controller, but are
similar. Mapping is redpgit@den variables in DNP3 Objects and controller variables

Overview

DNP3 Data objects that are impiententeatroller are listed as follows:
¢ DNP3 Binary Input Object
« DNP3 Double Bit Binary Input Object
« DNP3 Binary Output Object
« DNP3 Counter Object
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* DNP3 Frozen Counter Object
«  DNP3 Analog Input Object

* DNP3 Analog Output Object
» DNP3 BCD Object

* DNP3 Data-Set™ Object

Some of objects are divided into $evkefil@stb map data in the controller.
« Counter Object — 16-bit and 32-bit Counter Object
¢ Analog Input Object — 16-bit andl8@-nipétrObjectShiodt Floating Point
Analog Input Object.

* Analog Output Object — 16-bit and 32-bit Analog Output Object, and Short F
Analog Output Object.

DNP3 Mapping for Micro870 controllers

You can create the diffetardljects by mapping thémariables created in the
controller. You can configure the Data object for each DNP3 Object in the DNP3 £
configuration page. Variables can be BOOL, INT, DINT, or REAL data types.

DNP3 Object Data

Table 22 - Relationship between DNP3 Object Database and Micro800 Variables

DNP Objects Micro800 Variables
Object Name Related Groups M&aomfigurable Index Data Name Maximum Configurable Elements
Binary Input Object 1,2 4096 Binary Input Object 256
Double Bit Binary Input Object 3,4 | 048 2 Double Bit Binary Input Object 256
Binary Output Object 10, 12 4096 Binary Output Object 256
. 16-bit Counter Object
Counter Object 20, 22 256 - - 256
32 bit Counter Object
: Reflection of Counter ObjedttgHection of 16-bit Counter Obje¢t
Frozen Counter Object 21,23 |\as configured J Reflection of 32-bit Counter Objedt
16-bit Analog Input Object
Analog Input Object 30, 32 256 32-bit Analog Input Object 256
Short Floating Point Analog Input|Object
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Table 22 - Relationship between DNP3 Object Database and Micro800 Variables (Continued)

DNP Objects Micro800 Variables

Object Name Related Groups M&amfignrable Index Data Name Maximum Configurable Elements
16-bit Analog Output Object

Analog Output Object 40, 41 256 32-bit Analog Output Object 256
Short Floating Point Analog Output Object

BCD Object 101 256 Small BCD Object 256

. 85, 87, 88 Data-Set Prototypes Object
Data-Set Object 10 - - 10
86, 87, 88 Data-Set Descriptors Object

DNP3 Configuration

You can configure parameters suchad @tas©lgect Flag bit information for each
element. This informé&idefined during object creation in the DNP3 Mapping page
DNP3 Slave.

DNP3 Data Set Object

To create a Data Set Object from thesy3P3 iSuhe controller, configure Data Set
Prototypes/Descriptors DhjeetDNP3 Data Set Defuopatype page under DNP3
Slave.

Each Data Set Prototypes Object canlibesiements of Bettérototypes, and each
Data Set Descriptors Object catohEyelgments of Data-set Descriptors.

As an example, with Data Set Prdtgtyyms @n create any number of Data Set

Prototype objects in the ilS@tRrototype configuraten,aqp to a maximum of 10
entries.
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Figure 26 - DNP3 Data Set Prototype Page

As an example, with Data Set Dedcyipyots@an create any number of Data Set
Descriptor objects in the@t#PSet Descriptor pagea upaximum of 10 entries.

Figure 27 - DNP3 Data Set Descriptor Page

Once the Data Set Prototypes and Descriptors are configured in the DNP3 Slave s
Connected Components Workbench software version 20.01.00 or later, you can s
Descriptor DSX and Prototype PTYPXspadayveHeN@3 Data Set branch, where X is

the element numbers of each Prototype or Descriptor.
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For DNP3 PTYPX, you can configure tteecoorstiieittithe [itPrototype objects.

For DNP3 DSX, you can configure the constoliet ttoe DatdD®scriptor objects.

Data Set Prototypdg@ation Parameters

These parameters are usedract®asa Set Prototypes object.
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You can add or deleiediinein each PTYPx entry.
» Descriptor Code: UUID for index 2. NSPC/NAME/DAEL for index 3 or higher

» Data Type Code: NONE for index 2. VSTR/UINT/INT/FLT/OSTR/BSTR/TIME
higher.

e Max Data Length (bytes): O for element 1. 0...255 for index 3 or higher.

¢ Ancillary Value: Binary Array in hexadecimal for element 1. ASCII strings for
higher. Maximum 32 bytes.

Data-Set Descriptors Configuration Parameters

These parameters are used tetbBada-Set Descriptors objects.

The Read and Enable Event check boxgsadiotoaisbiaractesistichis Descriptor
object.

¢ Read: Set if the Data-Set is readable.
« Enable Event: Set if thaiontgemerates a Data-Set event.

With Enable Event checked, you eanBassigClass to this Descriptor object.

¢« 1:Class 1
e 2:Class 2
e 3:Class 3

Additional Event parameters:

« Trigger Event: Define and set this paganetate an event by the ladder logic to
generate timed events. Once the laaldeprogignications ges parameter,
the controller clears it automaticajgnafteting an evetiteaénd of a scan.

« Disable Change Event: Define apdraetehés to suppress the events generatec
by any Event Occurrence Condition.

« Event Occurrence Condition: The conditions of Data-Set Event for each Dats
Descriptor can be configured by Batat&stcurrence Condition 1/2/3/4 in the
DNP3 Data-Set Descriptors Object. Wieevahmesahat are pointing to the Event
Occurrence Condition 1/2/3/4 are changed or the criteria are met, the control
generates a Data-Set ietsavable using thetaBjeup 88, Variation 1.

Table 23 on pagshi@as the supported conditions for Point Addressing under |
Occurrence Conditions.
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Table 23 - Event Occurrence Condition for Supported Point Addressing

Point Address Type  Point Type Point [ndex  Event Occurrence Condition
Empty NONE: No point type is associated 0 No event is generated.

Bl: Binary input 0...4095

B2l: Double-bit input 0...204iWhen the Point Type and Point
Standard DNP3 Po®it Counter 0...511 {ﬂg%’;ﬁ%néft?hg Egienctlfcl:?lgr?ggé,lfan

Al: Analog input 0...767 |event is generated.

BCD: BCD point 0...255

An event is generated based on

Variable Select the tag from the corrtroller 0 g:eele(z‘:?ggition of the variable tag

A Data-set event can consume any number of event buffers, depending on the De
configuration. This isapplicable for Data-set events. The event for other objects
consumes one event buffer. When using Data-set events, increase the number of
DNP3 Slave configuration.

Descriptor Element Configuration: Eacrs@ésmit is configured by clicking on the
individual DSX under the DNP3 Data-@etdddsceptindex by clicking Add in each DS

Descriptor Code: NAME, DAEL, PTYP

Data Type Code: VSTR, UINT, INT, FLT, OSTR, BSTR, TIME

Max Data Length (bytes): 0...255

Ancillary Value: Any string. This can be a binary array or ASCII string, up to 32 by

Point Addressing under Descriptor ElgmeticBobfata-Set value for each Data-Set
element is configured by:

e Point Address Type
e Point Index

When these values are configureadqrombrly to the supported data files, the
controller responds with a Group 87,0lgectidied with tHeevm the data file.
Table 24 on pageshi®8s the supported keatéofi the Point Addressing.
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Table 24 - Point Address Type ,, Standard DNP3 Point

: aximum
_Fr>0|r‘|3tAddre sgggsgyp ata LengtfPoint Type Point Index Low Byte Point Index High Byte
yp (bytes)
NONE = 0:
NONE=pD O No point type i)
associated.
0...4095 max
Bl =1: When using Data Types other than OSTR and BST
Binary input |the Point Index must be set to a point offset that
is divisible by 16.
— 0...2047 max
Standard UI(IJ\INTE:_Z% 1 2 or4B21=3: When using Data Types other than OSTR and BST
DNP3 Pointl -~ 310" 1 2’ or 4D0uble-bit inpythe Point Index must be set to a point offset that
OSTR = 50...255 is divisible by 8.
BSTR = 60...255 Cl = 20:
TIME = 7]0...6 Counter 0...511 max
Al = 30:
Analog input 0...767 max
BCD = 101:
BCD point 0...255 max

When the Descriptor Code is sele¢kedles Pdint Addrgssiameters for the
Descriptor element are replaced bpddr&ssimg parameters. These should be
configured in the same order of the DAEL elements in the relevant Prototypes.

For instance, if Prototypedemel Namespace at IndeX&nam at Index 4, then the
first DAEL in the Prototype O is at Index 5.
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Object Quality Flags

The object flag is composed of an 8fbitsinmeDNP3 objects. The tables below sho
Flag Descriptions for each objedtINBeRESTART, COMM_LOST, REMOTE_FORC
LOCAL_FORCED flags are cootijemt ¢gmalp types that contain flags.

There are some rules for the Object flag set or clear for each bit by the controller.
below are also applied to Event data.

When the controller is in Non-execlgjrige object flag is always all 0.
When the controller is in Executing mode and there is no configuration file, o

Online flag in the object flag is set.

When the controller is in Executing trer@eisaacconfiguration file, the flags in

the object flag are set accordengppehbyte of the configuration files.

Table 25 - Object Flags for Binary Input

Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuratio
0 ONLINE does not exist.
May be 1 when the controller is or was in Executing mode and the
configuration file exists.
1 RESTART Always 0. Not used.
2 COMM_LOST Always 0. Not used.
3 REMOTE_FORCED Always 0. Not used.
4 LOCAL_FORCED Always 0. Not used.
5 CHATTER_FILTER Always 0. Not used.
6 Reserved Always 0. Not used.
7 STATE Reflects pasmbs®inary Input point.
Table 26 - Object Flags for Double Binary Input
Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuratio
0 ONLINE does not exist.
May be 1 when the controller is or was in Executing mode and the
configuration file exists.
1 RESTART Always 0. Not used.
2 COMM_LOST Always 0. Not used.
3 REMOTE_FORCED Always 0. Not used.
4 LOCAL_FORCED Always 0. Not used.
5 CHATTER_FILTER Always 0. Not used.
6 STATE Reflects point state of Double-bit Binary Input point. Double-bit LSB
7 STATE Reflects point state of Double-bit Binary Input point. Double-bit MSE
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Table 27 - Object Flags for Binary Output

Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuratio
0 ONLINE does not exist.
May be 1 when the controll@rtistinggxode and the configuration file
exists.
1 RESTART Always 0. Not used.
2 COMM_LOST Always 0. Not used.
3 REMOTE_FORCED Always 0. Not used.
4 LOCAL_FORCED Always 0. Not used.
5 Reserved Always 0. Not used.
6 Reserved Always 0. Not used.
7 STATE Reflects point state of Binary Output point.
Table 28 - Object Flags for Counter
Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuratio
0 ONLINE does not exist.
May be 1 when the controll@rtistinggxode and the configuration file
exists.
1 RESTART
2 COMM_LOST hen th ler N ) q
X en the controller is or was in Non-executing mode.
3 REMOTE—FOR‘%when the controller is or wesutingxmode and the configuration file
4 LOCAL_FORCHDoes not exist.
5 ROLLOVER (l\a/lxeil%/tge 1 when the controllecistinggxode and the configuration file
6 DISCONTINUITY '
7 Reserved

Table 29 - Object Flags for Analog Input

Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuratio
0 ONLINE does not exist.
May be 1 when the controll@tistinggxode and the configuration file
exists.
1 RESTART
2 COMM_LOST hen th woller i "N ’ q
X en the controller is or was in Non-executing mode.
3 REMOTE—FOR(%When the controller is or wesutimB>mode and the configuration file
4 LOCAL_FORCERDoes not exist.
5 OVER_RANGE gﬂx?g/tge 1 when the controllercistinggxode and the configuration file
6 REFERENCE_ERR
7 Reserved
Table 30 - Object Flags for Analog Output
Bit Offset Name Description
0 when the controller is or was in Non-executing mode.
1 when the controller is or was in Executing mode and the configuratio
0 ONLINE does not exist.

May be 1 when the controll@rtistinggxode and the configuration file

exists.
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Table 30 - Object Flags for Analog Output (Continued)

Bit Offset Name Description

1 RESTART

2 COMM_LOST ) ) _

3 [REMOTE_FORGRnen he contoller s or e 1 Mo evecutng Mot waton le
4 LOCAL_FORCHDoes not exist. o ] o
5 Reserved (l\a/lxeil%/tge 1 when the controllecistinggxode and the configuration file
6 Reserved

7 Reserved

The Device Attribute object can be usgdDol@iSlave devices. With the controller,

some of the variations are written so
application.

that you can read or write your own strings ir

The R/W property shows if the objeatlis Read;ar Write. If the R/W property is
writable, the value that was written B$ thadb device is stored to nonvolatile

memory.

The object group of the Device Attrithaesigoported range oftimtion is 209...255.
Table 31 - Object Group 0, Variations for Attribute Set 0

Variation ReadANrit%t;fl.f.t;}p o Max Length in Bytes Description Value

209 Read-only UINT 1 ?gt:i%rr? authentication version supporte%in out

210 Read-only  UINT 1 Number of secure statistic available in out station 18
212 Read-only  UINT 1 Number of master-defined Data-$et prototypes 1
213 Read-only  UINT 1 Numberai-defitati Data-Set protptypes 1

214 Read-only  UINT 1 Number of master-defined Data-Sets 1
215 Read-only  UINT 1 Number of outstation-defined Data-Sets 1
216 Read-only  UINT 1 Max number of binary outputs per request 1
217 Read-only  UINT 4 Localctiniagy 100 in microseconds
218 Read-only  UINT 4 Duration of timing accuracy 100 in seconds
219 Read-only  INT 1 Support for analog output events 1

220 Read-only UINT 4 Max analog output index 0

221 Read-only  UINT 4 Number of analog outputs 0

222 Read-only INT 1 Support for binary output events 1

223 Read-only UINT 4 Max binary output index 0

224 Read-only UINT 4 Number of binary outputs 0

225 Read-only INT 1 Support for frozen counter events 1

226 Read-only INT 1 Support for frozen counters 1

227 Read-only INT 1 Support for counter events 1

228 Read-only UINT 4 Max counter index 0

229 Read-only UINT 4 Number of counter points 0

230 Read-only INT 1 Support for frozen analog inputs 1

231 Read-only  INT 1 Support for analog input events 1

232 Read-only  UINT 4 Maximum analog input index 0

233 Read-only  UINT 4 Number of analog input points 0

234 Read-only INT 1 Support for double-bit binary input events 1
235 Read-only  UINT 4 Maximum double-bit binary input index

236 Read-only UINT 4 Numbédefitioimary input points 0

237 Read-only INT 1 Support for binary input events 1

238 Read-only UINT 4 Max binary input index 0

239 Read-only UINT 4 Number of binary input points 0

240 Read-only UINT 4 Max transmit fragment size Response size
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Table 31 - Object Group 0, Variations for Attribute Set 0 (Continued)

o LAttribute : o
Variation Read/Wnt%ata Type Max Length in Bytes Description Value
241 Read-only  UINT 4 MaxXrageient size Response size
This variation returns firmware FRN. FRN 1.00.
Supported ranges: FRRRI/x.yyy, FRN xx.yy, or
} : FRN xx.yyy
242 Read-only VSTR 5 DeViaetunaris software version Where x of xx is 0...99, and yy or yyy is 00...999.
For example, FRN 1.00, FRN 1.05, FRN 12.05, FRN 1
or FRN 103.117.
Supported ranges: HW SER x/REV yy
. . xis A...F and yy is 00...31.
243 Read-only VSTR 6 Device manufacturer's hardware "gg%?éﬁample, HW SER A/REV 01, HW SER B/REV 03,
SER C/REV 31.
244 — — — Reserved for future assignment —
length of the stri . .
245 Read /Wrlte VSTR value, max 255 tg{ggr-as&gned location name Default
. length of the stri ;
246 Read/Write VSTR value, max 255 tg{ggr-as&gned ID code/number Default
247 — — — Reserved for future assignment —
248 — — — Reserved for future assignment —
249 Read-only  VSTR 6 DNP subset and conformance Igrigigﬁr?ggg L{eturns Subset level and Test procedure
Supported ranges: 2080-L70E-24xxxN SER A
) length of the stri . . xX is QWB or QBB.
250 Read-only ~ VSTR|, S0 Bevice manufacturer's product name am\é\/#eég ple, 2080-L70E-QWBN SER A or
2080-L70E-24QBBN SER A.
251 — — — Reserved for future assignment —
252 Read-only  VSTR 19 Device manufacturer's name Xﬂlt?)r\;gtl%taon returmns the Company name, Rockwell
253 Read-only — — Reserved for future assignment —
. ) . This variable returns all variations in this group except
254 Read-only — — Non-apiatifibutes request this variation.
This variation returns the R/W property for each
. . L variation.
255 Read-only —— — List of attribute variations 0 for Read-only
1 for Read or Write

Event Reporting

112

This section covers how to generate tSNBBYNP3 Datat®©hjed how to report
the generated events by mpl@aseeor unsolicited response.

Generate Events

The controller has a separate buffenemeadhatse to log DNP3 events internally.

The maximum number of everds thatogged is 1000INRBeL0K Event Logging
page J)14egardless of the Hatntype. In 2080-L78BNdantrollers, a Data-Set event
can consume multiple numbers of the event buffer.

If the number of the generated eveedshesacalue, the controller sets [IN2.3
[EVENT_BUFFER_OVERFLOW]. Furthetr loggets @antil the logged events are
reported to the DNP3 Bladtire buffer is available.

The logged events are notdremidwbey are reported to the DNP3 Master successful
Logged events can also be clearedendi the following events occur:

New OS firmware update
New user program download

Figure 28hows how to generate events fotrgp8irlject and a 16-bit Analog Input
Object. In the DNP3 Slave configuratipnot Bibgst Data anitl ABabog Input Object
Data is configured in the DNP3 mapping table.
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Figure 28 - Generate Events for Binary Input Object

Select Add, then select a variable fral¢hseleator dialafpéoBinary Input Object.
Figure 29 - Data Types for Binary Input Object Example

There are two methods toRireatelnput Object. You can create the object as a BOO
type or as a UINT data type. The UINEptatsetysesimilarBOAL array of 16 bits
and this representation is similar to &neap0sad in Magia™ 1400 controllers.

Figure 30 - Class Events for Binary Input Object Example

Figure 36hows the different class events that can be triggered when the BOOL var

triggered. When using the UINT varial@dyitmiy thehUINjG e the respective class
event.
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In the same manner, credt@-HiisAnalog Input Olifectinalog Input tab and define
Index 0 as Class 1, Index 1 as Class 2, and Index 2 as Class 3.

Figure 31 - Analog Input Object Example

DNP3 10K Event Logging

Up to 10,000 events can be loggedrdtheamfigber of events, change the Unsolicite
Responses for the Class 1/2/3 to Enalled @fiddefito the &twhkvents field.
Download the ptafo the controller for the setting to take effect.

Figure 32 - Configure Number of Events to Log

When there is a changeonflygiration for the number of events, you must downloac
project into the controlldrdaetting to take effect.

Control Generating Event

The controller checks all elenthat®bject Data fogehan the end of a scan and
generates events where needed.

The key method to turn on and off eventlgelztdénpgic sskign the variable to
be used for controlling into theBvaygeand Disable Change Events field.

Figure 38hows how to control the event generation condition by using the Deadbal
Analog Input Objects.

In this example, for 16-big Amalt point 0, if the absolute value of the difference betv
the present value of the variable AnalogValuel and the value that was most recen
an event for that point exceeds the deldbianariable AnalogVlDeadband, then an
event is generated for that point.
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Figure 33 - Control Event Generation Example

Report Event By Polled Response

When a DNP3 Master sends a poll teveats Clagsevents that are logged to the evel
buffer are reported in the polled response.

Define the Number of Evahtsespective Class event in the DNP3 Slave configurat
page as showhigure 34

Figure 34 - Define Number of Events for each Class Event

IMPORTANTUnNsolicited Response for the class should be enabled if the respec
class is used in the variable table. Both the DNP3 Master and cont
setting need to enabile it.

Report Event By Unsolicited Response

To initiate and send Unsolicited Resp@$E8 Master, configure the following
parameters correctly. For more inforniahift8 Séave Application Layer Configuration
Parameteos page .84

e Master Node O

« Channel for Unsolicited Response

« Enable Unsolicited On Start Up

« Enable Unsolicited For Classl

« Enable Unsolicited For Class2

« Enable Unsolicited For Class3

» Send Initial Unsolicited On Start Up
¢ Number of Classl Events

» Hold Time after Classl Events (x1s)
¢ Number of Class2 Events

* Hold Time after Class2 Events (x1s)
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Collision Avoidance

116

¢ Number of Class3 Events

« Hold Time after Class3 Events (x1s)
* DNP3 Object Data

« DNP3 Object Config

* Content of the Config File

In some cases, the controller mayandt/ssalicited Resspewven though the
parameters are configured properly.

* Normally, when the parameter Enabdel @ms8liart Up is checked, the controller
initiates an UnsolicitedRsswith the functionEENdABLE UNSOLICITED(20), if
there are any events that are logged into the event buffer. However, when a
with the function code DISABLE_URS$OkIE@EdnRd, an Unsolicited Response
iS not sent.

¢ When the parameter Enable Unsolantéth@nBichecked, the controller does
not trigger the UnsoliRispgonse untéguest with flnaction code
ENABLE_UNSOLICITED(20) from the DNP3 Master is received.

Figure 3&hows how to initiate addise Unsolicited Resptaster Node 0 in the DNP3
Slave configuration page indicates théicitezl Response is reported to the Master
with the node address 3.

Figure 35 - Initiate and Send Unsolicited Response

The parameter for Unsolicited Resp@id@Skae configuration indicates that the
Unsolicited Response is reported fanradtattonrports (SandlEthernet) that are
defined. In this examplé&iarUnsolicited Response is sent on startup and all events
Class 1, 2, and 3 are reported. Since Hold Times are configured to 5 seconds, ger
are reported after 5 seconds.

The controller suppatotlowing two methods for collision avoidance.
» Detecting transmitied (TX/RX line on RS-485 communication)
« Detecting out-of-band carrier (DCD on RS-232C communication)

When the controller is connected to a RBk485nwetitors athdm thek. If the
controller is preparit@ismit a packet and finds thesiink waits for an interval that
is defined by the Backoff_Time until it is no longer busy.

Backoff Time = Pre Transn{itIDmigly+ Max Random Delay (x1 ms)

The Pre Transmit Delay (x1 ms) in th€hamoeb@emfiguration file is a fixed delay an
the Max Random Delay (x1 ms) in thei@inaniosl {@end aimam random delay for
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Channel 0 and Channel 2. You must specify those parameters to get the collision
mechanism.

After the Backoff_Time, thearamigsliagain, either indefinitely, or up to a configurabls
maximum number of retries. If a maximuine isrosech| considers this as a link failure.

The time value in the real-time clock (RTC) of the controller (firmware real-time clc
in module (2080-MEMBAK-RTC2viEMBBG=SEL) is updated every second.

The DNP3 subsystem an@ (fieTRvare or plug-in module) are synchronized by the
following conditions:

* At power-up
« Arequest for time synchronization from a DNP3 Master

At power-up, the DNP3 subsystem geditethéhigmuantroller. For the controller to
acquire the correct time, a plug-in metolddI€used and enabled before a power
cycle to acquire the corredtaiméhe controller. ThednerRTC always reverts to a
default time and date after a power dgatet sdie to providecanrate time to the
DNP3 subsystem.

If a plug-in module RTC is not usedijrtherath RTC must be enabled. To enable
firmware RTC, select Enable firmware real-time clock.

When there is a write request for time ajootironizz DNP3 Master, the time in the R
(firmware or plug-in module) is synchronized with the time from the DNP3 Master.

Table 32hows the accuracy of the 2080-MEMBAK-RTC2 plug-in module. Use thes
configure the Time Synchronization IndeMiatd@ 70 DNP3 Slave configuration, so th

a DNP3 Master can send the time synategquéztperiodically for more accurate times
in the controller.

Table 32 - 2080-MEMBAK-RTC2 Accuracy

RTC Accuréby Ambient Temperature
+5 sec/month 25°C (77 °F)
+9 sec/month -20...+65 °C (-4...+149 °F)

(1) These numbers are maximum worst case values over a 31-day month.
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Adjust for Daylight Saving

Use this feature to shift titrlber clock by one hour during the summer time. To enal
this feature, select Adjust for Dayliglwn&deivgload the project to the controller. You
can also change this setting during runtime.

This feature is available for Micro850E2@80-Mscro870 (2080-L70E) controllers witt
Connected Components Workbench software version 22.00 or later.

Diagnostics Errors in a DNP3 Slave subsystemiariéoGgetmunication Diagnostics page in
Connected Components Workbench software.

Figure 36 - Communication Diagnostics for Embedded Serial Port
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Figure 37 - Communication Diagioo2@80-SERIALISOL Plug-in Module

Diagnostics for Ethernet Port

Diagnostic Counters and Errors in the DNP3 Slave subsystem for the Ethernet po
in the Connected Components Workbench software. Select Diagnose to display tt

page.

Figure 38 - Communication Diagnostics for Ethernet Port
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Value (Dec) Mnemonic Description

0 ERROR_PHYS_TRANSMIT Emamretrgaettansmit routine

1 ERROR_PHYS_CHAR_TIMEOUT characterltiteeout occurred

2 ERROR_PHYS_REMOTE_CLOSE of dReaméediabed connection

3 ERROR_LINK_FRAME_LENGTH mertoonsimy frar exceeded buffer size

4 ERROR_LINK_ADDRESS_UNKNOWN me viReciived filaknown link address

5 ERROR_LINK_ILLEGAL_FUNCTION lllegal link function code in received frame
6 ERROR_LINK_INVALID_CHECKSUM Invalid checksum or CRC

7 ERROR_LINK_NOT_RESET t Herk hesetoframe rejected

8 ERROR_LINK_FCB Received invalid frame count bit

9 ERROR_LINK_INVALID_START_CHAR Did not receive correct starting sync char
10 ERROR_LINK_FRAME_TIMEOUT me wdsmioe fegeived in specified time

11 ERROR_LINK_CNFM_TIMEOUT wakinktCeodinrad in specified time

12 ERROR_LINK_STATUS TIMEOUT Link status response not received in specified time
The following link errors are used by 101/103

13 ERROR_LINK_WRONG_SESN was Resfronsexpected session

14 ERROR_LINK_WRONG_REPLY unexpreeteivexply, frame rejected

15 ERROR_LINK_INVALID_2ND_CHAR t receive Badraot second sync char

16 ERROR_LINK_INVALID_END_CHAR receive @idextending sync character

17 ERROR_LINK_MISMATCHING_LENGTH ngth bytearialbi@ 1?2 frame did not match

18 ERROR_LINK_INV_DIR Received invalid dir bit in control octet

The following link errors are used by 104

19 ERROR_LINK_NO_CNFM_RECEIVED of 10@ddffiomatdMPDU not received

20 ERROR_LINK_NO_ACK_RECEIVED t aick@ddieagraeAPDU not received

21 ERROR_LINK_SEQUENCE_UNKNOWN Unknown confirming sequence number in received APDU
22 ERROR_LINK_OUT_OF_SEQUENCE noRiecedeptb AGDMth previous APDU
Transport layer errors

23 ERROR_TPRT_SEQUENCE_ERRO Sequence number error
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Diagnostics for Secure Authentication

Diagnostic informationdareSAuthentication isrsimo@onnected Components
Workbench software. Select Diagnose to display the Diagnostic page.

Figure 39 - Communication Diagnostics for Secure Authentication

Table 3ghows the Application Layer Function codes that are implemented in the cc

Message Type| Function Code Name Micro870 Spupport Description

Confirmation 0 (0x00) CONFIRM Yes Controller parses/sends

Request 1 (0x01) READ Yes Controller parses

Request 2 (0x02) WRITE Yes Controller parses

Request 3 (0x03) SELECT Yes Controller parses

Request 4 (0x04) OPERATE Yes Controller parses

Request 5 (0x05) DIRECT_OPERATE Yes Controller parses

Request 6 (0x06) DIRECT_OPERATE_NR Yes Controller parses

Request 7 (0x07) IMMED_FREEZE Yes Controller parses

Request 8 (0x08) IMMED_FREEZE_NR Yes Controller parses

Request 9 (0x09) FREEZE_CLEAR Yes Controller parses

Request 10 (0x0A) FREEZE_CLEAR_NR Yes Controller parses

Request 11 (Ox0B) FREEZE_AT_TIME No —

Request 12 (0x0C) FREEZE_AT_TIME_NR No —

Request | 13(00D) | COLD_RESTART
Request 14 (OxOE) WARM_RESTART] No Controller parses

Request 15 (Ox0F) INITIALIZE_DATA No Obsolete

Request 16 (0x10) INITIALIZE_APPL Yes goggg:ﬁrepsrrggersén(ilears the fault and changes the controller mc
Request 17 (Ox11) START _APPL Yes %oggg:l;repslr;?s. Clears the fault and changes the controller mc
Request 18 (0x12) STOP_APPL Yes Cotthalferesatisesontroller mode to Remote Program.
Request 19 (0x13) SAVE_CONFIG No Deprecated
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Table 34 - Function Codes for DNP3 in Micro870 Controllers (Continued)

Message Type| Function Code Name Micro870 Support Description
Request 20 (0x14) ENABLE_UNSOLICITED Yes Controller parses
Request 21 (0x15) DISARILEITEHISO Yes Controller parses
Request 22 (0x16) ASSIGN_CLASS No —
Request 23 (0x17) DELAY_MEASURE Yes Controller parses. Used for non-LAN
Request 24 (0x18) RECORD_CURRENT_TIME No Controller parses. Used for LAN
Request 25 (0x19) OPEN_FILE Yes Controller parses
Request 26 (0x1A) CLOSE_FILE Yes Controller parses
Request 27 (0x1B) DELETE_FILE Yes Controller parses
Request 28 (0x1C) GHNHOLE No Controller parses
Request 29 (0x1D) AUTHENTICATE_FILE Yes Controller parses
Request 30 (Ox1E) ABORT_FILE No Controller parses
Request 31 (Ox1F) ACTIVATE_CONFIG No Controller parses
Request 32 (0x20) AUTHENTICATE_REQ No Controller parses
Request 33 (0x21) AUTHENTICATE_ERR No Controller parses
Response 34 (0x22) RESPONSE Yes Controller sends
Response 35 (0x23) UNSQRESHENSE Yes Controller sends
Response 36 (0x24) AUTHENTICATE_RESPONSE No Controller sends
37 (0x25)...47 (0x2F) No Reserved

Implementation Table

Micro870 (2080-L706BMAcontrollers supportd@kif8ation Subset Level 2.

Table 3lentifies which objectogrand variations, fuecti®s, and qualifiers the
device supports in both tequelsresponses. The Request and Response columns ic
all requests and responsesihbe sent/parsed by a BMPIMaust be parsed/sent

by the controller.

The implementation tabld isteciionality that is required by either a DNP3 Master ot
controller as defined within the DNP@rtEanG® Test Proesd@ny functionality
beyond the highest subset level thatésl ssiipdicatedhieygray table cells.

Table 35 - Implementation Table for Micro870 controllers

Qualifier Codes (Hex)

. o Request Response
DNP Object Group and Variation DNP3 Master may issue, controller must pAlB8 Master must parse, controller may issue
Group Nym Var Num  Description Function Codes (DecCodgsdlifex) Function Codes (Dec)
211...239
241...24 ; . 00, 01 (start-stop)
0 > 48___253)ewce Attribute 1 (read) 06 (no range, or all) 129 (response) 00 (start-stop)
252
00, 01 (start-stop)
1 (read 129 (response 00 (start-sto
0 %jg 24-Pevice Attribute ( ) 06 (no range, or all) (resp ) ( P)
2 (write) 00, 01 (start-stop)
Device Attribute — Non-specifi 00, 01 (start-stop)
0 254 attributes request 1 (read) 06 (no range, or all)
Device Attributes — List of attri 00, 01 (start-stop)
0 255 variations 1 (read) 06 (no range, or all) 129 (response) 00 (start-stop)
00, 01 (start-sto
1 0 Binary Input — Any Variation 1 (read) ( 2
06 (no range, or all)
. 00, 01 (start-stop)
1 1 Binary Input — Packed formaj1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
. . 00, 01 (start-stop) :
1 2 Binary Input — With flags 1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
: £ 06 (no range, or all)
2 0 Binary Input Event — Any Variation 1 (read) 07, 08 (limited qty)
: . . 06 (no range, or all)| 129 (response) .
2 1 Binary Input Eve¥ithout time 1 (read) 07, 08 (limited qty) |130 (unsol. resp) 17, 28 (index)
122 Rockwell Automation Publ228@UM002Q-EN-E - May 2025



Table 35 - Implementation Tiablefo870 controllers (Continued)

Chapter 6

Micro8it(Rar Distributed Network Protocol

DNP Object Group and Variation

Request

DNP3 Master may issue, controller must

Response

paIB8 Master must parse, controller may issue

Qualifier Codes (Hex)

00, 01 (start-stop)

Group NUm Var Num Description Function Codes (Declodgsdlifex) Function Codes (Dec)
Binary Input Event — With absolu 06 (no range, or all)| 129 (response) :
2 2 time l EFead) 07, 08 (limited gty) |130 (unsol. resp) 17, 28 (index)
2 3 Binary Input Evernh+aldiive time 1 (read) 8? (Sé) (rl?rrtl%gaoc;ts)”) i%g EL?]SS%(Imrsees)p) 17, 28 (index)
it R _ 00, 01 (start-stop)
3 0 Double-bit Binary Input — Any|1 (read) 06 (no range, or all)
Double-bit Binary Input — Pack 00, 01 (start-stop)
3 1 format 1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
o . 00, 01 (start-st
3 2 Double-bit Binary Input — With 1 (read) 06 (no (rZr?g;e?(;)rpglll) 129 (response) 00, 01 (start-stop)
Double-bit Binary Input Event 06 (no range, or all)
4 0 Variation 1 (read) 07, 08 (limited gty)
Double-bit Binary Input Event 06 (no range, or all)| 129 (response) :
4 1 Without time 1 (read) 07, 08 (limited gty) |130 (unsol. resp) 17, 28 (index)
Double-bit Binary Input Event 06 (no range, or all)| 129 (response) 3
4 2 absolute time 1 (read) 07, 08 (limited qty) |130 (unsol. resp) T 2 e
Double-bit Binary Input Event 06 (no range, or all)| 129 (response) .
4 3 relative time 1 (read) 07, 08 (limited qty) |130 (unsol. resp) 17, 28 (index)
00, 01 (start-sto
10 0 Binary Output — Any Variation 1 (read) ( P)
06 (no range, or all)
Binary Output — Output status 00, 01 (start-stop) g
10 2 flags 1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
3 (select)
Binary Command — Control relsd @getsdte) .
12 1 block (CROB) 5 (direct op) 17, 28 (index) 129 (response) echo of request
6 (dir. op, no ack)
. 00, 01 (start-stop)
20 0 Counter — Any Variation 1 (read
y ( ) 06 (no range, or all)
P 00, 01 (start-stop)
20 1 Counter — 32-bit with flag 1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 (freeze)
it g 8 (freeze noack)
20 1 Counter — 32-bit with flag 9 (freeze clear) 06 (no range, or all)
10 (frz. cl. noack)
it g 00, 01 (start-stop) g
20 2 Counter — 16-bit with flag 1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 (freeze)
it 8 (freeze noack)
20 2 Counter — 16-bit with flag 9 (freeze clear) 06 (no range, or all)
10 (frz. cl. noack)
L 00, 01 (start-stop)
20 5 Counter — 32-bit without flag |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 (freeze)
o 8 (freeze noack)
20 5 Counter — 32-bit without flag 9 (freeze clear) 06 (no range, or all)
10 (frz. cl. noack)
P 00, 01 (start-stop)
20 6 Counter — 16-bit without flag |1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
7 (freeze)
it 8 (freeze noack)
20 6 Counter — 16-hit without flag 9 (freeze clear) 06 (no range, or all)
10 (frz. cl. noack)
. 00, 01 (start-stop)
21 0 Frozen Counter — Any Variation 1 (read)
06 (no range, or all)
21 1 Frozen Counter — 32-bit with| 1 (read) 06 (no range, or all) 129 (response
o 00, 01 (start-stop)
21 2 Frozen Counter — 16-bit with|1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
21 5 Er(r(])gen Counter — 32-bit with fl 1 (read) 00, 01 (start-stop) 129 (response) 00, 01 (start-stop)

06 (no range, or all)
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Chapter 6

Micro870 Controller Distributed Network Protocol

Table 35 - Implementation Tiablefo870 controllers (Continued)

DNP Object Group and Variation

Request

DNP3 Master may issue, controller must

Response

paIB8 Master must parse, controller may issue

Qualifier Codes (Hex)

Group NUm Var Num Description Function Codes (Declodgsdlifex) Function Codes (Dec)

21 6 Errﬁéen Counter — 16-bit with fi | (read) 82 (?]%) (rzt,?ég,sfrp;u) 129 (response) 00, 01 (start-stop)

21 9 Frozen Counter — 32-bit with(1 (read) 82 (?]%) E,;tr?ég,stoorp%“) 129 (response) 00, 01 (start-stop)
21 10 Frozen Counter — 16-bit with 1 (read) 8(6)(?13 (rztr?été’stoorp;”) 129 (response) 00, 01 (start-stop)
22 0 Counter Event — Any Variation 1 (read) 89(83 {l?nq%gao(;t%")

22 1 Counter Event — 32-bit with fl1 (read) 89(88 {I?r?]%gaoétg)”) i%g gL%ss%cl).nrsees)p) 17, 28 (index)

22 2 Counter Event — 16-bit with fi| 1 (read) ggy(gg (rl?rﬂﬁgaoét%”) 12 g;%z%?.”feegp) 17, 28 (index)

22 5 g:r?]gnter Event — 32-bit with fla| 1 (read) 8?(&? (rl?nr;%gaoqrt%ll) gg EL%SS%CI).anees)p) 17, 28 (index)

22 6 g:r?]lénter Event — 16-bit with fla| 1 (read) gg(gé) (rl?r?]%gao(;tg)ll) igg glrﬁz%cl).nrsees)p) 17, 28 (index)

23 0 Frozen Counter Event — Any |1 (read) 8$(8§ {I?rﬂ%gaoétg)")

23 1 Frozen Counter Event — 32-b 1 (read) 89(&? {I?r?]%gao(;&") gg EL?]S;%?.nrsees)p) 17, 28 (index)

23 2 Frozen Counter Event — 16-b|1 (read) 89(88 {I?r?]%gaoétg)”) igg glr;ss%cl).nrsees)p) 17, 28 (index)

22 |5 [Foren CoumerBuent—32biy (eag 0 o e o 128 (onee) ) |17 28 tne

23 |6 [Fogen Counter Bt~ 160, reng 06 (0o tange,or ANJ128 fespornec) | |17 28 tncen

30 0 Analog Input — Any Variation 1 (read) gg' (gi izt:;:toorp;")

30 1 Analog Input — 32-bit with fla¢1 (read) 82 (?]%) (rzt,?ég,sfrp;u) 129 (response) 00, 01 (start-stop)
30 2 Analog Input — 16-bit with flag1 (read) 82 (?Kl) (rsatr?;é?toorpg”) 129 (response) 00, 01 (start-stop)
30 3 Analog Input — 32-bit without |1 (read) 8(6)(?13 (rztr?été’stoorp;”) 129 (response) 00, 01 (start-stop)
30 4 Analog Input — 16-bit without |1 (read) 82 (?]%) (rzt,?ég,sfrp;u) 129 (response) 00, 01 (start-stop)
30 5 ﬁgslog Input — Single-prec flt-} (read) 82 (?Kl) (rsatr?;é?toorpg”) 129 (response) 00, 01 (start-stop)

32 0 Analog Input Event — Any Vatriation 1 (read) 8?%‘2? {l?rﬂﬁgaoég)")

2 |1 [fnalog mpuEvent- 2wy eag 06 (0o tange,or 126 fesperes) | 17 28 tnce

2 [2[naby nputEvent— 16, (oag 08 (52 e or 128 (oshence) |17, 28

32 3 Analog Input Event — 32-bit w1 (read) 8$(8§ {I?rﬂ%gaoétg)") i%g EL%SS%(I).nEees)p) 17, 28 (index)

32 4 Analog Input Event — 16-bit w1 (read) 89(&? {I?r?]%gao(;&") gg EL?]S;%?.nrsees)p) 17, 28 (index)
2[5 [anabog ourEvent—Sigle ol eag 08 (o oo 128 (eoore) ) |17, 28 ana

@2 [7[analog outEvent—Sigle oy eag 08 (0 e or 128 (eomoree) |17, 28 anae

40 0 Analog Output Status — Any Variation 1 (read) 82 ((r)é (rzt:grzsap;”)

40 1 Analog Output Status — 32-bj1 (read) 82 (?]%) E,;tr?ég,stoorp%“) 129 (response) 00, 01 (start-stop)

40 2 Analog Output Status — 16-bi{1 (read) 82 (?]%) (rzt,?ég,sfrp;u) 129 (response) 00, 01 (start-stop)
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Table 35 - Implementation Tiablefo870 controllers (Continued)

Chapter 6

Micro8it(Rar Distributed Network Protocol

DNP Object Group and Variation

Request

DNP3 Master may issue, controller must

Response
pait8 Master must

parse, controller may issue

Group NUm Var Num Description Function Codes (Declodgedlifex) Function Codes (Dec) Qualifier Codes (Hex)
Analog Output Status — Single 00, 01 (start-stop) g
40 3 ot with flag 1 (read) 06 (no range, or all) 129 (response) 00, 01 (start-stop)
3 (select)
41 1 Analog Output — 32-bit g ggﬁgg?tgg) 17, 27, 28 (index) [129 (response) echo of request
6 (dir. op, no ack)
3 (select)
41 2 Analog Output — 16-bit g Egﬁgg?tgr))) 17, 27, 28 (index) 129 (response echo of request
6 (dir. op, no ack)
3 (select)
41 3 Analog Output — Single-prec g Egﬁg{:?tg%) 17, 27, 28 (index) [129 (response) echo of request
6 (dir. op, no ack)
o _ 07 (limited qty)
1 d 07 (limited qty = 1) {129
50 1 Time and Date — Absolute tin (read) (limited gty = 1) (response) (gty=1)
2 (write) 07 (limited gty = 1
Ti d Date — Absolute ti g o
50 3 rérg]oer(?gd tin?ee solute imé > (write) 07 (limited qty = 1)
51 1 Time and Date CTO — Absolute time, 129 (response) 07 (limited qty)
synchronized 130 (unsol. resp) | (gty = 1)
51 2 Time and Date CTO — Absolute time, 129 (response) 07 (limited qty)
unsynchronized 130 (unsol. resp) (qty = 1)
52 2 Time Delay — Fine 129 (response%tgiriﬁd aty)
60 1 Class Objects — Class 0 data| 1 (read) 06 (no range, or all)
06 (no range, or all)
1 (read) C
07, 08 (limited gt
60 2 Class Objects — Class 1 data 20 (enbl. unsol) ( ay)
21 (dab.'unsol.j 06 (no range, or all)
; 06 (no range, or all)
60 3 Class Objects — Class 2 data 1 (read) 07, 08 (limited qty)
06 (no range, or all)
1 (read) U
07, 08 (limited gt
60 4 Class Objects — Class 3 data 20 (enbl. unsol) ( ay)
o1 (dab.'unsol.j 06 (no range, or all)
1 (read) 00, 01 (start-stop) |129 (response) 00, 01 (start-stop)
80 1 Internal Indications — Packe EO{mat 00 (start-stop)
write) index=7
85 0 Data-Set Prototype 1 (read) 06 (no range, or all)
00, 01 (start-stop)
85 1 Data-Set Prototype 1 (read) 06 (no range, or all)|129 (response) 5B (free format)
17, 28 (index)
00, 01 (start-stop)
86 1 Data-Set Descriptor — Contel 1 (read) 06 (no range, or all)|129 (response) 5B (free format)
17, 28 (index)
00, 01 (start-stop)
86 2 Data-Set Descriptor — Charaq1 (read) 06 (no range, or all)| 129 (response) 5B (free format)
17, 28 (index)
00, 01 (start-stop)
87 0 Data-Set — Present Value |1 (read) 06 (no range, or all)
17, 28 (index)
00, 01 (start-stop)
87 1 Data-Set — Present Value |1 (read) 06 (no range, or all)| 129 (response) 5B (free format)
17, 28 (index)
) 06 (no range, or all)
88 0 Data-Set Event 1 (read) 07, 08 (limited qty)
88 1 Data-Set Event — Snapshot |1 (read) 06 (no range, or all) 129 (response) 5B (free format)

07, 08 (limited qty)

130 (unsol. resp)
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Chapter 6

Micro870 Controller Distributed Network Protocol

Table 35 - Implementation Tiablefo870 controllers (Continued)

DNP Object Group and Variation

Request

DNP3 Master may issue, controller must

Response

paIB8 Master must parse, controller may issue

Qualifier Codes (Hex)

Group NUm Var Num Description Function Codes (Decodgsdlifex) Function Codes (Dec)
16 (init. appl.) 9% (e @ rall
90 1 Application — Identifier 17 (start appl.) (no range, or all)
18 (stop appl.) 5B (free format)
91 1 Status of Requested Operation 129 (response) ()(Z]tglrglf)zd qty)
120 1 Authentication — Challenge |32 (auth request) |5B (free format) 131 (Auth. resp) 5B (free format)
120 2 Authentication — Reply 32 (auth request) |5B (free format) 131 (Auth. resp) 5B (free format)
120 3 ég?fgéitcation — Aggressive M Any requests 07 (limited qty) 129 (response) 07 (limited qty)
Authentication — Aggressive Mode P
120 3 Request 99 130 (unsol. resp) |07 (limited qty)
Authentication — Session Ke o
120 4 Request Y132 (auth request) |07 (limited qty)
120 5 Authentication — Session Key Status 131 (Auth. resp) 5B (free format)
120 6 Authentication — Session Ke)32 (auth request) (5B (free format)
120 7 Authentication — Error 33 (auth request, ng5B (free format) 131 (Auth. resp) 5B (free format)
120 7 Authentication — Error 1 (read) 06 (no range, or all)| 129 (response) 5B (free format)
120 9 Authentication — HMAC Any requests 5B (free format) 129 (response) 5B (free format)
120 9 Authentication — HMAC 130 (unsol. resp) |5B (free format)

No Object (function code only)

13 (cold rest

art)

No Object (function code only)

14 (warm restart)

No Object (function code only)

23 (delay m¢

2as.)

No Object (function code only)

24 (record ¢

urrent time)

126
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Overview of Program
Execution

Chapter7

Program Execution in Micro800 Controllers

This chapter provides a brief overrigngobrexecuting programs in a Micro800
controller.

IMPORTANTThis chapter generally depcoipesn execution in Micro800
controllers. Certain elements beagppicable or true for certain
models.

For detailed information regadtier diagrams, instructions, function blocks, and so
see the Micro800 Programmabkr Cimstirmictiormiia, publicatk80-RMO01

A Micro800 cycle or scan consists oprgadmgauting programs in sequential order,
updating outputs, and performing housekeeping (data log, recipe, communication:

Program names must begin with a letter o, dali@nsmb by up to 127 letters, digits, or
single underscores. Usammimg languages such as ladder logic, function block
diagrams, and structured text.

Up to 256 programs may be included in a project, depending on available controll
By default, the programs are cyclic (executed once per cycle or scan). As each ne
added to a project, it is assigned the next consecutive order number. When you st
Project Organizer in Corbertpdnents Workbench, it displays the program icons be
on this order. You can view and modify an order number for a program from the pi
properties. However, the Project Organizer does not show the new order until the 1
project is opened.

The Micro800 controller supports jumpsogitiin. £all a subroutine of code within a
program by encapsulating that code asreeddand@&in (UDF) or user-defined functior
block (UDFB). A UDF is similar to astiaditibnaland uses less memory than a UDFE
while a UDFB can have multiple instangles. BB can be executed within another
UDFB, a maximum nesting filepib sfipported. A cdmp#ator occurs if this is
exceeded. This also applies to UDFs.

Alternatively, you can assign a program to an available interrupt and have it exect
when the interrupt is triggeprdgram assigned to tHeauUkkdoutine runs once prior
to the controller going into Fault mode.

In addition to the User Fault Routinecditdi@®d also supppor Selectable Timed
Interrupts (STI). STIs execute assignedpoegexery setpoint interval (1...65535 ms)

The Global System Variablesifisatat=d with cycles/scans are:
e SYSVA_CYCLECNT - Cycle counter
e _ SYSVA_TCYCURRENT - Current cycle time
e SYSVA_TCYMAXIMUM — Maximum cycle time since last start.

Execution Rules

The execution follows four main steps within a loopicagesHk@vme lloop duration
is a cycle time for a program.
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Chapter 7 Program Execution in Micro800 Controllers

Optional Module
Configuration

Controller Load and
Performance
Considerations

128

Figure 40 - Program Execution Steps

1. Read inputs 1
2. Execute POUs/programs
3. Write outputs 2

4. Housekeeping
(data log, recipe, and communications)

\J

When a cycle time is spaciBsdurce waits until thidsredapsed before starting the
execution of a new cycle. The Program Organizational Unit (POU) execution time
depending on the number of active instructions. When a cycle exceeds the specifi
loop continues to execute the cycle but sets an overrun flag. In such a case, the aj
longer runs in real time.

When a cycle time is not specified, peefmvorsall stepsandbp then restarts a
new cycle without waiting.

Normally, before the read inputs step]ldrevedfigs the presesf any configured
plug-in and expansion 1/0O modules. If a plug-in or expansion 1/0O module is missin
controller faults. In Connected Compkbenth \&faftware release 10 or later, an
Optional Module configuréibansoadded to prevent a missing plug-in 1/0O or expansic
I/0 module from faulting the controller if enabled. You can enable this option for e:
I/O or expansion /O module separately.

ATTENTIONhe optional module feature is enabled, use the MODULE_|
instruction to verify that the nsgol@lsent because the controller will not
fault if the module is missing.

Within one program scantbgcexecution of the main steps (as iRdicase}lin
could be interrupted by other controkey thetiviave higher priority than the main
steps. Such activities include:

1. User Interrupt events, inclulithga®@IHSC interrupts (when applicable);
2. Communication data pacéiing and transmitting;
3. PTO Motion engine periodicahdestytportedhsycontroller).

When one or several ohtitiediies occupy a signifieacentage of the Micro800
controller execution time, the progranedtaa yprolonged. The Watchdog timeout
fault (0xD011) could be reported if the impact of these activities is underestimated
Watchdog timeout is set marginally. The Watchdog setting defaults to 2 s and gen
needs to be changed.
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Chapter 7 Program Execution in Micro800 Controller:

In firmware revision 21.011, significhintesages in greject can affect the

Ethernet Implicit I/O megsegiormance. As the interrupt has a higher priority than
Implicit messaging, use the Etherostid@iag Connected Components Workbench
software to check if there are drapEseédpackets with the desired setup.

Periodic Execution of Programs

For applications where permditcexof programs witheptieaiisg is réaal, such as
for PID, it is recommended that SHlg Sateethinterrupt) be used to execute the
program. STI proyicersse time intervals.

It is not recommended that the system \&Yi8blé TCYCYCTIME be used to periodi
execute all programs as this alsallcemisesunication to execute at this rate.

WARNINGimmunication timeouts may mograimed cycle time is set
too slow (for example, 2@meEntain communications.

Table 36 - System Variable for Programmed Cycle Time

Variable Type Description

Programmed cycle time

Note Programmed cycle time only accepts values in multiple
of 10 ms. If the entered value is not a multiple of 10, itis
rounded up to the next multiple of 10.

_ SYSVA_TCYCYCTIME TIME

Power—up and First Scam Program mode, all analog and digitabieputoldrtheir last state, and the LEDs are
always updated. Also all analog and dig@ehblégputold their last state, but only the
analog outputs hold their lasttigt the digital outputs are off.

When transitioning fragram mode to Run mode, alugmalegriables hold their last
state but all digitaludutpriables are cleared.

Two system variables are also available from revision 2 and later.

Table 37 - System Variables for Scan and Power-up on Firmware Revision 2 and later

Variable Type Description

First scan bit

Can be used to initialiesativariables immediately after
every transition from Program to Run mode.

Note True only on first scan. After that, it is false.

Power-up bit

Can be used to initialiesativariables immediately after
download from the Connected Components Workbench
_SYSVA_POWER_UP_BIT BOOQkoftware or immediately after being loaded from memory
backup module (famgde, microSD™ card).

Note True only on the firsafeara power-up, or running a
new ladder for the first time.

_SYSVA_FIRST_SCAN BOOL

Variable Retention

After a power cycle, all variables insiee aiistetructions are cleared. Micro830 and
Micro850 controllers retain all user-cedaesd Macro870 controllers can only retain a
maximum of 128 kilobytes-ofested variable values.

For example: A user-created variable that is called My_Timer of Time data type is
after a power cycle but the elapsed tiinie gEd3ericreated timer TON instruction is
cleared. This means that after a poweratyeaeapleb are cleared or set to initial value
and depending on the corstooler all user-created variable values are retained. Yc
can choose which variables to retaitingytsela on the global variable page.
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Program Execution in Micro800 Controllers

Memory Allocation

130

2080-L50E controller

Figure 41 - Retain Variable Example

Depending on base size, the availabtnviano800 controllers is Shaiva3B
Table 38 - Memory Allocation for Micro800 Controllers

Attribute 10-point and 16-point 24-point and 48-point 24-point
(Micro830) (Mico830, Micro850) (Micro870)

Program stéps |4 K 10 K 20 K

Data bytes 8 KB 20 KB 40 KB

(1) Estimated Program and Data size aprdgrpitesteps and variables are created dynamically.
1 Program Step = 12 data bytes.

These specificationmébruction and data sizeimad humbers. When a Micro800
project is created, memory is dynamitedlyasaliteer progradatar memory at build
time. This means that program size cive gxd#istied specifitatiaata size is
sacrificed and vice verisdledibility allows maxusage of execution memory. In
addition to the user-defined varitblagnaary also includes any constants and
temporary variables that are gebgithte compiler at build time.

If your project is larger, it affects the pioveerfypical power up time is 10...15 seconc
for all controllers. However, if your project has many initial and project values, it m
the power-up time to exceed 30 seaustdst-fieEtherNet/IP connections may take u|
to 60 seconds to establish.

The Micro800 controllers also have project memory, which stores a copy of the er
downloaded project (including comnwmiyuaation memory for storing plug-in setup
information, and so on.

For Micro850 (2080-L50E) controllersytakocegion in the Connected Components
Workbench software Controller - MelRimyred@hows a larger memory footprint,
which is much larger than the previous equivalent Micro850 (2080-LC50) controlle
The reason for this diffeéseheeause the internal mewtprint has change with the
release of the 2080-L50&leonand the memory consumption on each element haw
increased, so the memoryssipaceased to cater for that. This does not imply that the
2080-L50E controllers have additionalhmesaomg.Program and Data memory limit st
applies as each element usage is ioneredskdhe same amount of consumption.

Figure 42 - Memory Allocation Comparison Between 2080-L50E and 2080-LC50 Controlle
2080-LC50 controller
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Chapter 7 Program Execution in Micro800 Controller:

Guidelines and Limitation&e are some guidelines and limitaimdsritevhen progranmaritigro800 controller
for Advanced Users using Connected Components Workbench software:

» Each program/POU can use up tioté4dndbarfdress space. For all controllers
except Micro870, it is recommended that you split large programs into smalle
programs to improve code reasiatplify,debuggirdyraaintenance tasks.

» A user-defined function (UDF) nsadegshan a user-defined function block
(UDFB). For example, 30% less for a typical sized program compared to a Ul
instance. The savings increasesiab#reof UDBBNTeS increases.

« A user-defined function block (UDEREcatetavithin another UDFB, with a limi
of five nested UDFBs. Avoid creating UDFBs with references to other UDFBs
executing these UDFBs too many timeim caomesuile error. This also applies to
UDFs.

Figure 43 - Example of Five Nested UDFBs

\—> UDFB1
\—> UDFB2

\—> UDFB3
\—> UDFB4
\—> UDFB5

» Structured Text (ST) is much moraredfessnr to use than Ladder Logic, when
used for equations. If you are used t&r8siogixBCPT Compute instruction, a
great alternative is to use ST combined with either UDF or UDFB.

As an example, for an Astronomicdldick Catructured Text uses 40% fewer
Instructions.

Display_Output LD:
Memory Usage (Code): 3148 steps
Memory Usage (Data): 3456 bytes
Display_Output ST:
Memory Usage (Code): 1824 steps
Memory Usage (Data): 3456 bytes

* You may encounter dficiesti Reserved Masmmonywhile downloading and
compiling a program over a certain sidearGuredv® to usaya; especially if
there are many variables.
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Notes:
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Overview

EtherNet/IP Network
Functionality

Chapter8

EtherNet/IP Network

The EtherNet/IP network offers a futbsiite, @onfiguration, and data collection
services by layering the Common lradostligCHP ™) over the standard Internet
protocols, such as TCPUPRENdhis combination ottepledstandards provides the
capability that is required to suppatianfatata exchandecantrol applications.

Micro850 and Micro870 controllers witrefirsmova2®.011rkberesupport Explicit
messaging over the EtherNet/IP netvé& (RU80O-L50E) and Micro870 (2080-L70E)
controllers with firmware revision 21.011 or later add support for Implicit messagin

For information on ImplicExlicit messaging and how to configure EtherNet/IP or L
drivers, see the EtherNet/IFkDetwoes User Manual, puBid&iiddMO006

The controllers use socket interface transactions and conventional communicatior
EtherNet/IP network to communicdterwéhdetvices that do not support the
EtherNet/IP application protocol.

Micro850 and Micro870 easnsigiiport the followindNEtHE network functionality:
« Support for these EtherNet/IP network topologies:
- Star
e Support for these EtherNet/IP network communication rates:
- 10 Mbps
- 100 Mbps
e Duplicate IP address detection

For more information about network design, see the Ethernet Design Consideratic
Reference Manual, pubEME®ARMO002
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Chapter 8 EtherNet/IP Network

Star Network Topology

A star network topology is a traditiondlFEtresvidek that includes multiple devices that
are connected to each other through an Ethernet switch.

Figure 44 - Example of Micro8Efll€rdan a Star Network Topology

Micro850 controller
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|RINIEIN|EIEIEininin| s}

PowerFlex 525 drive
with predefined tags in
the controller

Kinetix 5100 drive
with predefined tag:
the controller

1734-AENTR adapter
1734 POINT 1/O modules
as a generic profile in the project

Implicit Messaging /O  Micross0 (2080-L50E) and Micro870 (2080-L70E) controllers with firmware revisic

ter support Implicit messaging to Ptlderhzt4 in either a generic tag or as a
Nodes on an EtherNet/“iglredefined tag in Connected Componentssdftridrenersion 21 or later. PowerFlexé

Network 520-series drives and Kinetix® 510¥esdiensdipported with predefined tags. Other
EtherNet/IP devices are supported wiphofjeneags. These controllers support up to
Applies to these controllers: eight EtherNet/IP devices in thecordiuleation section of the project.

Micro850 (2080-L50E only)
with firmware revision 21.011 or later

Micro870 (2080-L70E only)
with firmware revision 21.011 or later

Table 39 - Micro850 (2080-L50E) and (2808L70E) Controller EtherNet/IP Nodes

Micro850 (2080-L50E) Controllers Midd88707QE) Controllers Nodes Supported, Max

e o e " 70E-24AWB, 2080-L70E-24QWB, 2080-L70E-24QWBK,
gggg_tggg_gjg‘g’g' 2080-L50E-24QWB, 2080-L50E-24 _L70E-24QWBN, 2080-L70E-24QWBNK, 2080-L70&-24QBB,
2080-L70E-240BBK, 2080-L70E-24QBBN

2080-L50E-48AWB, 2080-L50E-48QWB, 2080-L50E-48QWBK, 8
2080-L50E-48QVB, 2080-L50E-48QBB
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Devices Included in the Node Count

Any EtherNet/IP devices that you addule tbenfigurationisectre counted toward
the controller node limit. The following are examples of devices that must be coun

* Kinetix 5100 Motion Drives
* PowerFlex 520-series Adjustable Frequency AC Drives
e Third-party devices that are configured as generic devices

Devices Excluded from the Node Count

When you calculate the EtherNet/IP nmdefliand@titroller, do not count devices that
exist on the EtherNet/IBrhdtut are not added to the Module configuration section.

The following devicasasrdetb the module camndiion section anehareounted
among the number of nodes:

e Computer

« Devices that are the target of M3iGnin&tntiwere not added to the module
configuration section

« Standard Ethernet devices with which the controller communicates through &
interface

Figure 46hows nodes in the module configuration.

Figure 45 - Example EtherNet/IP Nodes

I —

Nodes

How to Add PowerFlex 520850 (2080-L50E) and Micro870 ¢2080HsT8B)pportafieed tags in both
i i i PowerFlex 520-series drives and Kinetix 5100 drives. All other EtherNet/IP device
series and Kinetix 5100 ¢ Jict *F ae

Drives over EtherNet/IP

When a PowerFlex 520-series drive 00Kiretixssdonfigiwed/O Mode operation
Applies to these controllers: and is used with Connected Compobenth Wadtiware, the use of predefined user-
Micro850 (2080-L50E only) defined function block (UDFB) motion instructions provides an easy way to progra
with firmware revision 21.011 or later simple motion control application on Mit@&96 wath the Class 1 connectivity feature
Micro870 (2080-L70E only)
with firmware revision 21.011 or later For instructions on where to download the UDBR/ifilead$be User-defined Function
Block Instruction Eilepage 148

IMPORTANTInduction and linear motors are not supported with the UDFB.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 135



Chapter 8 EtherNet/IP Network

Add a PowerFlex 523 or PowerFlex 525 Drive

To add a PowerFlex 520-series drididni8@Becontrolleegirajo the following.
1. Choose Modules under the Ethernet branch in the device configuration tree

2. Select Add to create a device.

[ ]

3. In the New Module window, select the Type and configure the module prope
select OK.

[ ]

136 Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025



Chapter 8 EtherNet/IP Network

The module is added to the table.

Add a Kinetix 5100 Drive

To configure the Kinetix 5100 drive in Connected Components Workbench softwa
following.

1. Add the Kinetix 5100 drive in the>Cethieotiet > Modules dialog. Select the
correct K5100 catalog nuembentidr the name and @3sadderify that both the

Micro800 controller and Kinetix 51€0nditnieesame subnet, and select the “Data
with Camming” connection.

2. The Kinetix 5100 drive is configowadiastehEthernet — Modules dialog. Repec
step 1 to add more K5100 drigasn@ snet of the Micro800 controller.

The Kinetix 5100 drive UDFBs are déeigrikd tséo experience of the K5100 Opr Ad
On Instruction Library from Logix apadsg#easThis alsodasla Device Object

handleEfgure Y4lesigned to provide a robusttonethad! the read/write functions of
the drive assemblies.
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Table 46hows the use of the UDFB afbJeevicandler for Kinetix 5100 drives.
Table 40 - Device Object Handler and UDFB Availability

Kinetix 5100 Drive Firmware . ;
Major Revision Device Object Handler UDFB
1.xx raC_Dvc_K5100 raC_Opr_K5100_xxx

IMPORTANTThe UDFBs can be downloattetRachkwell Agtioon Product

Compatibility Download Center (PCDChkvabsitpcrienter
the keywords “Kinetix 51001daryBin the Search field.

Modify an Existing Module

To modify the existing module, do the following.
1. Select the moduledityrand select Config.

[ ]

2. In the Configure Module window, adjust the module properties, and select O
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Module Properties The New Module/Configure Module window provides the properties for the module

Table 41 - Module Properties Parameters

Parameter | Description | Value
General
Name Unique name of the device. User defined
* Generic Device
Select the type of profile to use with the deyic€owerFlex 523-E2P
Type Sedype Definition in ModuleoDiphuge 140 |+ PowerFlex 525-E2P
more information. « PowerFlex 525-EENET
« Kinetix 5100
IP Address Unique IP aafdresslevice. User defined
Mod&) Define the mode of operation for the PowerfFl Poﬁﬂ}\ipn
BRVS ocney
; . ist of Kinetix 5100 drive
Cataldg) Select the right Kinetix 5100 catalog to be L%g logs (2198EERS)

Major Revision

Module firmware major revision.

Module specific

Minor Revision

Module firmware minor revision.

Module specific

Electronic Keying

Software method to help reduce the possib
a mismatched device in a control system.
Carefully consider thieatiphs of each keying
option when selecting one.

lity of using

 Exact Match

« Compatible Module
« Disable Keying

Sedable 4fr detailed descriptions of each pption.
Drive Rati% Define the PowerFlex drive rating. Ir_;?itngg;?(vxv/exr)l(:ﬁé)dnve
Description Optional description for the device. User defined

Connection

Requested Packet In
(RPI)

%g}é e RPI rate.
equested Packet Intergaige 140 more
information.

* Generic Device -
5.0...9999.9 ms

* PowerFlex Device -
5.0...9999.9 ms

« Kinetix Device -
5.0...3200.0 ms

Unicast Connection

0Bet the type of connection to use over the H

Ftheimddagicked = Multicast

EtherNet/IP network. ¢ Checked = Unicast
* Unchecked = Module not
Inhibit Module Inhibit the moduleMgeRile Inhibitimgpage 14l inhibited

more information.

¢ Checked = Module
inhibited

Major fault on contro
connection faults wh
Run mode

éﬁ%lct whether the controller triggers a maj
ection fault ocednite in Run mode.

e %\ﬁ;ﬁﬁked = Module does

¢ Checked = Module faults

Connection Fault

Displays the major or minor fault code whe
and can be used to help troubleshoot the m

Se&onnection Fault Godpage f61a list of
possible fault codes.

n it occurs,
&duie code OXYYYY
(for example, 0x0001)

Comm Conﬁ’ﬁ;

Comm Format

device.

¢ Data - DIN
e Data- INT
¢ Data - REAL

Defines the data structure data type in the geregi@ - SINT

e Input Data - DINT
 Input Data - INT

¢ Input Data - REAL
e Input Data - SINT

Define the Assemblydesiad size of the inpu

tUser defined

Input assembly in the generic device.

Define the Assembly Instashsé&ze of the outpyt '
Output assembly in the generic device. User defined
Configuration Define the Assembnbestind size of the User defined

configuration asseinlihe generic device.

(1) Only displayed when PowerFlex is selected as the Type.
(2) Only displayed when Kinetix is selected as the Type.
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(3) These parameters are displayed only when GenedteDedtkedsType, and is used to define a generic device da
structure.

Table 42 - Module Keying Options

Keying Option Description

Lets the installed device accept thieekdgvite that is defined in the project

when the installed device can endééiteethdevice. With Compatible Module,

you can typically replace a dewdnetivithdevice that has the following

characteristics:

Compatible Module [+ Same catalog number

« Same or higher Major Revision

* Minor Revision as follows:
— If the Major Revision is the same, the Minor Revision must be the same or
— If the Major Revision is higher, the Minor Revision can be any number.

Indicates that the keying attatmitest considered when attempting to
communicate with a device. WitkK@&jgahleommunicataroccur with a

device other than the type specified in the project.

ATTENTI@¢ cautious when using Disablg ssdhigcorrectly, this option
Disable Keying can lead to personal injury or death, property damage, or economic loss.
Westrongly recommethat yodio not usBisable Keying.

If you use Disable Keying, you folisesansibility for understanding whether
the device being used can fulfill the functional requirements of the application.
IMPORTAN®: not use this option in Safety applications.

Indicates that all keying attributesatohsto estabtismmunication. If any
attribute does not match precisely, communication with the device does not oc

Exact Match

Requested Packet Interval

The Requested Packet Interval (RPDraldecoafameter that defines a rate at which
the owner-controller and the module exchange data. You set the RPI value during
module configuration aratifpest it as necessary after module operation has begun.

IMPORTANTYou can change the RPI while the project is online. If you change tt
while the project is online, htweegennectionhte module is
closed and reopened in one of the following ways:

« You inhibit the connectiomtodhée, change the RPI value, and
uninhibit the connection.

* You change the RPI valueabethise connection is closed and
reopened immediately after you apply the change to the module
configuration.

e During Run Mode ChangelfRIRE),id too fast, it can cause a
momentary drop in connection on the Ethernet device and fault t
device if the drop is detecéecbasmunication loss. To recover,
reset the fault a@sume operations.

Type Definition in Module Dialog

The Type in the module cdediti@s the type of devibestmnected. There are five
types to choose from:

e Generic Device is for all EtherNet/iRatledces have supported predefined data
structures in the Micro800 controller.

« PowerFlex 523-E2P or PowerFlex 525-E2P are for PowerFlex 520-series dri
the dual-port Ethernet plug-in communication card.

« PowerFlex 525-EENET is for PowevelexsRbisk the embedded Ethernet port

« Kinetix 5100 is for all Kinetix 510@seWhbehithis option is selected, a new fielc
that is called Catalog is shown whestesgtectiibe correct Kinetix 5100 catalog
number.
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Module Inhibiting

Module inhibiting lets you indefinitelyastmmaection between an owner-controller an
an 1/0 module without removing theomatielednfiguration. This process lets you
temporarily disable a module, such as to perform maintenance.

To inhibit the module, do the following.
1. Go to the Ethernet - Modules dialog.

2. Select the Inhibit Module checkbox on the Ethernet device that you want to i
3. Select Save to Controller to adogjttitithange to the Ethernet device.

[ 1

4. Device connection is updated as Inhibited.

To uninhibit the module, do the following.
1. Go to the Ethernet - Modules dialog.

2. Clear the Inhibit Module checkbox on the Ethernet device that you want to u
3. Select Save to Controller to acoamtitiiechange to the Ethernet device.

[ 1

4. Device connection is updated as Running.
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With Connected Components Workbenatrsioftvedrer later, when Kinetix 5100 and

erFlex 520 series products are added into the Micro800 controller (with firmw:
r later) project undethérmet-Module tree, predefined tags are made available ir

Connected Components Workbench software to help you program the logic easily

The Input and Output assembly are shown here for your convenience. While you ¢
manipulate these assemblies, they rely on your logic to operate correctly, includin
pre-existing drive ciomdit and so on. It is typisal tile predefined Motion Operation

UDFBs to perform motion oper

Table 43 - Kinetix 5100 Motion Drive Input Assembly Data

ations.

HomedSta

Name Data Type Description Value Comment
InfoBits SINT
InfoBits.0 BIT Indicates whether the drive is in run moge.- B;:xg :: :ﬂlfun mode RunMode
InfoBits.1 BIT Indicates wiheticennection is faulted. 2 z ggﬂﬂggﬂgﬂ :2 P;legglted ConnectionFaulted
InfoBits.2 BIT Indicates wiiedtdiagnostic is active. (1) z B:gggg:gg :2 gga\?gtlve DiagnosticActive
DiagnosticSequenceCount SINT The sequence count for the diagnastic.
DataBits SINT
DataBits.1 Bit Indicates whefthevetis in a faulted state. (1) z :;‘gullztgglt Fault
] . S . = Data is valid ;
DataBits.2 BIT Indicates whetteathalidity is questionalple, Date validity is questionable Uncertain
StatusBits SINT Indicates wieethietis in a warning state 2 Z gﬁvvgairsnilrr:%swarnin g state
StatusBits.1 BIT Indicatiewthe motor is enabled. (1) z mgzgﬁ :2 gggglr;%bled WarningPresent
: : : = is not ready :
StatusBits.2 BIT Indicates whether the motor is ready to| be_ g éﬁﬂz ready Active
Indicates that the new command has
been received by the K5100 drive. It
: o ggles between 0 and 1 after ajnew
StatusBits.3 BIT ;ng?ﬁ%sc‘ggfrg}grthe tgoeived the Commamk%mmand has been received by| Beady
: K5100 drive. When this bit toggles, it
stays at the toggled state until ajnew
command is received.
StatusBits.4 BIT Ionpdelcrzgtti%snwhether the drive completed the "PDPrive completed the home operation CommandinProgre
StatusBits.5 BIT Indicates whether the motor is stopped 1 = Motor is stopped
. Motor actual at reference (position, speed, thrgidtor actual at reference (positi
StatusBits.6 BIT based on mode. speed, torque) based on mode §F6?)'Eied
StatusBits.7 BIT AtReference
-128...-1 = Reserved
0 = Mode not specified
1 = Position mode
2 = Speed mode
OperatingMode SINT Indicates the drive operation mode. |3 = Home mode
4 = Torque mode
5 = Gear mode
6 = Index mode
7...127 = Reserved
-128...-1 = Reserved
Activelndex SINT Indicates the currently executing index %ﬁgngobgolmng 99
100...127 = Reserved
. . . = No motor connected
MotorType SINT :jnr?\;gates which type of motor is connected %— otary motor connected
' 2 = Linear motor connected
ActualSpeed DINT Motor actual velocity. A valid value in RPM.
FaultCode INT Fault code. For more information, seq the Kinetix
- . 5100 EtherNet/IP Indexing Servp DTives
WarningCode INT Warning code. User Manual, publimgMDM
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Name Data Type Description Value Comment
ActualPosition DINT Actual pdsiéionator. PUU (counts or user units)
Acutdlorque DINT Actual torque of the motor. % motor rated torque
0 = No parameter is selected
. . . 0x0001...0xFFFF = returned value that is
ParamterMonitor1Value DIN[T Parameter monitor selection 1. mapped from KNX5100C Functipn List >
Parameter Editor > StatusMonitor IDO60
1 = No parameter is selected
. 4 . . 0x0001...0xFFFF = returned value that is
ParamterMonitor2Value DINT Parameter monitor selection 2. mapped from KNX5100C Functipn List >
Parameter Editor > StatusMonitor IDO61
2 = No parameter is selected
. 4 . . 0x0001...0xFFFF = returned value that is
ParamterMonitor3Value DINT Parameter monitor selection 3. mapped from KNX5100C Functipn List >
Parameter Editor > StatusMonitor ID062
3 = No parameter is selected
. - . . 0x0001...0xFFFF = returned value that is
ParamterMonitor4Value DINT Parameter monitor selection 4. mapped from KNX5100C Functipn List >
Parameter Editor > StatusMonitor ID063
4 = No parameter is selected
. - . . 0x0001...0xFFFF = returned value that is
ParamterMonitor5Value DINT Parameter monitor selection 5. mapped from KNX5100C Functipn List >
Parameter Editor > StatusMonitor ID064
Table 44 - Kinetix 5100 Motion Drive Output Assembly Data
Name Data Type Description Value Comment
-128...-1 = Reserved
0 = Mode not specified
1 = Position mode
This enumerated valicatesl the drive's intern&l — agﬁfg nTg(?‘f
OperatingMode SINT |mode setting. The drive can operate in diffg fEtTorque mode
submodes while in 10 Mode. 5 = Gear mode
6 = Index mode
7 = ECAM mode
8...127 = Reserved
ServoControl SINT
ServoControl.0 BIT A transition from 0 to 1 enables the motor. ServoOn
ServoControl.1 BIT A transition from 0 to 1 disables the motor. ServoOff
ServoControl.2 BIT A transition from 0 to 1 stops motion on the motor. StopMotion
ServoControl.3 BIT A transition from 0 to 1 clears an active drive fault. FaultReset
A transition from D teeans that the motion .
ServoControl.4 BIT command is issued from the external contrpller. StartMotion
For more information, see the Kinetix
HomingMethod SINT The method of Homing. 5100 EtherNet/IP Indexing Servp Drives
User Manual, publi@dt@@uUM004
Units are in 0.1 RPM
SpeedReference DINT The commanded speed for the motor-80000...+80000
1...20000 (home mode)
AccelReference DINT The commanded acceleration rate for the motor. Units are in 0.1|RPM/sec
DecelReference DINT The commanded ddedtar#tiemotor. Units are in 0.1 RPM/sec
The scaling relationship from the E-gear
PositionReference DINT The commanded position used for ingatiogn KNX5100C software defines the
User units.
The return speed whme tmde is the operatirgnits are in 0.1 RPM (rotary motors)
HomeReturnSpeed DINT] mode. 1. 5000
-128...-1 = Reserved
0 = Absolute
: Enumerated value used to determine the ngheyR@ative
NonCyclicMoveType SINT move type. 2 = Incremental
3 = High-speed capture
4...127 = Reserved
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Table 44 - Kinetix 5100 Motion Drive Output Assembly Data (Continued)

Name Data Type Description Value Comment
-128...-1 = Reserved
; .10 = Rotary positive
CylicMoveType SINT tEnLémeratedIumused to determine the cyclia %\9 otary negative
ype. 2 = Rotary shortest path
3...127 = Reserved
-128...+1 = Reserved
; = Non-cyclic move
TravelMode DINT Enumerated value used to determine the tr%/.é_lg - Reserved
constraints of the axis. 10 = Cyclic move
11...127 = Reserved
PositionControl SINT
: . .0,= Does not override the previg »
PostionConiol0 | BiT | When execuing 2 moton command,the il e *1*11 1 P bstionCommandove
P ="Can override the previous mcwg%ent
- The next movement can overlap the end of| the Baesntot overlap the next mResitemtCommandOve
PositionControl.1 BIT movement. 1 = Overlaps the next movementrlap
. S ific N
s Selects between the high-speed digital inpy ef?%?ga?r ect CapturedPositionSele
PositionControl.2 BIT used to capture position feedback. %; DI10 issgleelgtcetgd ct
Represents the output torque level when the operation
TorqueReference DINT |mode is Torque Mode (3). This value is in pe40@&Gt 0f-4000 (enumeration is 0.1x)
motor rated torque.
TorqueRampTime DINT Represents risactiniectdorque reference. 1...65500 ms
-128...-1 = Reserved
: The first index (positistegghat the drive shdukd PR 0: Homing
StartingIndex SINT | execute. 1..99 = PR 1...PR 99
100...127 = Reserved
CamMasterReference SINT
CamExecutionSchedule SINT Future
CamExecutionMode SINT] Future
CamSetting SINT Future
CamSetting3 BIT Future CamStopMode
CamsSlaveScaling DINT Future
CamLockPosition DINT Future
CamMasterLockPosition DINT Future
CamMasterLeadingCounts DINT Future
CamMasterUnlockCounts DINT Future
CamMasterCyclicLeadingCounts D|NT Future
Integer value that represents slave counts. [This value is
GearRatioSlaveCounts DIN[IP1.044 Gear Ratio Follower Counts from the E-gear ratio
in Kinetix 5100 software.
Integer value that represents master counts. This value
GearRatioMasterCounts DIN[Ts P1.045 Gear Ratio Master Counts from the E-gear
ratio in Kinetix 5100 software.
Table 45 - PowerFlex 520-series Drive Input Assembly Data (Position Mode)
Name Data Type Description Value Comment
DriveStatus INT
DriveStatus.0 BIT Indicates wieethize is ready for operatiq z ggg(rﬁady Ready
DriveStatus.1 BIT Indicatkenithedrive is operating. (1) z xgtti\?:t(léinning) Active
DriveStatus.2 BIT Indicates the command direction. 2 z gmg ;g;’x;srg CommandDir
DriveStatus.3 BIT Inditetestating direction. 2 z sgigﬂzg ;g;’v?,;?g ActualDir
DriveStatus.4 BIT Indtbatesceleration state. (1) z mgégg(;gtlﬁ]rgtmg Accelerating
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Name

Data Typ

e Description

Value

Comment

0 = Not decelieng

DriveStatus.5 BIT Indibateleceleration state. 1 = Decelerating Decelerating

DriveStatus.6 BIT Indicatestieé Position direction. 2 z ?gxls;fg ttrrg\\/’gll Sg:l'ﬂgr? ForwardTravel

DriveStatus.7 BIT Indicates the fault state. (1) z gaOLt“ftféLé“ed Faulted

DriveStatus.8 BIT Indicates that the drive is at reference ;%eie to:ea;gggecrgnce AtReference

DriveStatus.9 BIT Indicates thatetfieat commanded position_ Ef;g;i%gi't'on AtPos

DriveStatus.10 BIT Indicates that the drive is at the referer% ﬁ{@ﬁ t home AtHome

; Indicates whether the bas been homed sin¢® = Drive not homed ;

DriveStatus.11 BIT power-up. 1 = Drive homed DriveHomed

DriveStatus.12 BIT Indi¢htefdéfquency is holding. 2 z g%gﬂﬁdhmd SyncHold
Indicates if the frequacoglerating to the new,, _ nc ram

DriveStatus.13 BIT |commanded frequency in drive parameter X%Z]g%/ am P SyncRamp
Time]. = p

DriveStatus.14 BIT Indicates if Traverse is enabled. 2 z Eg&ggg SE TraverseOn

DriveStatus.15 BIT Indicates if the drive is decelerating in ?ra\%%%fﬁé iglecel TraverseDecel

OutputFreq INT Display the reference speed of the drive. In units of 0.01 Hz,

Table 46 - PowerFlex 520-series

Drive Output Assembly Data (Position Mode)

Name Data Type Description Value Comment
LogicCommand INT
: 0 = Not normal stop
LogicCommand.0 BIT Perform a normal stop. 1 = Normal stop Stop
LogicCommand.1 BIT Command the drive the start. 2 z gtc:itr?tart Start
LogicCommand.2 BIT Command the drive to jog. g z E‘&; Y Jog
: . 0 = Not clear fault
LogicCommand.3 BIT Clear drive fault. 1 = Clear fault ClearFaults
LogicCommand.4 BIT 00 = No command Forward
— ; 01 = Forward command
Command the direction of the drive.
LogicCommand.5 BIT 10 = Reverse command Reverse
11 = No command
: This provides an idefutizatlon as the “Logic Inl” : :
LogicCommand.6 BIT Digital Input option. ril— LogicIn 1 Logicinl
: This provides an idefutiw@lon as the “Logic In2” ; :
LogicCommand.7 BIT Digital Input option. r12_ LogicIn 2 Logiclin2
LogicCommand.8 BIT 000 = Frequency and position stée]_PosSel01
: 001 = Frequency and position s
LogicCommand.9 BIT 010 = Freguencz and Bos_ition Qﬁgejq_PosSeIOZ
Select the pre-programed frequency and p )%@a g@gﬂgﬂg gﬂg Bg::ﬂgp‘ ggp 2
LogicCommand.10 BIT 101 = Frequency and position snet»‘p&ﬂ PosSel03
110 = Frequency and position step 6
111 = Frequency and position step 7
LogicCommand.11 BIT Next start commandrieusesit home. 1 = Find home FindHome
Overrides other inputs aselsdhe drive to remain
LogicCommand.12 BIT |atits current step (running at zero speed onte-itHold step HoldStep
reaches its position) until released.
Resets the home position to the current position of the
LogicCommand.13 BIT [machine. Set this biatteDcompleting the hopdirgPos redefine PosRedefine
routine.
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Table 46 - PowerFlex 520-series Drive Output Assembly Data (Position Mode) (Continued)

Name Data Type Description Value Comment
; Hold the existing frequencynthéms is set to, _
LogicCommand.14 BIT enable speed synchronization. 1 = Sync enable SyncEnabled
LogicCommand.15 BIT Disable the traverse function. 1 = Traverse disable TravDisabl
FreqCommand INT Control the referarfdbapleme. In units of 0.01 Hz
Table 47 - PowerFlex 520-series Drive Input Assembly Data (Velocity Mode)
Name Data Type Description Value Comment
DriveStatus INT
DriveStatus.0 BIT Indicates thieethnime is ready for operatig z IF\ig;[g/ady Ready
; : Lo . 0 = Not active .
DriveStatus.1 BIT Indicatesntihedrive is operating. 1 = Active (Running) Active
. . — 0 = Cmd reverse ;
DriveStatus.2 BIT Indicates the command direction. 1 = md forward CommandDir
] . L 0 = Rotating reverse ;
DriveStatus.3 BIT Indibatestating direction. 1 = Rotating forward ActualDir
. : 0 = Not accelerating :
DriveStatus.4 BIT Indibatesceleration state. 1 = Accelerating Accelerating
; . 0 = Not decelerating ;
DriveStatus.5 BIT Indibateleceleration state. 1 = Decelerating Decelerating
DriveStatus.6 BIT Reserved.
; : 0 = Not faulted
DriveStatus.7 BIT Indicates the fault state. 1 = Faulted Faulted
; ; Lo 10 = Not at reference
DriveStatus.8 BIT Indicates that the drive is at reference %e__eﬁt reference AtReference
; Indicates that the maindney is controlled by the Main frequency controlled by (
DriveStatus.9 BIT active communication. comm @Sﬁll\fﬁFreant
; Indicates that the operation command is cardtrel@pdsgtion command control ;
DriveStatus.10 BIT the active communication. active comm %fjoPerLongnt
DriveStatus.11 BIT Indicates that the pesdouideds 1 = Parameters are locked ParmsLocked
DriveStatus.12 BIT Indicatg#tah&npiit 1 status. DigIin1Active
DriveStatus.13 BIT Indicategtahénpit 2 status. DigIn2Active
DriveStatus.14 BIT Indicatgitahénput 3 status. DigIin3Active
DriveStatus.15 BIT Indicatgitahénpit 4 status. Digln4Active
OutputFreq INT Display the reference speed of the drive. In units of 0.01 Hz,

Table 48 - PowerFlex 520-serig@uBpiveAssembly Data (Velocity Mode)

Name Data Type Description Value Comment
LogicCommand INT
LogicCommand.0 BIT Perform a normal stop. (1) z Ngtrrgg{n;gpsmp Stop
LogicCommand.1 BIT Command the drive the start. g Z gto;rtstart Start
LogicCommand.2 BIT Command the drive to jog. 2 z 5‘&; 109 Jog
; . 0 = Not clear fault
LogicCommand.3 BIT Clear drive fault. 1 = Clear fault ClearFaults
LogicCommand.4 BIT 00 = No command Forward
— ; 01 = Forward command
Command the direction of the drive.
LogicCommand.5 BIT 10 = Reverse command Reverse
11 = No command
LogicCommand.6 BIT Force keypad control. 2 z ggrtclé%yﬁggp%%néglmol ForceKeypadCirl
LogicCommand.7 BIT Increases the valuevaf parameter A427 [MO®@ = Not increment MOPIncrement

Freq] at the rate set in A430 [MOP Time].

1 = MOP increment
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Table 48 - PowerFlex 520-series DrivasSerploly Data (Velocity Mode) (Continued)

EtherNet/IP Network

Name Data Type Description Value Comment
LogicCommand.8 BIT 00 = No command AccelRatel
01 = Accel Rate 1 enable
Select the Accel Rate.
LogicCommand.9 BIT 10 = Accel Rate 2 enable AccelRate2
11 = Hold Accel Rate selected
LogicCommand.10 BIT 00 = No command DecelRatel
01 = Decel Rate 1 enable
Select the Decel Rate.
LogicCommand.11 BIT 10 = Decel Rate 2 enable DecelRate2
11 = Hold Decel Rate selected
LogicCommand.12 BIT 000 = No command FreqSel01
: 001 = Freq source = P047 (Spe¢
LogicCommand.13 BIT Reference 1) IgreqSeIOZ
010 = Freq source = P049 (Speed
. . Reference 2)
Frequency selection of drive parameters Sp _ _ N
_ Reference 1...3 and Preset Freq 0...3. gﬁé:_reirgg ss)ource = P051 (Speed
LogicCommand.14 BIT 100 = Freq source = A410 (PreseFtrE(r]eS(’qu:}3
101 = Freq source = A411 (Preset Freq 1)
110 = Freq source = A412 (Preset Freq 2)
111 = Freq source = A413 (Preset Freq 3)
: Decreases the valuévefiirameter A427 [M@P= Not decrement
LogicCommand.15 BIT Freq] at the rate set in A430 [MOP Time]. |1 = MOP decrement MOPDecrement
FregCommand INT Control the referarfdhspzive. In units of 0.01 Hz

Use of the User-defined when a PowerFlex 520-series or Kinetxsu8ed with Connected Components
Workbench software, the use of the predefined user-defined function block (UDFE
an easy way to programmpler diive control application.

Table 49 - UDFB List for PowerFlex520-series Drives

Function Block Library

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

Name

Description

RA_PF523_VEL

PowerFlex 523 Velocity Mode control
This instruction allows simplddXxB&3Hrive control in Velocity Mode.

RA_PF525 VEL

PowerFlex 525 Velocity Mode control
This instruction allows simple PowerFlex 525 drive control in Velocity Mode.

RA_PF525 POS

PowerFlex 525 Position Mode control
This instruction allows simple R&&&rBlave control in Position Mode.

Table 50 - UDFB Motion Instruction List for Kinetix 5100 Drives

Name

Description

raC_Opr_K5100_MS

Motion Servo On
Ose the Motion Servo On instruction to activate the drive output and to activats
drive servo loops.

raC_Opr_K5100_MS

Motion Servo Off
Bse the Motion Servo Off instructaivatedde drive output and to deactivate
the drive servo loops.

raC_Opr_K5100_MA

Motion Axis Jog
Wse the Motion Axis Jog instruction to accelerate or decelerate the motor at a c
speed without termination.

raC_Opr_K5100_MA

Motion Axis Torque
\Use the Motion Axis Torque instruetiorgteedsniting while a predefined speed
is used to move the motor.

raC_Opr_K5100_MA

otion Axis Move
se the Motion Axis Move instruction to move the motor to a specified positior

raC_Opr_K5100_MA

otion Axis Home
se the Motion Axis Home instruction to home the motor.

raC_Opr_K5100_MA

Motion Axis Gear
Use the Motion Axis Gear instruttioe geaeratio between a pulse-source and
{%Illower drive.

PORTANIMis UDFB changes the drive E-gear ratio; Slave/Follower ID151 (P
and Master ID152 (P1.045) Counts. i§ positidriing, be aware that the units
are impacted because the E-geantralctio® counts/motor rotation value.
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Table 50 - UDFB Motion Instruction List for Kinetix 5100 Drives (Continued)

Name Description

Motion Axis Stop
raC_Opr_K5100_MABse the Motion Axis Stop instruction to stop a specific motion process on the n
to stop the motor completely.

Motion Axis Fault Reset

gﬁe the Motion Axis Fault Reset instruction to clear many motion faults for the
ome faults cannot be cleared ungl yoweytd the drive. The faults, which can

be cleared by ra€K5100_MAFR, are listed in the fault list section.

Motion Axis Index

Use the Motion Axis Index instruetioetthexspecifie@riRiex) function of
raC_Opr_K5100_MAthe drive. Use K5100C configuratieroseftplicit messaging to set the PR
(index) parameters. The raC_Opr ikglidftidviiApecifies the PR (index)
number to be executed.

raC_Opr_K5100_MA

For details on each UDFB instrudsen.defmed Function Block Motion Irsiructions
page 361

- [ can download the user-defined function blocks for Kinetix 5100 and PowerFle
Download the User-defined
Function Block |nStI’UCtidjﬁiveS from the Prodantpatibility Download Center (PCDC)kvabisiipciic

Files In the Search PCDC teFidigie J6enter “Kinetix 5100 RFR’ or “PowerFlex 520-
series UDFB Library”.

Figure 46 - Search PCDC

Select the files that you vdamtritnad from the search results.

Import the User-defined To import the user-defined function blocks into your Connected Components Work

Function Block Instructigt{iect do the following. _
1. Inthe Controller Organizer, rigbteditkoller andcsdheport > Import

Files Exchange File.
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Alternatively, from the Device menu, select Import > Import Exchange File.

The Import Export dialog box appears.

2. Select Browse and navigate to the folder that contains the UDFB files.
3. Select the UDFB file to add and select Open.

UDFBs for Kinetix 5100 Drives UDFBs for PowerFlex 520-series Drives
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The selected UDFB file is shown in the dialog box.

UDFBs for Kinetix 5100 Drives UDFBs for PowerFlex 520-series Drives

4. Select the pull-down arrow to expaaddiseé all UDFBs within the UDFB file.

5. Verify that the checkboxes next te tthatl HDE Bequired/éur application are
selected. You can clear the checkboxes for UDFBs that are not required.

6. Select Import to addlduteseUDFBs into the project.

The imported UDFBs appear in the Qamizgtenri@ier the Add-On Instructions folder,
along with the Add-On defined data typppeahin the Controller Organizer under the
Data Types > Structures folder.

UDFBs for Kinetix 5100 Drives UDFBs for PowerFlex 520-series Drives

[ ]

There are three UDFBs for PowerFlex 520-series drives to provide a necessary fu
with Assembly Instance.

There are 10 UDFBs (raC_Opr_K510Meuix dbjectanstruction (raC_Dvc_K5100)
Kinetix 5100 drives firmware revident@ prdeide a necessary function block with
output Assembly Instance 106 (or “Connection” is “Data with Camming”) for the K
configuration. These UDFBs may not wiokkseautty Instance 104 is configured (or
“Connection” is “Data’® 5100 module configuration.
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The UDFBs also appear in thengiheabtdfi the ladder logic toolbox.

UDFBs for Kinetix 5100 Drives

UDFBs for PowerFlex 520-series Drives

Connection Fault CodesTne following table lists the possiblencfautisctiwat can occur and the corrective
actions that you can take to resolve the fault.

Table 51 - List of Connection Fault Codes

Fault Code| Display Text Fault Corrective Action
; : : : Extended status codes ima&thgee provide more detail
0x0001 Connection failure. egtioarto a module failed. as to the connection failure.
Possible causes include the following: * Check the connection use of the controller or
+ There are not enough connections avaiabie prfELERIEr module 1 comections are weed, 1y &
0x0002 Resource unavailable. controller or for the comrtianigzodule being use oute the errant connection through.

connect through.
« The I1/0 module that is targeted does not hav
connections available.

S Cé@a the number of controllers making a connection to
& module and vetithéhnumber of connections
is within the limits of the 1/0 module.

Invalid value in an object

A parameter that is assowitigtie request was in

Possible causes include the following:

¢ The module in use (that is, the physical mod
different than the maxhéeified in the I/O
configuration tree afttiki®fore causing the
connection or service to fail.

« The fault may occur even when the module f

valid.

ule) is

heck bhe module in use and verify that it exactly matches
tile that is specified in the application. For more
i %'%on about electrgnngksee the user manual

0x0003 specific data parameter of &lectronic keying test. This may result when
service request. Keying or Compatible Keying options were us ;
module configuration instélagl Exact Match opa%n? odule you are using.
» Despite passing the electronic keying test, the module
being connected to does not have the same features or
settings as the moduleisgecithe 1/0 configuration
tree and does not suppodrthection or service peing
attempted.
The target module does not like one of the parameters in
Connection Request Erroy; . the connection requesmajiisccur if improper module
0x0004 Bad Segment. fol segment error on connection request. keying is being used enifiting map type attribute is set
in the map entry.
The controller is attempting to make a connectjon to the
module and has received an error.
Possible causes include the following:
« The configured address for the connection tg the module
is incorrect.
* The module in use (that is, the physical modyjexjs, ; ; ;
. by eck the module in use and verify that it exactly
ggfrﬁirgmatggg ttpe%rgmgsgégﬂag?he matches the module that is specified in the application.
. ) h " ; For more information about electronic keying, see the
0x0005 Connection Request Error: connection or service to fail. user manual for the module you are using.

Bad Class.

« The fault may occur even when the module f
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration instélael Exact Match op
Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleisgecithe 1/0 configura
tree and does not suppodrthection or service

&
Di
5e
tio
e module
eatures or
Ation

being

Sre using a 1756-DHRIO module, verify that the
nel type selected in the software (DH+™ or remote
A@ [fwork) matches the module's rotary switch settings

attempted.
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Table 51 - List of Connection Fault Codes (Continued)

Fault Code| Display Text Fault Corrective Action
Only part of the expected data was transferred
Possible causes include the following:
« The response buffer is too small to handle the response
data.
* The module in use (that is, the physical module) is
different than the mogheeified in the 1/O
configuration tree atitkfore causing the Check the module in use and verify that it exactly matches
connection or service to fail. th le that i ified in th lication. F
0x0006 Partial data transferred. The fault may occur even when the module gdague at 1S Speciiea In the applcation. or more
. . ! mifon about electromigksee the user manual
electronic keying test. This may result when % module ;
A : > : I you are using.
Keying or Compatible Keying options were used in the
module configuration instélael Exact Match option.
« Despite passing the electronic keying test, the module
being connected to does not have the same features or
settings as the moduleisgenithe 1/0 configuration
tree and does not suppodrthection or service peing
attempted.
0x0007 Messaging connection|lost. Tihg coesssgion was lost. A service request is unconnected, but should be con

Service Request Error:

The controller is attempting to request a servic
module that is not supported by the module.
Possible causes include the following:

« The module in use (that is, the physical mod
different than the mazhéeified in the I/O
configuration tree atttkiefore causing the
connection or service to fail.

The fault may occur even when the module

e from the

ule) is

Check the module in use and verify that it exactly matches
tezesatiele that is specified in the application. For more

0x0008 Unsupported Service. electronic keying test. This may result when Digabteation about electrgmigksee the user manual
Keying or Compatible Keying options were usked thehgodule you are using.
module configuration instélae Exact Match option.
 Despite passing the electronic keying test, the module
being connected to does not have the same features or
settings as the moduleisgénithe 1/0O configuration
tree and does not suppodrthection or service peing
attempted.

« Additional fault information for this fault will be displayed
as a hex code on the Consi¢ahi. If available for the
module, open the Connections tab of the Module
Properties dialog boxefadttitional fault code. The

) . . . additional fault codie@tes the configuration
0x0009 Module Configuration Rejggﬁef %Tgﬁgrr]artr']%n fﬁ;\}gdensd%%lﬁl.gggt?&%: ﬁc@g{?meter that is causing the fault. You may have to
parameter error. oarammaticall y teegre ect multiple parameters before this fault is cleared
progr icadly. and the module is connected.

« Verify that the configuration is valid by using the module
configuration software to validate your configuration.
Consult the module user manual for a list of fault codes t
determine the configupzdiameter that is in error.

0x000B Object already in requestdthe object is already in the mode/state being reuesteddyhave to request a mode/state because the obje
mode or state. the service. is already in the requested mode/state.

First, verify that the module is not faulted.

For an I/O module, this may indicate that the module has

Service Request Error: one of the following conditions:
0x000C Inva\(llid modqeuor state for The controller is attempting to request a service ftomithe communicatiossgfE but the module has a
service request module and has received an error. Major Fault.
' < A firmware update needs to be completed or is currently
being completed.

See the Module Info tab to determine the exact cause.

0x000D Object Already Exists. Anarigjedsiostated where the instance exists. Use another object instance number.
; SG instruction is cortiigeinadge an attribute|tBaé the device user manual for available programming

0x000E Attribute value not Sett@el%lnot be changed. options.
OX000F Access permission denied\fMSG instruction hasdrdigrured to delete a mafsee the device user manual for available programming

requested service. object that cannot be deleted. options.

Mode or state of module S . . ; : :
0x0010 not allow object to perfor e‘:(; Stﬁ;%glfetge device prevents a service requ fﬁit?gﬁl;a device user manual for available programming

requested service. 9 : P :

The reply to a message has a data size that is tCbdagee tfoe destinationgahataan handle the data

0x0011 Reply data too large. the destination. size and type being returned.
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Fault Code

Display Text

Fault

Corrective Action

Regested service specifig
operation that is going to

2S an
The service specified an operation that is going

* The size of the datg beda or written must be
todranpadrto the next primitive data type size.

0x0012 fragment a primitive dataja primitive data value (for example, half a REAls ddia tgyejce is operating on data that is too large for the
value. underlying communication size limits.
Module Configuration RejEbtedonfiguration for the module ldatealimlgh ; : :
0x0013 Data size toogsmall. Jconfigurat%on data was sent. 9 Verify that the correct module is being targeted.
0x0014 Undefined or unsupportedd MSG instruction is cortiigeinedge an attribute|Beé the device user manual for available programming
attribute. does not exist. options.
Module Configuration Rejébtdonfiguration for the module is invalid. Tod : .
0x0015 Data size toogllarge. Jconfiguratgfon data was sent. \'733%{7 that the correct module is being targeted.
Check for these conditions:
« The controller is attempting to make a specific
. ) connection to a module and the module cannot support
0x0100 E:A%r(;ﬂ?é:tilr?rbsl?gquest Errd The connection beingsextés already in use. multiple connections.

’ * The target of a connection recognizes that the owner is
attempting to remake a connection that is already
running.

This indicates that the controller is requesting a transport
class that is not supported by the module.
Possible causes include the following:
* The controller is requesting services that are[not
supported by the module.
* The module in use (that is, the physical module) is
different than the mazhdeified in the I/O
Service Request Error: configuration tree atittiefore causing the Check the module in use and verify that it exactly matches
0x0103 CIP transport class not connection or service to fail. the module that is specified in the application. For more
supported « The fault may occur even when the module pasemigiion about electrgmgksee the user manual
' electronic keying test. This may result when Diyaltle module you are using.
Keying or Compatible Keying options were used in the
module configuration instélael Exact Match option.
» Despite passing the electronic keying test, the module
being connected to does not have the same features or
settings as the moduleisgecithe 1/0 configuration
tree and does not suppodrthection or service peing
attempted.
Check for these conditions:
« The Connection Request to this module has been reject
due to an ownership caviftichnother owner (for
example, another contrdltés may occur with
modules, such as outputesdhat allow only one
owner to configure and control its outputs. This fault may
Connection Request Error: also occur if the modulefigued as Listen Only and
Module owned and configured supports only one connection.
0x0106 by another controller. Maduieownership conflict occurred for the connectjenif the owner is connected to the module with a unicast

may accept only one
connection if Unicast is u

sed.

connection over EtherNet/IP network, other connections
to the module may fail because the owner controls the
one connection.

If the owner is connectied toodule with a multicast
connection over EtherNet/IP network, unicast
connections to the mothydail because the owner
controls the one connection. Configure both the owner

and the Listen Omlyeztiion as multicast.
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Table 51 - List of Connection Fault Codes (Continued)

Fault Code

Display Text

Fault

Corrective Action

0x0107

Connection Request Errg
Target Connection Not F

A connection being accessed was not found.

Possible causes include the following:

* You have configured module to use a unicas
over EtherNet/IP network, but the producer d
support unicast connections.

« The module in use (that is, the physical mod
different than the magheeified in the 1/0
configuration tree atttkiefore causing the

r: connection or service to fail.

BUMthe fault may occur even when the module g
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration insté¢lagl Exact Match op

» Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleiegéoithe I/O configura
tree and does not suppodrthection or service
attempted.

[ connection
oes not

ule) is

Check the module in use and verify that it exactly matches
the module that is specified in the application. For more
esmetion about electrommgksee the user manual

Jiyalhie module you are using.

sed in the

tion.

e module

eatures or

ition

being

0x0108

Connection Request Errg
Connection type (Multical
Unicast) not supported.

The controller is requesting a connection type

supported by the module.

Possible causes include the following:

* You have configured the module to use a un
connection over EtherNet/IP network, but the
does not support unicast connections.

« The module in use (that is, the physical mod
different than the magheeified in the 1/0

r: configuration tree attikiefore causing the

st/connection or service to fail.

« The fault may occur even when the module g

electronic keying test. This may result when

Keying or Compatible Keying options were u

module configuration insté¢lagl Exact Match op

Despite passing the electronic keying test, th

being connected to does not have the same

settings as the moduleisgecithe 1/0 configura
tree and does not suppodrthection or service
attempted.

hat is not

cast
producer

ule) is

Check the module in use and verify that it exactly matches
the module that is specified in the application. For more
information about electromigkeee the user manual

dule you are using.
Isablé y 9

sed in the
tion.

e module
eatures or
ation

being

0x0109

Connection Request Errg
Invalid connection size.

The connection size isisteonsvith the expected
Possible causes include the following:

« The controller is attempting to set up a conng
the module and cannatibe the size of the
connection is invalid.

The module in use (that is, the physical mod
different than the mahéeified in the I/O
configuration tree atttki®fore causing the
connection or service to fail.

The fault may occur even when the module g
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration instélael Exact Match op
Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleisgecithe 1/0 configura
tree and does not suppodrthection or service
attempted.

r.

size.

pction with

WetiSeck the module in use and verify that it exactly
matches the module that is specified in the application.
For more information about electronic keying, see the
user manual for the module you are using.

odule is a 1756 ControlNet® module, verify that t
size is correct. For remote 1/O adapters, verify
rack size and rack density are correct.

i
sed %
tion.
e module
eatures or
Ation
being

0x0110

Connection Request Errq
Module not configured.

The controller is attempting to set u@alyisten
connection with the modlLtéaanot because the n
has not been configured and connected to by &
example, another controller).

This controller is not an owner of this module because it is
pting to establish a Listen Only connection, which
E%%? m{module configuration. The controller cannot
o) il an owner configures and connects to the
module first.
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Fault Code

Display Text

Fault

Corrective Action

Requested Packet Interv

ki

RPI not supported.

Possible causes include the following:

* The Requested Packet Interval (RPI) specifig
for this module or for a miodigepath to this mq

* The module in use (that is, the physical mod
different than the mahéeified in the I/O
configuration tree atttki®fore causing the

ection or service to fail.

2d is invalid

dule.

iHeTizeck the module in use and verify that it exactly
matches the module that is specified in the application.
For more information about electronic keying, see the
user manual for the module you are using.

0x0111 |4t of range ault may occur even when the module pagseslifsten Only connetimRP| set by the owner of
ge. electronic keying test. This may result when Digafdenodule is slowerttizanne requested. Either
Keying or Compatible Keying options were useihier¢glase the requested RPI or decrease the RPI the own
module configuration instéael Exact Match optiopontroller is using. See the Connection tab for valid RPI
« Despite passing the electronic keying test, the vade®
being connected to does not have the same features or
settings as the moduleisgenithe 1/0 configuration
tree and does not suppodrthection or service peing
attempted.
To reduce the number of connections:
e Change the FLEX™ I/O communication adapter
Communications Format from Input or Output
configuration to Ragkmization. When the
Connection Request Erroithe number of connections is greater than what iCavaiteblEations Format htwegedapter must be
0x0113 Module connection limit {on the module. The nurasbanettions must be refucehoved and recreated in the 1/O configuration tree.
exceeded. or the hardware must be upgraded. « If the configuration uses messaging over ControlNet,
sequence the messages to reduce the number that are
executing simultaneously, or reduce the number of
messages. Messages (MSG instructions) also use
connections.
Electronic Keying Mismat@he Product Code of the actual module hardwaEedtresitakeying failed for this module. You may have a
0x0114 Electronic keying productmadieh the Product Code ofitiie that is created imtimatch between the module that is created in the
and/or vendor ID mismatdoftware. software and the actual module hardware.
Electronic Keying Mismal@e Product Type of the actual module hardwaEeesnimKeying failed for this module. You may have a
0x0115 Electronic Keying produdtngteh the Product Type of the module that is cheesethichHeetween the module that is created in the
mismatch. software. software and the actual module hardware.
Electronic Keying failed for this module.
: . . : : - » Veri ou have specified the correct Major and Minc
Electronic Keying Mismat@he Major or Minor revisions of the module do ho h
0x0116 Major and/or Minor revisidviajor or Minor revisions of the module that is gre %’é i%’gu have chosen Compatible Module or Exac
invalid or incorrect. software. * You may have a mismateleb¢he module that is
created in the software aerdtiral module hardware.
The connection is to an inktadidgmot that is alreagy in
use.
Possible causes include the following:
« Another controller ousmtidule and has connected
with a Communications Fbifier@int than the ong
chosen by this controller. Verify that the Communications
Format chosen is identical to that chosen by the first
owner controller of the module.
 The controller may be attempting to connect tadditional Error Information for this fault appears as the ta
nonexistent tag in a producing controller. name associated with the controller to controller (C2C) the
. +. The module in use (that is, the physical mod ishe fault.
0x0117 Connection Request Eror. different than the m(czchdeified inpth){e 110 jCnla;1)seck the module in use and verify that it exactly matches

Invalid Connection Point

configuration tree atttki®fore causing the
connection or service to fail.

The fault may occur even when the module
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration instélael Exact Match op
Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleisgenitheld/configuratig
tree and does not suppaatinection or service
attempted.

the module that is specified in the application. For more
information about electromigkeee the user manual
fisthetmwodule you are using.

Disable

sed in the

tion.

e module

eatures or

n

being
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Table 51 - List of Connection Fault Codes (Continued)

Fault Code

Display Text

Fault

Corrective Action

0x0118

Module @guration Rejec
Format error.

An invalid configuration format was used.
Possible causes include the following:
« The configuration class that is specified doeg
the class that is supported by the module.
« The connection instance is not recognized by
» The path that is specified for the connection
inconsistent.
* The module in use (that is, the physical mod
different than the mazhéeified in the I/O
tedsonfiguration tree atiteiefore causing the
connection or service to fail.
The fault may occur even when the module
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration instélael Exact Match op
Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleisgecithe 1/0 configura
tree and does not suppodrthection or service
attempted.

not match

the module.
S

ule) is

Ct%eck the module in use and verify that it exactly matches
the module that is specified in the application. For more
information about electromigkeee the user manual
faysthetmodule you are using.

Disable

sed in the

tion.

e module

eatures or

ition

being

0x0119

Connection Request Errg
Module not owned.

The controlling connection is not open.

Where a Listen Only conisaettprested, the controlling
connection is not open.

0x011A

Connection Request Errg
Out of Connection Resol

ule and cannot becagsired resources are

?.he controller is attempgegup a connection wi
ailable.

« If the module is a 1756 ControlNet module, up to five
controllers can make Ré@ckz@ipon connections to
h &lgecmodule. Verify that this number has not been
eeded.
* If the module is a 1794-ACN15, 1794-ACNR15, or
1797-ACNRIBpter, only one controller can make a Rack

Optimization connectioe toatiule. Verify that this
number has not been exceeded.

0x0127

Connection Request Errg
Invalid output size.

"he controller is attemp8egup a connection wi
odule and cannot bettausetput packet size is
invalid.

rI‘f%‘@neric Ethernet module is being used, check if the outpi
size is correct and expected by the target device.

0x0128

Connection Request Errg
Invalid input size.

The controller is attempsegup a connection wi

module and canncailee the input pasiketis invaI

Itf tpeneric Etheretule is being used, check if the input
isize is correct and expected by the target device.

0x0203

Connection timed out.

The owner or originator recognizes that the tar
on the network or baekpgtwever, I/O data and
messages are not being responded to.

The target can be reached, but its response is not as
expected. For exampliguthisiay be indicated where
gauttmdaseBshernet packets are not returned.

When this fault occurs, the controller usually attempts to
continuously remove and remake the connection. If you us
FLEX 1/0O modules, verify that you are using the correct
terminal device.

0x0204

Connection Request Errg
Connection request time

arget module is not responding. The devic

:Ehe controller is attempting to make a connecti
% ars to be missing from the backplane or n

To recover, take the following steps.
« Verify that the module hlbearoremoved and is still
fynctioning and receiving power.
n 3%%% the correct slot number has been specified.
[&iify that the modpl@fzrly connected to the
network.

« If you are using FLEX 1/O modules, verify that the correc
terminal blockieed

Me DO

0x0205

Connection Request Errg
Invalid parameter.

The controller is attempsegup a connection wi
module and has receivedrda pammeter is in e
Possible causes include the following:

* The module in use (that is, the physical mod
different than the mazhdeified in the I/O
configuration tree atttki®fore causing the
connection or service to fail.

: The fault may occur even when the module
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration instélael Exact Match op
Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleisgenithe 1/0 configura
tree and does not suppodrthection or service

¥

attempted.

h the
ror).

ule) is

Check the module in use and verify that it exactly matches
tszesatiele that is specified in the application. For more
Digabieation about electromigksee the user manual

skodl thethveodule you are using.

tion.

e module

eatures or

ition

being

156
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Table 51 - List of Connection Fault Codes (Continued)

Chapter 8 EtherNet/IP Network

Fault Code

Display Text

Fault

Corrective Action

0x0206

Connection Request Errg

Requested size too large.

The controller is attempgegup a connection wi

h the

module and has receivetian e request size is too
large.

Possible causes include the following:

* The module in use (that is, the physical module) is

different than the mahéeified in the I/O
configuration tree atttki®fore causing the
.connection or service to fail.

The fault may occur even when the module
electronic keying test. This may result when
Keying or Compatible Keying options were u

module configuration instélael Exact Match optioh:

Despite passing the electronic keying test, th
being connected to does not have the same

« Verify that the path to this module is sufficiently close to
the controller.
%éhe module in use and verify that it exactly
s the module that is specified in the application.
re information about electronic keying, see the
anual for the module you are using.

a
Di
5e

e module
eatures or

settings as the moduleisgéecithe 1/0 configuration

tree and does not suppodrthection or service
attempted.

being

0x0301

Connection Request Errg
Out of buffer memory.

The controller is attempsegup a connection wi
module and has receivedraa aroaule in the pat
out of memory.

Possible causes include the following:

« The controller may be attempting to connect
producing controller that is not marked as be
produced.

« The controller may be attempting to connect

h the
his

toatagina
ng

toatagina

producing controller. That tag may not be configured to

allow enough consumers.
The size or number cgat@ms through this mo
must be reduced.
One of the network mbeule=en the module a
controller may be out of memory. Check ne

: configuration of the system.
The module may be out of memory. Check t
configuration and capabilities of the module.
The module in use (that is, the physical mod
different than the mahéeified in the I/O
configuration tree atttki®fore causing the
connection or service to fail.
The fault may occur even when the module
electronic keying test. This may result when
Keying or Compatible Keying options were u
module configuration insté¢lael Exact Match op
Despite passing the electronic keying test, th
being connected to does not have the same
settings as the moduleiegéoithe I/O configura
tree and does not suppodrthection or service
attempted.

r

dule

d the

feck the module in use and verify that it exactly matches
the module that is specified in the application. For more
tysnation about electrgmngkeee the user manual
for the module you are using.

ule) is

asses the
Disable
sed in the
tion.

e module
eatures or
Ation

being

0x0302

Connection Request Errg
Out of communication
bandwidth.

ihe controller is attempsegup a connection wi
module and has receivedraa aroaule in the pat
exceeded its commuoridagéindwidth capacity.

I tierease the Requested Packet Interval (RPI) and
h lrasonfigure your network with RSNetWorx™ software.
« Distribute the load on another bridge module.

0x0303

Connection Request Errq
No bridge available.

"he controller is attemp8egup a connection wi
odule and has receivedraa eraalule in the pat
exceeded its commuoridadéindwidth capacity.

h the

0x0304

Not configured to send
scheduled data.

The ControlNet module is not scheduled to ser

Chstsibute the load on another bridge module.
Ha SNetWorx for ControlNet software to schedule or
dule the ControlNet network.

0x0305

Connection Request Errg
ControlNet configuration
controller does not match
configuration in bridge.

atch the configuratioe ipritige module. This m

ccur because a ControlNet module was chan
ndwork as scheduled, or bedause control prog
has been loaded into the controller.

gﬁhe ControlNet configuration in the controller d
i

oes not

e Worx for ControlNet software to reschedule the
ey

0x0306

ControlNet Keeper not
available.

The ControlNet Configuration Master (CCM) c3
The 1756-CNB module and PLC-5® ControlNe
the only devices capable of being a CCM and
be node 1.

This fault may temporarily occur when the syst
powered up and is being cleared when the CC

innot be found.

t processor are

e g ihahast 756-CNB modules or PLC-5 ControlNet
processor is at node 1 and is functioning properly.
em is

M is located.

0x0311

Connection Request Errg

Invalid port.

he controller is attempsegup a connection wi

ey that all modules in the I/O Configuration tree are the

module and has received an error.

correct modules.
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Table 51 - List of Connection Fault Codes (Continued)

Fault Code

Display Text

Fault

Corrective Action

Connection Request Errg

The controller is attempBegup a connection wi
odule and has received an error: an invalid li

I terify that the chosen slot number for this module is not
nk guddrtesghan the size of the rack.

0x0312 Invalid link addres as been specified. Adirdsadtan be a slot numberyarify that the ControlNet node number is not greater
network address, or the remote I/O chassis numbigraartie maximum node number configured for the
starting group. network in RSNetWorx for ControlNet software.
The segment type or route is invalid.
Possible causes include the following:
« The controller is attempting to set up a connection with
the module and has reaeiesrbr: the connectign
request is invalid.
* The module in use (that is, the physical module) is
different than the mazhdeified in the I/O
configuration tree atttki®fore causing the Check the module in use and verify that it exactly matches
0x0315 Connection Request Errgr: connection or service to fail. the module that is specified in the application. For more
Invalid segment type. « The fault may occur even when the module pidesmgiion about electromgkeee the user manual
electronic keying test. This may result when Diaifiie module you are using.
Keying or Compatible Keying options were used in the
module configuration instélael Exact Match option.
» Despite passing the electronic keying test, the module
being connected to does not have the same features or
settings as the moduleisgecithe 1/0 configuration
tree and does not suppodrthection or service peing
attempted.
0x0317 Connection Request Errgithe controller is attempting to set up a ControlNéte RSNetWorx for ControlNet software to schedule or
Connection not schedulegonnection with the maddlkas received an errgreschedule the connection to this module.
Connection Request Erroithe controller is attemp8rgup a connection wi
0x0318 Invalid link address - canfmbdule and has received an error: the link add%é%%{i?ét”é? ggzgﬁ:}%glr'\lseé ég?gé“e has the
route to self. invalid. '
0 Connection Request Errg 'Z%S%ngr?ger{alz ?et?eT\gtégggﬁearggﬂﬂgg;}?r:anL ce the size or number of connections through this
x0319 No secondary resources not have the necessary resources to su d@ or add another controller or ControlNet module to
available in redundant Crggﬁsemion y P tem.
A rack-optimized connection has already been establishec
to this module through7h@-CNB/R in the same chassis.
« Connect to this module through the 1756-CNB/R in the
same chassis.
« Connect to this module through another 1756-CNB/R to
0x031B Connection Request Errgithe controller is attempting to set up a Direct donmeetoDirect connection.
Rack Connection Refusgavith the module and has received an error. |« Change the first connéuiforrack-optimized to
Direct, and then re-establish the second direct
connection.
» Connect to this module from a controller in the same
chassis as the module (do not connect through a 1756-
CNB/R).
« The controller is attempting to connect to atag in a
OXO31E Connection Request Errgihe controller is attempting to connect to a tag|inproducing controller anththias already been used
Cannot consume tag.  |producing controller and has received an error| by too many consumers.
« Increase the maximum number of consumers on the tag
OXO31F Connection Request Errgithe Consume tag was noteondigrer produced inNtake sure the name ofjtheing consumed is spelled
Tag not plished. target module. correctly in both the consumer and producer.
Connection Request Error:
0x0322 E(?r:ﬁ gg{irgr?tdfgé srenqouterﬁtaet::{i’&?setm cggzﬁcét(i:(tqn that is requested does not n ﬁlhbdk;ﬁh? cltl)ntro;!ers Eltr]asmg thedco?nelction and
data format of connectiof g ion. verify that all configurations are identical.
already established.
P nection has alreadgdtablished to the targdt is either not physicaitlyected to the network (media
0x0800 i’:‘ec:},%/l(i)r:lé link in path to m[ﬁgﬁle at a different RPI and it cannot be chandisddanected) or otherwise unable to forward the request
) accommodate the RPI specified. onto the destination network.
The controlling applicatiort isisialized the data to eonfigure the tag as unicast.
produced by the target device. This may be capsédljubethe RPI so thattalhsiiconsumers of the tag
0x0801 Incompatible Multicast|R§&ind Data” connectionsfigarea in a target devicese the same RPI.
and the controlling application for that target devicedrRjnaé the RPI so thgisange that is allowed by
initialized the data to be produced. the producer.
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Table 51 - List of Connection Fault Codes (Continued)

Fault Code| Display Text Fault Corrective Action

For the target device associated with the “Send Data”
@cﬁ}ection reporting thizection error, start the
ontrolling application and perform at least one write of
data. See the user manual for the target device and its
controlling application for information on how to do this.

0x0810 No targepplication data |Given data type does noPmuatcbe tag data type
available. target module.

0x0814 Connection Request Errofziven data type does noPmuatabe tag data type
Data Type Mismatch. target module.

Connection Request Error:

No error code is supplied g arror code is supplied by an I/O module to dgsgri .
0xFD02 /O module to describe ah/@crault. SIS 't'ﬁ% W¥Mer manual for your device.

fault.

l{}éﬂﬁ/ that both data types match.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 159



Chapter 8 EtherNet/IP Network

Notes:
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PTO Motion Control

Chapter9

Motion Control

Generally two types of motion control éMéere@@licontrolleomagpplications that
have Kinetix 3 servo drives.

¢ Indexed Motion — The Micro800 controller issues position indexes to the sen
using Modbus RTU communicatitah$/Or. tlged for simple positioning.

« PTO Motion — The Micro800 controller uses pulse and direction outputs to th
drive for precise control of positidoatydwith Modbus €mmunications or
digital I/O for feedback. Micro800anfgoration and instructions make
programming easy.

Certain Micro830, Micro850, and ddictaBlers that are shoallérb2upport

motion control through high-speed pulgaitsa{R D0). PTO functionality refers to the
ability of a controller tagfere specific number of pulses at a specified frequency
accurately. These pulses are sent tad@vinetieuch as a servo drive, which in turn
controls the number of ret§biasition) of a servo motor. Each PTO is exactly mappe
one axis, to allow for control of simple positioning in stepper motors and servo dri\
pulse/direction input.

As the duty cycle of the PTO can be rduanicply dyhe PTO can also be used as a pul
width modulation (PWM) output.

PTO/PWM and motion axes supporb88ah&idio850, amBYiiccontrollers are
summarized as follows.

Table 52 - PTO/PWM and Motion Axis Support on Micro830, Micro850, and Micro870

Controller PTO (built-in) Number of Axes Supported

10/16-poif)
2080-LC30-10QVB 1 1
2080-LC30-16QVB

24-point
2080-Lc30-24%g5
2080-LC30-240BB
2080-LC50-24QVB
2080-L50E-24QVB
2080-LC50-24QBB
2080-L50E-24QBB
2080-LC70-24QBB
2080-L70E-24QBB
2080-LC70-24QBBK
2080-L70E-24QBBK
2080-L70E-24QBBN

48-point

2080-LC30-48OVB
2080-LC30-48QBB
2080-LC50-48QVB 3 3
2080-L50E-48QVB
2080-LC50-48QBB
2080-L50E-48QBB

(1) For Micro830 catalogs, P@sgpLriaianctionality is only sufrpantédnware revision 2 and later.
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Motion Control

ATTENTIAN:use the Micro800 Motion feature effectively, you must hav
basic understanding of the following:
* PTO components and parameters
SedJse the Micro800 Motion ControlrFeateré6P a general
overview of Motion contpamneitheir relationships.
» Programming and working wétitelarthe Connected Components
Workbench software
You must have a working knovideldige diagram, structured text, or
function block diagram programming to be able to work with motion ft
blocks, variables, andafiguration parameters.

ATTENTIAN:learn more about Connected Components Workbench
software and detailed descriptih@engasfables fa EMotion Function

Blocks, you can refer to Conmaptmtk@is Workbench software Online
Help that comes with your Connected Components Workbench softwar
installation.

IMPORTANTThe PTO function can only be used with the controller's embeddec

It cannot be used with expansion I/O modules.

Use the Micro800 Motion Control Feature

The Micro800 motion control featurfellwagitigeclements. You must have a basic
understanding of the function eleeasht to use the feature effectively.

Table 53 - Components of Motion Control

Element

Description Page

Consists of one pulse output and or € Input and Output Signals

Pulse-train Outputs |direction output. A standard interfage age 163

control a servo or stepper drive.

AXis

From a system point of view, an axis is a

mechanical apparatus that is driven| by a

motor and drive combination. The drjvg, .+ ;

receives position commands through Q/OJEEQX'S and Paramaters
Micro800 pulse train outputs mterfa:eﬁzﬁsﬂ Axis Confiquration in

glr;(t:rllgPLC execution of motion funEtigty o ~ied Components Workbench

On the Micro800 controller, itis a p |qurgg.ge_l83
output and a set of inputs, outputs, and
configuration.

Motion Function Bloc

« Connected Components Workbench
Online Help

« Motion Control Function @locks

set of instructions that configure gr d1age 166

pon an axis of motion. « Axis_Ref Data dygeage 179

 Function Block and Axis Status Error

Codesn page 181
« Homing Function Blogage 193

Jerk

Rate of changecoékeration. The Jerk
component is mairilyt@fest at the stast Acceleration, Deceleration, and Jerk
and end of the motion. Too high of 4 Jénputay page 167

induce vibrations.

To use the Micro800 motion feature, you must:
1. Configure the Axis Properties

For instructions, etion Axis Configuration in Connected Components Workb
on page 183

2. Write your motion program thrQagiméoted Components Workbench software

For instructions on how to use the atim8@0ntrol feature, see the Micro800
Programmable Controllers: Getting Started wittoMdgiog €&imulated Axis
Quick Start, publica@86-QS001

3. Wire the Controller
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Chapter 9 Motion Control

For fixed and configurable inputs/outppts, avee Output Signglage 163
For reference, Sample Motion erlng Caofigar&t080-L.C30-xxQVB / 2080-
LC50-xxQVB 1 2080- LC76mxpanes1 65

The next sections provide a more detiiliech désbe motion components. You can als
see the Connected Components Workdétedp fonlinore information about each
motion function block amd/aéinigible inputs and outputs.

Input and Output Signal$auttiple inputioutput csidrails are required fomeatitn axis, as desdiise 54
andlable 5% TO Pulse and PTOrDareatémuired for anBiésrest of the input/

outputs can be disabled and reused as regular 1/O.

Table 54 - Fixed PTO Input/Output

PTOO (EM_00) PTO1 (EM_01) PTO2 (EM_02)

Motion Signals Logical Name inName on Terminabgical Name in|Name on Terminabgical Name inflName on Terminal
Software Block Software Block Software Block

PTO pulse _IO_EM_DO| 00 0-00 _EM_DOI@1 0-01 IO_EM_DO_02 0-02

PTO direction _IO_EM_DQ_03 0-03 | IO_EM_DO_04 0-04 IO_EM_DO_05 0-05

Lower (Negative) Limit switch _IO0EM_|DI-O0 _|IO_EM_DI_0# 1-04 IO_EM_DI_08 1-08

Upper (Positive) Limit switch _IA_EM_pDia _IO_EM_DI_0pb I-05 IO_EM_[DI_09 1-09

Absolute Home switch _IO_EM_DI_02 1-02 _IO_EM_DI_06 I-06 IO_EM_DI_10 I-10

Touch Probe Input switch _lO_EM_DH033 I _IO_EM_DI_07 I-07 IO_EM_DI_11 I-11

Table 55 - Configurable Input/Output

Motion Signals Input/Output Notes

Servo/Drive On OUTPUT Caubsdcasminy embedded output.

Servo/Drive Ready INPUT @figwecas any embedded input.

In-Position signal : :

(from servo/motor) INPUT Can be configured as any embedded input.

Home Marker INPUT Can be configured as any embedded input, from input C

You can configure the I/O through the axis configuration feature in the Connected ¢
Workbench software. You should not control any outputs that are assigned for mo

program. Sdetion Axis Configuration in Connected Componemspatpeki&sch

IMPORTANTIf an output is configured for motion, then your program can no lon
control or monitor that output and the output cannot be forced. For
example, when a PTO Pulsis getperating pulses, the
corresponding logical variable IO_EM_DO_xx does not toggle its v
and does not display the pulsasainathle Monitor, but the physical
LED gives an indication.

If an input is configured for ntotioforcing the input only affects
your program logic and not Ratiexample, if the input Drive

Ready is false, then you cannot force Drive Ready to true by forcin
corresponding logical variable IO_EM_DI_xx to be true.
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Table 56 - Motion Wiring Input/Output Description

Motion Signals Inputput | Description Uniqueness
PTO pulse from the embedded fast outp

PTO pulse OuTPUT connected to Drive PTO input. Jﬁépéﬁare‘j

PTO direction OUTPUT PTO pulse direction indidatibe connected l@ot Shared

Drive Direction input.

Servo/Drive On

OUTPUT

The control signal used to activate/deact]
Servo/Drive.
This signal becomes Active when MC_P
commanded.

@éﬁ be shared

Dm'g}e@mtigle

Lower (Negative)
switch

LT

The input for the hardware negative limit
be connected to the mechanicallelectricg
limit sensor.

switch, to
Nwdattiseed

Upper (Positive) L
switch

buT

The input for the hardware positive limit
be connected to the mealealectrical posit
limit sensor.

switch, to
\Wot Shared

Absolute Home s

vitch INPUT

The input for the hardware home switch
be connected to the mechanicallelectricg
sensor.

sensor), to
Nuatréhared

Touch Probe Inpu
switch

bNPUT

The input for the hardaach probe signal,
used with the Mdd@n TouchProbe and

MC_AbortTrigger function blocks to capt
commanded position during the motion

to be

MotRhAkRd

ath.

Servo/Drive Read

y  INPUT

The input signal thatates Servo/Drive is 1
to receive the PTO pdlskrection signal frg
the controller.

No moving function bdackise issued to an
before the axis has tha sggaly if this sign
Enabled in the motion axis configuration
properties page.

eady

m
Can be shared
itk multiple
adrives

or axis

In-Position signal
(from servo/motor

INPUT

The input signal that tedit@e moving part
the commanded positigrsigihal has to be
Active after the moving part reaches the
commanded position for the MoveAbsoldy
MoveRelative function blocks.

For MoveAbsolute and MoveRelative fun
when In_Position is enabled, the controll
an error (EP_MC_MECHAN_ERR) if the
active within 5 seconds when the last PT|
sent out.

isin

te and

QBhHBERY,

er reports
signal is not
O pulse

Home Marker

INPUT

This signal is the zero pulse signal from
encoder. This signal can be used for fing
sequence to imptiegdroming accuracy.

he motor

Notrfdgred
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Sample Motion Wiring Configuration @8208@WB / 2080-LC50-xxQVB / 2080-LC70-xxQVI

24V 24V
Powe Powe
supply supply
fipc 24 +cw fin 1, 2 )
-DC 24 +CM ' Encoder signal cable
Pin 49 (CLK+)
0-0 Pin 12 (CLK-)
\
m m Pin25 (DIR+)
33 0-Cp Pi.n 14 (DIR-)
S % Q05 Pin 3 (Enable)
82 - o
SO0 O-G7 Pin 7 (RST) ~
5 3 3
o X=) i 21 Motor power cable
88 Cpl X
" _ . J
Notes
1. Drive Enable (Pin 3) and\Re@inhD) are operating@sginputs when (Pin 1, 2) confidcted to — plyf Rower S
2. The parameter Command Type must be set to “Stepidliregicinatokthe parameter Controller Output &ype r
“Open Collector Input”.
Sample Motion Wiring Configuration @8208@BB / 2080-LC50-xxQBB / 2080-LC70-xxQBI
24V 24v
Power Power
supply supply
(DC 24 +Cmﬁ Pin 1.2 \
-DC 24 +CM1 ' Encoder signal cable
— Pin 12(CLK-) —
O- Pin 49(CLK+)
\
T8 @@ r{Pin 14(DIR-) m
m m ’ i
88 o} Pl.n 25(DIR+) g
X % o- Pin 3(Enable)
22 | © )
3OO 0-0 Pin 7(RST) =
== 5
§ § -C E Motor power cable
-C
" . J

Notes

1. Drive Enable (Pin 3) and Reset Drive (Pingraseiniregatiputs wheh @inonnect@) of the Power Supply 2
2. The parameter Command Type must be set to “Stepdliregicinaasthe parameter Controller Output &ype r
“Open Collector Input”.
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Motion Control Function motion control function blocks instrut anspeisified position, distance, velocity, and

Blocks state. Function blocks are categorized as Adfiahlstjaive Movement (driving
motiorilable 58
Table 57 - Administrative Function Blocks
Function Block Name Function Block Name
MC_Power MC_ReadAXxisError
MC_Reset MC_ReadParameter
MC_TouchProbe MC_ReadBoolParameter
MC_AbortTrigger MC_WriteParameter
MC_ReadStatus MC_WriteBoolParameter

MC_SetPosition

WARNINGuring Run Mode Change (RMC), the MC_Power function bloc
be disabled, which powers doven @tbexvise the semains powered

even if the function block is deleted.

Take note of the following:

* If a new instance of MC_Powerthecasseshe axis enters the error
stop state.

« If MC_Power is inside a UDFBiaisdnaagesth thBFB that changes
the UDFB template (for example |@cidingriable,akis enters the
error stop state.

Table 58 - Movement Function Blocks

Correct Axis State for
issuing Function Block

This function block commands an axis to eStpedsiél] Discrete Motion,
absolute position. Continuous Motion

This function Bl@ommands an axis of a spegified_..i ~: .
MC_MoveRelative |distance relative to the actual position at t%ﬁﬁ%ﬂu Discrete Motion,

Function Block Name Description

MC_MoveAbsolute

execution. s Motion
: This function block conisrenever-ending agtandstill, Discrete Motion,
MC_MoveVelocity move at a specified velocity. Continuous Motion

This function block commands the axis to|perform
the “search home” sequdretPosition” input is

used to set the absolute position when the e
MC_Home signal is detected, and the configured Hom%%ﬁ@ﬂs
reached. This function block completes at|“StandStill”
if the homing segeén successful.

This function block cowsren axis stop and

transfers the axis to the state “Stopping”. |t closes

any ongoing function block execution. While the axis

is in state Stopping, no other function block can

perform any motion cgathe axis. After the pxi A, .

MC_Stop has reached velocity zero, the Done outp ?&%&ﬁ usD :\j%rt?éﬁ I\I/I_Ic())t:rc])inn,
TRUE immediately. The axis remains in t ’ 9

“Stopping” as long as Execute is still TRUE or velocity

zero is not yet reached. Once “Done” is SET and

“Execute” is FALSE the axis goes to the state

“StandStill”.

This function block commands an axis to a controlled

motion stop. The axis is moved to the stateStBistste Discrete Motion,
Motion”, until the velocity is zero. With thel Dongénuous Motion

output set, the state is transferred to “StandStill”.

MC_Halt

ATTENTI@NIring Run Mode Change, the Movement Function Blocks ce
only be deleted when that Function Block has beésdd @tbemaber
unintended axis and Function Block behavior may occur.
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ATTENTI@dch motion function block has a set of variable inputs and
outputs that allows you to control a specific motion instruction. See the
Connected Components Workbe i fOolirredescription of these
variable inputs and outputs.

General Rules for the Motion Control Function Blocks

To work with motion control function blocks, you must be familiar with the following
rules.

Table 59 - General Rules for the Motion Function Block

Parameter

General Rules

Input parameters

When Execute is Tiiee parameters are used with thdgeésaighe Execute input. To modify any parameter, it is necessa
change the input parametéostiagger the motion again.
When Enable is Thitlee parameters are used with the rising edge of trenEraildepuddified continuously.

Inputs exceeding applicatic
limits

a function block is coadiguith parameters that result in a violation of applicatietalicetsf tine ifunmchtock
enerates an error. The Error output is flageredr @vipemdtion is indicated by the output ErrorID.
The controller, in most cases, remains in Run motien &nbnés reported as a major controller fault.

Position/Distance Input

For MC_MoveAbsolute function block, the position input is the absolute location that is commandedwe,the axis. For
the distance input is the relatiios I(ezansider the current axanpgs<h)i from the current position.

Velocity Input

Velocity can be a signed valusmelsbrised to use positive velocity.

Direction input for the MC_MoveVeloeibjdakciin be used to define the dfrde move (that is, negatityexveloc
negative direction = positive velocity).

For MC_MoveRelative and MC_MoveAbsolcits thadiosohite value of the velocity is used.

Velocity input does not needaithled reJerk input is equal to 0.

Direction Input

For MC_MoveAbsolute, the direction imghufTisiggparameter is reserved for future use.)

For MC_MoveVelocity, the direction input value caliréetibripdsitorerent diremtidhjnegative diredt@ndny other

value, only the sign is considered. For examplegatiendirestion, +2 denotes positive direction, and so on.

For MC_MoveVelocity, the resulting grodwét value that is derived from velocity x direction decideschgiftiodion direc
value is not 0. For example, if velocity x direction = +300, then the direction is positive.

Acceleration, Deceleration
Jerk Inputs

» Deceleration or Acceleration inputs should have a positive value. If Deceleration or Acceleratioraisseato be a nor
error is reported (ErrorlD: MC_FB_ERR_RANGE).

« The Jerk input should have a non-negative value. If Jerk is set to be a negative value, an error is reported.
(ErrorID: MC_FB_ERR_RANGE).

atidmaximum Jerk is configured athee@oimected Components Workbeogchfigataiion, all jerk parameters for the
motion function block have to be configured as zetoe @thetiarsblock repoets@m(ErrorlD: MC_FB_ERR_RANGE).

« If Jerk is set as a nonzero value, an S-curve patdite iEJgrkas set as zero, a trapezoidal profile is generated

« If the motion engine fails to generate the motionipsufikeygresdynamic input parameters, the functies dtock repor
error (ErrorlD: MC_FB_ERR_PROFILE).

Sedtunction Block and Axis Status Emargaoeet8i more information about error codes.
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Table 59 - General Rules for the Motion Function Block (Continued)

Parameter General Rules

With Execut&he outputs Busy, Done, Error, amttABGortedandicate the state oftibe hiock and are mutually exclusive

— only one of them can be trutuootimmeblock. If execute isrteuef, these outputs has to be true.

The outputs Done, Busy, Error, ErrorlD, and CommandAborted are reset with the falling edge of Execlite. However,
Execute does not stop or even influence the execuéibiunttibae attak. Even if Execute is reset beforetloeunctio
completes, the corresponding outputs are set for at least one cycle.

If an instance of a furldiiok receives a new Execute commadiefetest(as a series of commands on the same
instance), the new Execute corignaretiisand the previously issued instruction continues with execution.

Output Exclusivity

With Enabl@&he outputs Valid and Error indiceteawdsad function block executesidlycCEhey are mutually exclusive:
only one of them can be trme famction blochfGr ReadBool, MC_ RetelR &M&@nReadStatus.
The Valid, Enabled, Busy, Error|redifputs are reset with thedghinng Enable as soon as possible.

Output Exclusivity

When used in a FunctioDRlgreim, you can connect the@xiparameter to the Axis input parameter of another motion
Axis Output function block for convenieneeaffgsle, MC_POWER to MC_HOME).

When used in a Ladder Diagreamnot assign a variable to the Asdsamodgpert of anotheomfuthction block bee#u
is read-only.
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Table 59 - General Rules for the Motion Function Block (Continued)

Parameter General Rules

The output Done is set when the edmctianchas completed successfully.

With multiple function blocks working on thinsasegagisce, the following rule applies:

When one movement on an axis isthlzonttidervimovement on the same atiavintpoeached the final goal, aetput Do
is not set on the first function block.

Behavior of Done Output

Every function block has a Busy otitjndjcateés that the function blogleidinished (for function blocks Bicate
input), and new output values are qefutictpfi blocks with Enable input).

Busy is set at the rising edge ofdEde@set when one of the outputs Doner Blrortésiset, or it is setrisirigeedge

of Enable and reset wherttameutputs Valid or Error is set.

It is recommended that the functiomtieekexecuting in the program sdandaasaBusy is true, because thareutpu
only updated when the instruction is executing. Ftrechatdptedisgram, if thbeongies false before thetinstru
finishes executing, the Busy output stays everfonengh the function block has finished executing.

Behavior of Busy Output

Output Active In current implementatied,rhoffes are not supported. Consequently, Busy and Active outphi@vitave the same b
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Table 59 - General Rules for the Motion Function Block (Continued)

Parameter

General Rules

Behavior of CommandAbo
Output

MmmandAborted is set when another motion commandaboois thaencied motion.
When CommandAborted occurs, otbignalgmuich as InVelocity are reset.

rted

Enable and Valid Status

The Enable input for read function blocks is levelesemgifiveg@m scan with the Enable input as trudgltioé function
performs a read and update its dhgpWtsid output parameter shawalttiatet of outputs is available.

The Valid output is true as long as valid outputaiialblesaae: the Enable inpat Bhie relevant output asdues
refreshed as long as the input Enable is true.

If there is a function block error,rale#me output values are not valid, then the valid output is saeterfalse. When t
condition no longer exists, the valpgatadeand the Valid output is set again.

Relative Move versus Abs
Move

Eﬁ ative move does not require the axis to be hpneéerdtsiemmove in a specified direction and distance.
olute move requires that the axésib# tga move to a known posititrewibordinate system, regardieswef dis
and direction. Position can be negative or positive value.

Buffered Mode

For all motion contrdblacictjdufferMode input paramet@dis@nly aborted moves are suphistezldase.

Error Handling

All blocks have two outputs, which deal with eromsuthdtidag execution. These outputs are defined as follows:
« Error- The rising edge of “Error” inf@mertbabccurred during the exethgimofion bloclererlthe functiorcklo
cannot successfully complete.
 ErrorlB- Error number.
« Types of errors
— Function block logic (such as parametaengepstate machine violation attempted)
— Hard limits or soft limits reached
— Drive failure (Drive Ready is false)

For more information about function blochvertion Beection Block and Axis Status ffFrger 31

170

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



Chapter 9 Motion Control

Simultaneous Executimo dlovement Function Blocks (Busy Output = True)

The general rule is that when a movement function block is busy, theitha function |
the same instanéer(example, MC_MoveRelative2) cannot be executed again until

function block status is not busy.

MC_MoveRelative and MC_Move Adbsglutetiathe final position is
reached. MC_MoveVelocity, MC_Htap arelley Bntil the final velocity is

reached.

Ny
L4

Velocity

Executel

Busyl

When a movement function block is busy, a fwittitiandttoekinstanger
example, MC_MoveRelativel and MC_MoveAbsolutel on the same axis) can abc
executing function block. This is mostly arseifid-fly adjustments to position, velocity,

or to halt after a specific distance.

Example: Move to Pagitoad Due to Busy

For simple moves, the movenr

Simple move position using one instance function block finishes. A busy
of MC_MoveRelative, MC_MoveAgalule, | - is ignored indicates that the function blox

Velocity N

executing and must be allowe
finish before Execute input is
again.

If Execute is toggled again be
Busy is false, the new comma
ignored. No error is generatec
P Time
Executel T

Busyl
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Example: Successful Aborted Move

Aborted move is possible if us

VN
- instances of MC_MoveRelativ
'§ MC_MoveAbsolute. The seco
° instance can immediately abc
= first instance (and vice versa)
applications where on-the-fly
corrections are needed.
P Time
Executel
Busyl
CommandAbortedl
Execute2
Busy?2 |

Example: Changirggiyw@lith No Abort

When changing velocity, generally, an aborted move is not necessary since the fu
is only Busy during accelévati@eeleration). Only aneenst the function block is

required.

To bring the axissimadstill, use MC_Halt.

N

1

Velocity

P Time

Executel

Busy

Halt Execute

Busy
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It is possible for the movement functiandMcksHalt to abort another motion functiol
block during acceleration/deceleratmnofftesommended as the resulting motion

profile may not be consistent.

ATTENTIONVC Halt aborts anoti@n fuaction block during
acceleration and the MC_Halt Jerkimgter pgless than the Jerk of the
currently executing function block, the Jerk of the currently executing
function block is used to prevexttessively long deceleration.

Example: Aborted Movement Bak@iamnBl Acceleration/Deceleration

1

N

Velocity

P» Time

Executel

Busy

CommandAbortedl

Halt Execute

Busy

IMPORTANTIf MC_Halt aborts another mawsstientblock during acceleration
and the MC_Halt Jerk input pasdesst¢han the Jerk of the
currently executing FB, the Jerk of the currently executing function
block is used to preveessixely long deceleration.
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Example: Error Stop using MC_Stop cannot be Aborted

N
2
S
o
s
This command is ignored
P Time
MC_Stop
Execute
Busy

Motion function block Execute

MC_Halt and MC_Stop are both used to bring antébsitd/ECSEtndSs used when
an abnormal situation occurs.

MC_Stop can abort other motiorbfocksitnt can never be aborted itself.

MC_Stop goes to the Stopping state and normal operation cannot resume.

Motion Axis and Parametessilowing state diagram illustrates the behavior of thiewstisviaea mgittiple
motion control function blocks are attigdiasdic rule is that motion commands are
always taken sequentially, even if tbe campeliform real parallel processing. These
commands act on the axis’ state diagram.

The axis is always iofdhe defined statesrisgeee 47 on pageAtigsmotion

command is a transition that changes the state of the axis and, as a consequence
the way that the current motion is computed.
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Figure 47 - Motion Axis State Diagram
MC_MoveAbsolute

. MC_MoveVelocity
MC_MoveRelative MC_MoveAbsolute; MC_MoveRelative; MC_Halt
MC_Halt
Discrete MC_MoveVelocity ./~ Continuous
. Ld .
Motion Motion
— MC_Stop >
MC_Stop I g
5 - Error',"'
L Emor Stopping
R Note 6!
Done ™ ote 5 Error .
| Note 1 \(,'
MC_MoveAbsolutd %, MC_Stop
MC_MoveRelati ! p i A
C_MoveRelative £ Y MC_MoveVelocity
ErrorStop )e---.. b
MC_Stop %, .
- A '
'Y ' Note 4
" Error i
\ MC Reset S . MC_Reset and
1 : v MC_Power.Status=FALSE
. Done .
Homing StandsStill Note 3 Disabled Note s
MC_Home

NOTES:

1. In the ErrorStop and Stoppingj &iattmrablocks (excefR@der), can be called although they are not executed.
MC_Reset generates a transition to the StandStilbstateutsanhéle thtesnachine is a$thopping stateaasition to the Errors
state is generated.

Axis position still updates even if the Axis stateAdsBrribrSME. TouchProbetfiacktisrstill active g @xecuted before the Ern
state.

2. Power.Enable = TRUE and there is an error in the Axis.

3. Power.Enable = TRUE and there is no error in the Axis.

4. MC_Stop.Done AND NOT MC_Stop.Execute.

5. When MC_Power is called with Enable = Faseottiee d&Xisadpbed statedy state including ErrorStop.

AXis States

The axis state can be deteinminexhe of the following predefined states. Axis state c
be monitored through the Axis Monitor feature of the Connected Components Wol
software when in debug mode.

Motion States

State Value State Name
0x00 Disabled

0x01 Standstill

0x02 Discrete Motion
0x03 Continuous Motion
0x04 Homing

0x06 Stopping

0x07 Stop Error

Axis State Update

On motion execution, altheugbtion Engine controlstiba profileabackground
task, which is independetih&®®U scan, the axis state updaterigastitl aepden
the relevant motion funatichiblcalled by the POU scan.
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For example, on a moving axis on aJL@taler ¢f@ rung=true), an MC_MoveRelative
function block in the rung is scanneaxandttres to move. Before MC_MoveRelative
completes, the statieeofung becomes False, and MC_MoveRelative is no longer sc
this case, the state of this axis cannairsvidisbrizte MotiomitwlStill, even after the
axis fully stops, aed/¢hocity comes to O.

Limits

The Limits parameter setdatyopwmint for the axis, arswitbrkhe Stop parameter to
define a boundary condition for the axis on the type of stop to apply when certain
limits are reached.

There are three type®tién position limits.
* Hard Limits
e Soft Limits
¢ PTO Pulse Limits
SedViotion Axis Configuration in Connected Componemispameki&Sch

for information on how to configuemdireitsp profiles and the acceptable
value range for each.

If any one of these limits is reached oragisr(@xcgpt on homing), an over travel limit
error will be reported and the axsoppda:based on configured behavior.

Figure 48 - Sample Limits configimafionnected Components Workbench
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Hard Limits

Hard limits refer to thesignals received from physical hardware devices such as lir
switches and proximity sensors. These input signals detect the presence of the lo:
maximum upper and minimum lower aki@rgblefmotion of the load or movable
structure that carries the load, adohdfray on a transfer shuttle.

Hardware limits are mapped to discrétatinpeisssociated with data tags/variables.

When a hard limit switch is enabled, tinesawisistop when the limit switch is detectec
during motion. If a hard stop on hard limicenfigired as @ithanlimit is detected,
motion is stopped immediately (tHzidwdre immediately stops the PTO pulse).
Alternatively, if a hard stop on hard liisicewfighred as @&#on is stopped using

the Emergency Stop parameters.

When any hard limit switetbliscerthe input variable cognedhis physical input can
still be used in User Application.

When a hard limit switch is enabledaitteraagdally for the MC_Home function block,
the switch is in the Homing diredgarotifagured in@oenected Components
Workbench software (Mode: MC_HOME_ABS_SWITCH or MC_HEIMBINGEF_WIT

Function Blaok page 193
Soft Limits
Soft limits refer to data values that trmonmotlter manages. Unlike hardware limits the

detect the presence of theaploesicat specific poittie iallowable motion of the load,
soft limits are based on the steperdsoand the motor and load parameters.

Soft limits are displayed idafsexd units. You can enable individual soft limits. For n
enabled soft limits (whether upper)pran infinite value is assumed.

Soft Limits are activated only whersgiandorgeaxis is homed. You can enable or
disable soft limits, and configure andifgveer limit settingugh the Connected
Components Workbench software.

Table 60 - Soft Limits Checking on the Function Blocks

Function Block Limits Checking
MC_MoveAbsolute
MC_MoveRelative
MC_MoveVelocity The soft lehdska®@ dynamically during motion.

The target position is checkedthgaiofttimits before motion starts.

When a soft limit is enaleledjsitomes to a stop whenittisedetected during motion.
The motion is stopped using emergency stop parameters.

If both hard and soft limits are configured as enabled, for two limits in the same dil
(upper or lower), the limitstehooldfigured such thaffthiengtds triggered before the
hard limit.

PTO Pulse Limits

You cannot configure this limit paranusterithethe phydinatation of the
embedded PTO. The limits are setGO@anBFBR7FEG-@Ises, for upper and lower
limits, respectively.

The controller checks the PTO pulse limits unconditionally — that is, the checking
On a non-continuous motion, to prevent a moving axis going to ErrorStop status w

PTO Pulse limits detectedstyprewant the current posaio@ from going beyond the
PTO Pulse limit.

Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025 177



Chapter 9

178

Motion Control

On a continuous motion (driven by the MC_MoveVelocity function block), when th
position value goes beydtitQhmulse limit, the PTEupelseposition automatically

rolls over to O (or the opposite soft igattifated), and the continuous motion
continues.

For a continuous motion, if the axis atdheedoft limit in the motion direction is
enabled, the soft limit is detected before the PTO pulse limit being detected.

Motion Stop

There are three types of stops that can be configured for an axis.

Immediate Hardware Stop

The hardware controls this type of Imopedfatédatd Stop on a Hard Limit switch is
enabled, and the Hard Limit has beenaeacdiedethcuts off the PTO pulse for the axi
immediately. The stop response has no delay (less than 1 ps).

Immediate Soft Stop

The maximum possible respayserdpis type of stop could be as much as the Motio
Engine Execution time interval. Thesofypeagplicabkénfollowing scenarios:

e During motion, when axis PTO Pulse Limit is reached;

* One Hard Limit is enabled for an axid,dbop @hdard limit switch is configured
as Off. If the Emergendg Stopigured as Immediate Software Stop, during mot
when the Hard Limit switch is detected;

« One Soft Limit is enabled for anteisxastias been homed. If the emergency
stop is configured as Immediate Soft Stop, during reddioft,Lirhé&mehch is
detected;

* The Emergency Stop is configured as Immediate Soft Stop. During motion, t
function block is issued wile¢ion parameter equal to O.

Decelerating Soft Stop

Decelerating soft stop could be delayexsdkaridobion Engine Execution Time interve
This type of stop applies in the following scenarios:

* One Hard Limit is enabled for arttexidabth Stop on Hard Limit switch is
configured as Off. If the emergencpsimuisd as decelerating stop, during
motion, when the Hard Limit switch is detected:;

« One Soft Limit is enabled for antisxamtias been homed. If the emergency
stop is configured as decelerating stop, during motion, when the soft limit ree
detected by firmware;

e The Emergency Stop is configuréerasrigestp. During motion, the MC_Stop
function block is issued witletieleration parameter set to 0.

* During motion, the MC_Stop functitssbéathith the deceleration parameter
not set to O.
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Motion Direction

For distance (position) motion, with fiesiaogedefined (absolute or relative), the
direction input is ignored.

For velocity motion, the direction input vaglosite® (38, current (0) or negative (-1). F
any other value, only the sign (whether pegéiie) is considered and defines whethe
the direction is positive or negative. Tthatrfehagproduct of velocity and direction is
-3, then the dirattigpe is negative.

Table 61 - MC_MoveVelocity Supported Direction Types

Direction Type Value UsEd Direction Description

Specific for motion/rotation direction.
Also called clockwise direction for rotation motion.

Current direction instructs the exiginue its motion with new
input parameters, without direction change.

The direction type is validhemthe axis is moving and the
MC_MoveVelocity is called.

Specific for motion/rotation direction.
Also referred to as counter-clockwise direction for rotation motio

Positive direction 1

Current direction 0

Negative direction -1

(1) Data type: short integer.

Axis Elements and Data Types

Axis_Ref Data Type

Axis_Ref is a data structucerttains information on a aasoh is used as an input
and output variable in all motion ilock®rOne aximstdnce is created

automatically in the Connected Components Workbench software when you add c
axis to the configuration.

You can monitor this variable in cobtrgllande through theagefivhen the motion
engine is active, or as part of your applicatioraisgibdtncanitored remotely through
various communication channels.

Table 62 - Data Elements for Axis_Ref

Element Namg Data Type Description

Axis ID UINT8 The logic axis ID automatiagigdabgithe Connected Components
— Workbench software. You cararotied this parameter.
ErrorFlag UINT8 Indicates whethariampresent in the axis.
Indicates whether the homing opesaticessfully executed for the axis
or not.
AxisHomed UINT8 |[When you try to redo homingifowith &xisHomed already set (homing

is performed successéainitythe result is not successful, the AxisHomed
status is cleared.

Indicates whether the axis is in constant velocity movement or not.
ConsVelFlag UINT8 Stationary axis is not considered to be in constant velocity.
AccFlag UINT8 Indicates whether the axis is in an accelerating movement or not.
DecFlag UINT8 Indicates whethes iheaadéelerating movement or not.
. Indicates the current stateafish&or more informatidixise&tates
AxisState UINT8 on page 175
Indicates the cause for axis errerarhsnndicated by ErrorFlag. This
ErrorlD UINT16 |error usually results from motion function block execution failure.
SeéMotion Function Block and Axis Staturs fierger 31
ExtraData UINT16 Reserved.
Indicates the final target poéitienaxis for the MoveAbsolute and
REAL MoveRelative function blocks.
TargetPos For the MoveVelocity, Stop, and Halt function blocks, TargetPos is 0 ex

(floaf})

when the TargetPos set by the positionsfunction blocks is not
cleared.
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Table 62 - Data Elenfi@nésis_Ref (Continued)

Element Namg Data Type Description
REAL On a moving axis, this is the current position the controller commands tl
CommandPos (roaf)U axis to go to.
The maximum target velocity thedl iiisel axis by a move function
block. The value of TargetVehiethe tee velocity setting in the current
TargetVel REAL function block, or smaller, igpemather parameters in the same
9 (f|oa£)1) function block. This elemeangmed value indicating direction
information.
SedTO Pulse Accumapage B2 more information.
REAL During motion, this element réfergeiocity the controller commands
CommandVel fl {}) the axis to use. This elemsighischvalue ¢ating direction
(floa information.

(1) Sdeeal Data Resolatigrage 188 more information on REAL data conversion and rounding.

IMPORTANTe Once an axis is flagged witindrtbe, ErrorID is not zero, you must
reset the axis (with MC_Reset) before issuing any other moveme
function block.

« The update for axis status is performed at the end of one progral
cycle, and the update is aligribd ujfithate of Motion Axis status.

AXis Error Scenarios

In most cases, when a movement fukdtistndation issued to an axis results in a
function block error, the axis is alsadlbggedin the Error state. The corresponding
ErrorID element is set on the axis_rifalaidgstddowever, dne@xception scenarios
where an axis error is not flaggedplibe eande, but not limited to, the following
scenarios:

« A movement function block instrustdahthe axis is in a state where the
function block could not be executed properly. For example, the axis has no |
in the homing sequenicethar Error Stop state.

« A movement function block instructbatnearather movement function block still
controls the axis. The axis cann@ adaxnfuhction block to control the motion
without going to a full stop. For exanmglefuthction block commands the axis to
change motion direction.

* When one movement function block tries to control an axis, but another mov
function block still controls the axis, and the controller cannot achieve the ne
defined motion profile. For eyama@plication issues an S-curve
MC_MoveAbsolute function block tthaio@sisost a distahaeis given when
the axis is moving.

* When one movement function block iamsauisd amd the axis is in the Stopping
or Error Stopping sequence.

For the above exceptions, it is stilfgogsiblepplication to issue a successful
movement function block testh@exthe axis state changes.

MC_Engine_Diag Data Type

The MC_Engine_Diag data type cowstinsrd@gnationhenembedded motion

engine. It can be monitored in deblugpugtdthe Connected Components Workbench
software when the motion engine isthotivghahe user application as part of user
logic. It can also be monitored remotely through various communication channels.

One MC_Engine_Diag instance is created automatically in the Connected Compo

Workbench software when you add the first motion axis in the motion configuratio
configured motion axes share this instance.
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Table 63 - Data Elements for MC_Engine_Diag

Element Name Data Type
MCEngState UINT16
CurrScantithe UINT16
MaxScantie UINT16
CurrEnginelntéhval UINT16
MaxEngineInth)Val UINT16
ExtraData UINT16

(1) The time unit for this element is microsecondicTini®dizgiwstan be usetiht@zepnotion configuration and

user application logic adjustment.

Table 64 - MCEngstate States

State Name State Description
MC engine exists (abremakis defined), butghedsidle as there is
MCEng_ldle 0x01 no axis is moving. The Engiostidiggta is not being updated.
: MC engine exists (at least orfmed)sadhel the engine is running. The
MCEng_Running 0x02 diagnostic data is being updated.
MCEng_Faulted 0x03 MC etgibetekis engine is faulted.

Function Block and AXiSAll motion control functides Isleare the ErroriD definition.

Status Error Codes

describedTable 65 on page 181

Axis error and function block error share the ErrorID, but error descriptions are dif

Error code 128 is warfioimgdtion to indicatettigamotion profile has been

changed and velocity has
can execute successfully.

Table 65 - Motion Functiok &d Axis Status ErrorlD

beentadjustedr value but the function block

ErrorlD | ErrorID MACRO Error Description for Function Block Error Description for Axis Status
00 MC_FB_ERR_NO Function block ecezssdfah is su The axis is in operational state.
. e axis.is not operati@nt €o incorrect axis state
01 MC_FB_ERR_WRONGLL g?gtgltgctﬁigmhgX:)ggtsetgticause the ‘%&éﬁé@t uring a functiorekbmition. Reset the state of
) ) the axis using the &6t fanction block.
The function block cannatekecause there are in axis is not operativeab invalid axis dynamic ;
axis dynamic parameters (velocity, acceleration, éﬁ%{gﬁéﬁ%gﬁoc'w‘ accelefatekeration, or jerk) set in
02 MC_FB_ERR_RANGE|or jerk) set in the function block. _ | f the state of the axgehskC_Reset function block.
Correct the setting for thiyparameters in the fufy (sﬁect the setting for the dynamic parameters in the functio
block against the Axis Dynamics configuration p ck against the Axis Dynamics configuration page.
The function block cannatekecause there are in axis is not operational due to invalid parameters other
parameters other than velocity, acceleration, decﬁ%ﬁbob%kacceleratlon, deceleration, or jerk, setin a
03 MC_FB_ERR_PARAM|jerk, set in the function block. :

Correct the setting for the parameters (for examp
position) for the function block.

@eﬁ%gg%ﬁcgtate of the agghesiMC_Reset function block.
(o] setting for the parameters (for example, mode o
position) for the function block.

The function block cannot@kecause the axis do

6n internal Fault, ErrorID = 0x04.

04 MC_FB_ERR_AXISNUMXxist, the axis configuratiois dataupted, or the axi
not correctly configured. Calll Tech support.
The function block cannoteekecause the axis is faliltg axis is not operational due to drive or mechanical issue:
due to drive or mechanical issues. Check the connection beéheainive and the controller

05 MC_FB_ERR_MECHACheck the connection between the drive and the| @ntelReady and In-Positits),sagid verify that the drive
(Drive Ready and In-Position signals), and verify| thafpiatingerormally.
is operating normally. Reset the state of the axjshesiIC_Reset function block.
The function block cannot execute because the aXiseigristis not powered on.

06 MC_FB_ERR_NOPOWR®&vered on. Power on the axis using®@ Power function block.

Power on the axis uging@ Power function block.

Reset the state of the axjshesiC_Reset function block.
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Table 65 - Motion Function Blogkisistatus ErrorlD (Continued)

ErroriD

ErrorID MACRO

Error Description for Function Block

Error Description for Axis Status

07

MC_FB_ERR_RESOU

is required by the functiok il controlled by some
function block or not available.

Verify that the resource that is required by the fu
is available for use.

Fome examples:

« MC_Stop function bloekigezkagainst the same
simultaneously.

¢ Two or more MC_TouchProbe function blocks
against the same axis simultaneously.

* MC_power function block attempts to control tmgpé'g%ggﬁ
15 availaple

The function block cannatekecause the resource that

bther

iS ig not operationatideieasource that is required
ﬁ%@lﬁ%ﬁén block is under the control of other function
block, or not available.
e resource thqtiised by the function block
é’él or use.
et the state of the axjshesiMIC_Reset function block.

are executed

08

The function block cannatekecause the motion

MC_FB_ERR_PROFILEhat is defined in the fumbtock cannot be achieve

Correct the profile in the function block.

5 Qm?xis is not operational due to the motion profile that is
ed in a function block cannot be achieved.

eset the state of the axjshesiMC_Reset function block.
Correct the profile in the function block.

09

The function block cannat@kecause the motion

to current axis velocity.
Some examples:
« The function block requests the axis to reverse

MC_FB_ERR_VELOCITYwhile the axis is moving.

current velocity too low or too high.
Check the motion profile gettiregfunction block,

axis velocity is compatible with the requested m

that is requested in the fubladncannot be achieve

* The required motion warfilet be achieved due to

a
correct the profile, or retextaeufunction block wh%y

;,} > axis is not operational. The motion profile that is
\ sted in the functidnddooot be achieved because
Some examples:

rent axis velocity.
jon block requestsighto reverse the direction
fhé\(lﬂﬁé#ﬂé Xis is moving.

* The required motion profile cannot be achieved due to
current velocity too low or too high.

eset the state of the axjshesiMC_Reset function block.
éect the motion profile fianittion block, or re-execute

R’gr@ }é%n block when theskxgy is compatible with
IS% ted motion profile.

10

MC_FB_ERR_SOFT_Ll #dgfiTlimit has been reached.

block, or adjust the soft limit setting.

This function blogknot execute as it ends up moyifilge axis is not operational due to soft limit error detected, ol
beyond the soft limit, or the function block is aborteeds theected softelinoit in a function block.

Reset the state of the axjshesiC_Reset function block.

Check the velocity or target position settings in th€Hiecktibie velocity or targetrpssitings for the function

block, or adjust the Soft Limit setting.

11

ard Limit switch active state has been dete
ovement starts.

Move the axis away fromdhienfitsswitch in the opp

direction.

This function block is abottesl ldard Limit switch gctive
state has been detected akismgovement, or abor{dthasxis is not operational due to hard limit error detected.

MC_FB_ERR_HARD_|I{i

cRebbefheestate of the axjgshesilC_Reset function block,
and then move the axis awsyeftaard limit switch in the
ogijeosite direction.

12

MC_FB_ERR_LOG_LI

This function bloaknot execute as it ends up moy
beyond the PTO Accumuldioritpgiche function b
is aborted as the PTO Aatoutogic limit has been

Ivdched.

Check the velocity or target position settings for

axis coordinate system.

ifilge axis is not operational RlG@ Accumulator logic limit
ecko detected, or due to ®xpBT O accumulator logic limit
error in a function block.

Reset the state of the axjshesiMC_Reset function block.
haakctienvelocity or tardetrpssitings for the function

block. Or, use the MC_SefBosttmnblock to adjustitteek. Or, use the MC_SetBostt@mnblock to adjust the

axis coordinate system.

13

MC_FB_ERR_ENGINE:CyCIe power to the entire sattipnincluding contro

A motion engine execution error is detected duri
execution of this function block.

rdrives and actuators, andaivatoad the User Appli
again.
If the fault is persistent, call Tech support.

The axis is not operational due to a motion engine executior
nertoe

Cycle power to the entire motion setup, including controller,
lerives and actuators, andativaioad the User Application
cEdEn.

If the fault is persistent, contact your local Rockwell
Automation technical support representative. For contact
information, se&.auto/support

16

MC_FB_ERR_NOT_H

The Function Block cannatedb@ecause the axis mu

%@ d first.

te homing against the axis using the MC_}
Block.

st be
The axis is not operational because the axis is not homed.
fReseRinecsiate of the axjghesiMC_Reset Function Block.

128

MC_FB_PARAM_MODbEkEDadjusted.

WarningThe requested motion parameter for the

The function block executes successfully.

AMatibasnternal Fault, ErrorlD = 0x80.
Contact your local Rockwell Automation technical support
representative. For contact informabéraigeésupport

(1) You can view axis status through the fesitiMarfitie Connected Components Workbench software.

182

When a motion control function block eretsowimarthe axis EsrorStop state, in
most cases, the MC_Reset function bBolwéorOOn and MC_Reset) can be used
recover the axis. With this, the axis catogetrbadkmotion operation without stopping

the controller operation.
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Major Fault Handling In case the controller encounters issues where recovery is not possible through th
Reset, or Power function blocks, conatadleriptmpped anda faalt is reported.

Table 6@efines the motion-related majodéasuibicticro830pBBEY, and Micro870
controllers.

Table 66 - Major Fault Error Codes and Description

Major Fault

Value Fault ID MACRO Major Fault Description

There is general configurabiorvbiich is detected in the

motion configuration that is downloaded from Connected
nents Workbench software, such as Num of Axis, or tt

OxF100 EF)—MC—CONFIC':'—GE'ﬁgfsﬂl?;execution interval being configured out of range.

When this major fault is reported, there could be no axis in th

ErrorStop state.

Motion configuration has mismatch issues with the motion
resource that is downloaded to the controller. There are some
0xF110 EP_MC_RESOURCE|i8&iNE&ources missing.

When this major fault is reported, there could be no axis in th
ErrorStop state.

This catalog cannot suppanbtion configuration for the

axis, or the configuratimohssresource conflict with some
Lot otion axis, which has been configured earlier. The

OxF12x EP_MC_CONFIG_AX %e%%@]e reason could be masdlocity, max acceleration is

configured out of supported range.

X = The logic Axis ID (0...3)

There is a motion engine logic error (firmware logic issue or
memory crash) for one axis that is detected during motion
engine cyclic operation. One possible reason can be motion
0xF15x EP_MC_ENGINE_ERFRengine data/memory crash.

(This is a motion enginei@peradr, and should not happen

in normal condition.)

x = The logic Axis ID (0...3)

Motion AXis Configuration aximum of three motion axes fgubedcthrough the Connected Components
Workbench software. To add, configure, update, delete, and monitor an axis in the
\%lonESCte?] ComponentSComponents Workbench seftevétne, sections that follow.
orkpenc

Configuration changes must be cairgoledlaaded to the controller to take
effect.

Values for the different motion axétqrarare validated based on a set of
relationships and pre-deezimbsolute rangeMiSeéen Axis Parameter
Validatiomn page 1f@8 a description of thigoredhips between parameters.

Add New Axis

IMPORTANTMotion Engine Execution Time

When an axis is added to theatmriighe Motion Engine Execution
Time can be configured from 1...10 ms (default: 1 ms). This global
parameter applies to tdimaxis configurations.

1. On the Device Configuration tree, right-click <New Axis> and select Add.
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2. Provide an axis name. Select Enter.

« Name must begin with a lettersmaneadaracter, followed by a letter
or single underscore characters.
* You can also press the F2 key to edit the axis name.

3. Expand the newly created Axis to see the configuration categories.

To help you edit these motion propé&tieg\see€Configuration
page 18%ou can also learn more about axis configuration parameters.

Edit Axis Configuration

Select each axis configurationydategew and edit the propertie:

* General

* Motor and Load

* Limits

e Dynamics

» Homing
General

Edit General parametefatdeédr a description of the general configuration
parameters for a motion axis.

IMPORTANTTO edit these general parametemitss®d Output Signals
page 168r more information about fixed and configurable outputs.

Table 67 - General Parameters

Parameter Description and Values
Axis Name User defined. Provides a name for the motion axis.
PTO Channel Shows the list of available PTO channels.

Presents the logical variable nabeeiftibe Output channel based on the PTO
channel value that has been assigned.

Presents the logical variable nabeeiftibe Output channel based on the PTO
channel value that has been assigned.

Pulse Output

Direction Output

Drive Enable Output SédubpOnhEnable flag. Check the option box to enable.
The list of available digital outplgsvidrddlcan be assigned as servo/drive
- Output output.
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Table 67 - General Parameters (Continued)

Parameter

Description and Values

- Active Level

Set as High (default) or Low.

In-position Input

Check the option box to enabliemHpositidaring.

- Input

List of digital input varifdslés position input monitoring.
Select an input.

- Active Level

Set as High (default) or Low.

Drive Ready Input

Servo Ready Input Enable flag.
Check the optiontdexable the input.

- Input

The list of digital wapiables. Select an input.

- Active Level

Set as High (default) or Low.

Touch Probe Input

Configure whether an input for touch probe is used.
Check the option bemxable touch probe input.

- Input

List of digital impridables. Select an input.

- Active Level

Set the active level for touch probe input as High (default) or Low.

PTO Channel Naming

Names of embedded PTO channelsdfiavENh@prbedded) and each available PTO
channel is enumerated starting fronaipfaragontrollerdhypports three axes
have the following PTO channels available:

« EM.O
. EM_1
. EM.2

Motor and Load

Edit the Motor Load properties as dabteeiron page 185

IMPORTANTCertain parameters for Motoadrale Real values. For more

information, $eeal Data Resolatiggage 189

Table 68 - Motor and Load Parameters

Parameter

Description and Values

User-defined Unit

Defines user unit scaling that yaicmeschanical system values. These units
are carried forward into all comcharah@or axis in user unit values
throughout programming, coiofigarad monitoring functions.

Position

Select from any of the following options:
- mm
—cm
— inches
— revs
— custom unit (ASCII format of up to 7 characters long)

Time

Read-only. Predefined in seconds.
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Table 68 - Motor and Load Parameters (Continued)

Parameter

Description and Values

Motor Revolution

Defines pulse pen snalugivel per revolution values.

Pulse per Revoldtion

Defines the number of pulses that are needed to obtain one revolution of th
motor.

Rang®.0001...8388607

Defaul200.0

Travel per Revoldtion

Travel per revolution defines the dibianibeeai or rotational, that the load
moves per revolution of the motor.

Rang®.0001...8388607.

Defaultl.0 user unit.

Direction

Defines polarity, mode, and change of delay time values.

Polarity

Direction polarity determines whether the direction signal received by the
controller as a discrete input shaefgregeit on the input as received by the
motion controller (that, is the non-Gageltear whether the signal should be
inverted before interpretation by the motion control logic.

Set as Inverted or Non-inverted (default).

Mode

Set as bidirectional (default), Poskivis€g| or Negative (counter-clockwise)
direction.

Change Delay Time

Configure from 0...100 ms.
Default value is 10 ms.

(1) The parameter is set as the REAL (float) value in the Connected Components Workbench software. To lear
conversions and rounding of REAL ReabBatedresolatigrage 189

A red border on an input field ititit@esnvalid edtas been entered.
Scroll over the field to see the tes#igertteat lets you know the valid value
range for the parameter. Supply the valid value.

ATTENTIOMdifying Motor Revolutiieieasamay cause axis runaway.

Limits

Edit the Limits parametersiizdse 69

ATTENTIAN:learn more about teeediftypes of Limitd.isgiéon
page 176
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Table 69 - Limits Parameters

Paramet€y Value
Hard Limits Defines uppem@ndhard limits for the axis.

Configure whether to perform a forced PTO hardware stop
(immediately turn off pulse outphéther to decelerate (leave
pulse output on and use deceleration values as defined on the
When hard limit is reached, apply |Emergency Stop profile).

Set as any of the following:

« Forced PTO Hardware Stop

« Emergency Stop Profile

Lower Hard Limit Click chezkebable a lower hard limit.
Active Level (for Lower Hard Limit High or Low.
Upper Hard Limit Click checkbox to enable.
Active Level (for Upper Hard Limit High or Low.
Soft Limits Defines upgdoaer soft limits values.
Lower Soft LiRhit Lower soft limit should be less than upper soft limit.
o~ 1. Select the checkbox to enable an lower/upper soft limit.
Upper Soft Lifhit 2. Specify a value (in mm).

(1) To convert from user units to pulse:

- o ._Travel per revolution
Value in user unit = Value m%ﬁ%gmmon
(2) The parameter is set as the REAL (float) value in the Connected Components Workbench software. To leart
conversions and rounding of REAL ReakBatadResolatiggage 189

A red border on an input field itttatatesnvalid edtas been entered.
Scroll over the field to see the tesétgertieat lets you know the valid value
range for the parameter. Supply the valid value.

Dynamics

Select Dynamics. The <Axis Name>taDwapgoears. Edit the Dynamics parameters
based on the valu€abte 70 on page 188
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Table 70 - Dynamics Parameters

Parameter Values

Start/Stop VeldHg) The range is based on Motor and Load parkinetess)(Sesad
Parameteos page 185ing:

Rangg...100,000 pulse/sec

Defaul800 rpm

For example, you can configure the value from 0.005...500 mm/s for 200
Start/Stop Velocity iftHffper revolution and units of 1 mm per@volution.

Rpm value is automatically populaechvbén user units is specified, but
you can also initadtgr an rpm value.

Start/stop velocity should not be greater than maximum velocity.

The range is based on Motor and Load parsiotetess(Sasad
Parameteos page 185ing:
2
Max Velotity Range: 1...10,000,000 pulse/sec.
Default: 100,000.0 pulse/sec

The range is based on Motor and Load parsiottess (Sesad
i Parameteos page )185ing:

Max Accelerdtion Rangd....10,000,000 pulse/sec

Default.0,000,000 pulge/sec

The range is based on Motor and Load parkiottess Sesad
o Parameteos page 188ing:

Max Decelerétion Rangd....100,000 pulée/sec

Default.0,000,000 pulde/sec

The range is based on Motor and Load parsiotetess(Sasad
Parameteot page ]185ing:

Max JER Rangé®...10,000,000 pufse/sec

DefaultL0,000,000 pulse/sec
Emergency Stop Profile Defines stpdippedeceleration, and jerk values.
Stop Type Set as Deceleration Stop (default) or Immediate Stop.

The range is based on Motor and Load parsiogesn Sewad
&y Parameteos page 185ing:

Stop Velo Rangd....100,000 pulse/sec

DefaulB00 rpm

The range is based on Motor and Load parsiotess (Sesad
&b Parameteos page 185ing:
Stop Deceleration Rangd....10,000,000 pulse/sec

DefaulB00.0 rgm

The range is based on Motor and Load parkiottess (Sesad
Parameteos page }188ing:

Stop Jefk Rangé...10,000,000 pufse/sec

Defaul0.0 rpiiDisabled)

(1) The parameter is set as the REAL (float) value in the Connected Components Workbench software. To lear
conversions and rounding of REAL ReakBatadResolatiggage 189
(2) The formula for deriving rpm to user unit, and vice versa:

_v (in user unit/sec) x 60 s

travel per revolution (in user unit)
(3) To convert from parameter value from pulse to user units:

; oo : | per revolution
Value in user unit = Value in r revolution

A red border on an input field ititat@esnvalid edlas been entered.
Scroll over the field to see the tesé#gertiaat lets you know the valid value
range for the parameter. Supply the valid value.

v (in rpm)

Homing

Set the Homing parametetsdrathe descriptidable 71
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Table 71 - Homing Parameters

Parameter Value Range
Homing Direction Positive (clankmagg@live (counterclockwise).

Rangd....100,000 pulse/sec

Homing Veld&lty Defaul5,000.0 pulse/sec (25.0 mm/sec)

NOT.EHoming Velocity should natdretigas the maximum velocity.
Rangd....10,000,000 pulse/sec

Homing Accelerffion | Defaul5000.0 pulse?¢6.0 mm/dec

NOTHHoming Acceleration shouldreatdrehan theximaim acceleration.
Rangd....10,000,000 pulse/sec

Homing Deceler@tion | Defaul6000.0 pulse?486.0 mm/dec
NOT.EHoming Deceleration shoulgreatdsghan the maximum deceleration.

Rangé...10,000,000 pufse/sec

Homing J&k Defaulf.0 pulse/3¢6.0 mm/skc
NOTHEHoming Jerk should not be greater than the maximum jerk.

Rangd....5,000 pulse/sec
Creep Velddity Defaull000.0 pulse/sec (5.0 mm/sec) . .
NOT.EHoming Creep Velocity should not be greater than the maximum veloci

Rangel073741824...+1073741824 pulse

Homing Offdet Defauld.0 pulse (0.0 mm)

Home Switch Input Enable honiemwibghselecting the checkbox.

- Input Read-only value specifiyipgtthariable for home switch input.

- Active Level High (default) or Low.

Home Marker Input Enable the setting of a digital input variable by clicking the checkbox.
- Input Specify digital inpabkafor home marker input.

- Active Level Set the active level for the home switch input as High (default) or Low.

(1) The parameter is set as the REAL (float) value in the Connected Components Workbench software. To lear
conversions and rounding of REAL ReabBatadResolatiggage 189

Axis Start/Stop Velocity

Start/Stop velocity is théveitaity when an axis starts to move, and the last velocity
before the axis stops movingllzetart/Stop velocity is configured at some low value
that it is smaller than most vedecitin the motion function block.

« When the target velocity is smalher 8tart/Stop velocity, move the axis
immediately at the target velocity.

* When the target velocity is NOthamatiert/Stop velocity, move the axis
immediately at Start/Stop velocity.

Real Data Resolution

Certain data elements and axis profdeEi&ls data formaglésprecision floating
point format). Real data has seven-digit aesblvhen you enter digit values that are
longer than seven digits, the digits are converted. See Trablex@Mples in
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Table 72 - REAL Data Conversion Examples

User Value Converted To

0.12345678 0.1234568

1234.1234567 1234.123

12345678 1.234568E+07 (exponential format)
0.000012345678 1.234568E-05 (exponential format)
2147418166 2.147418+E09

-0.12345678 -0.1234568

If the number of digits is igilea@teseven and the eighth digit is greater than or equal t
then the seventh digit is rounded up.

For example:

21474185 rounded to 2.147419E+07
21474186 rounded to 2.147419E+07

If the eighth digit is less than 5, ng idondim and the seventh digit remains the same

For example:

21474181 rounded to 2.147418E+07

Table 73 - Examples for Motion Configuration

Converted Value

in

Actual Value Connected .
Parameter Entered by User |Components | Tooltip Error véitle
Workbench
; 8388608 Pulse per Revolution must be in the

Pulses per Revolutio 8388608 (no conversion) |range of 0.0001...8388607 user unit.
Upper Soft Limit must be greater than

Upper Soft Limit 10730175 1.073018B4awer Soft Limit. The range is from 0
(exclusive) to 1.073217E+07 user unit.
Lower Soft Limit must be smaller than

Lower Soft Limit -10730175 EMpper Soft Limit. The range is from -

-1.073011

1.073217E+07...0 (exclusive) user unit.

(1) On the axis configuration page in the Connect&ddoBidrepohestiware, an input field with a red border indicate:
that the value that has been enteaéid.iditooltip message should let you know the expected range of values fol
parameter. The range of values that are preseolifa imetteages are also presented in REAL data format.

Variable Monitor Example

The Variable Monitor displays six sigtsfiwéhtrdignding, although the real data type
still contains seven significant digits.
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In this example, you have entered the Jarget
Position value of 2345.678.
This value is rounded up to six digits (2345.68)}
the Variable Monitoring screen.
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Axis Monitor Example

The Axis Monitor displays seven significant digits with rounding.

ATTENTICI¢sMotion Axis Configunatitomnected Components
Workbendm page 1t®3earn more aboutffleeedit axis configuration
parameters.

PTO Pulse Accuracy

Micro800 motion feature is pulse-basedwendfttistemce anaiyelare designed in
such a way that all PTO-rdladsaraintegers at the haddweal, when converting to
PTO pulse.

For example, if you configure Motor PuldletigeaRé,000 and Travel per Revolution
10 cm and you want to drive velocityrdsdc504e target velocity is 4.504 cm/sec (tha
is, 450.4 pulse/sec). bad@sthe actual commanded velocity is 4.5 cm/sec (that is,
450 pulse/sec), and the 0.4 pulse/sec is rounded off.

This rounding scheme also appliempubfa@ameters such as Position, Distance,
Acceleration, Deceleration, and Jstdmé@rwith the above motor revolution

configuration, setting Jerk as 4.50%isthissame as seltinig as 4.501 criy/ssc

both are rounded off to 4.53thB'e¢ounding applies taximttonfiguration input in
the Connected Components Weokiaearehand function block input.
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Motion Axis Parameter Validation

Besides falling within thegrrentetd absolute range, axidiparameters are validated
based on relationships hethpatrameters. These relationships or rules are listed as
follows. Error is flagged whenevsnilo&tionthese relationships.

« Lower Soft Limit shoulssltbd® the Upper Soft Limit.

« Start/Stop velocity shouldgreaiter than the maximum velocity.

« Emergency Stop velocity shiogllgreater tha@ thaximum velocity.

* Homing velocity should neates tiran the maximum velocity.

¢ Homing acceleration should eatdryelgan the maximum acceleration.
« Homing deceleratiodshobe greater thammaximum deceleration.

* Homing jerk should nadterghan the maximum jerk.

* Homing creep velocity shouldgreatdrethan the maximum velocity.

Delete an Axis

1. On the device configuration tree, Motdamdeght-click the axis name and select
Delete.

2. A message box appears asking to confirm deletion. Select Yes.

Monitor an Axis To monitor an axis, the Connected Cavopgdremth software should be connected to
the controller and in DEBUG mode.

1. On the device configuration page, click Axis Monitor.
2. The Axis Monitor window appears with the following characteristics available

viewing:

- Axis state

- Axis homed

- Movement

- Error description

- Command position in user unit

- Command velocity in user unit per second

- Target position in user unit

- Target velocity in user unit per second

Homing Function Block The homing function block MC_Hometheramiamdperform the “search home”
sequence. The Position inpdttis st the absolute pegit@nthe reference signal is
detected, and the configured home offset is reached. This function block complete
Standstill if the hosengence is successful.

MC_Home can be aborted only by thieéksdd@h Stop or MC_Power. Any abort attel
from other moving funigibais result in fundtiock failure with ErrorID =
MC_FB_ERR_STATE. However, the homing operation is not interrupted, and can
usual.

If MC_Home is aborted before it dbimpleteisusly searched home position is
considered as idyalnd the axis Homed status is cleared.
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After axis power-on is done, the axssHB®edeset to 0 (not homed). On most
scenarios, the MC_Home function block must be executed to calibrate the axis pos
the axis home that is configured after MC_Power (On) is done.

The five homing modes that Micro830, Micro850, and Micro870 controllers suppol
describedTable 74

Table 74 - Homing Modes

Homing Modg : _
value "'Homing Mode Name Description
0x00 MC_HOME_ABS_SWITCH Homing process searches for Home Absolute switc
0x01 MC_HOME_LIMIT_SWITCH Homing process searches for limit switch.
ing process searches for Home Absolute switch plus usin
0x02 MC_HOME_REF_WI m&g’r reference pulse.
ing process searches for limit switch plus using encoder
0x03 MC_HOME_REF_PUL¥ing p ey
Static homing process with direct forcing a home position from
user reference. The functibiséiwthe current position that
0x04 MC_HOME_DIRECT the mechanism is in as the home position, with its position
determined by the input parameter, “Position”.

IMPORTANTIf the axis is powereslitBronly one diradtiat is enabled, the
MC_Home function block (in m&d®sg@nkrates an error and only
the MC_Home function block (mode 4) can be executed. See the
MC_Power function block for more details.

Conditions for Successful Homing

For homing operation to be successfulyed! saitibfpes (or sensors) must be properly
positioned and wired. The correct positmn tlhdenost negative position to the most
positive position—that is, from the |éftenoghtmost in the igsetup diagrams in

this section—for the switches are:

1. Lower Limit switch
2. ABS Home switch
3. Upper Limit switch

During the MC_Home fundtiendatation, the home position is reset, and the soft lim
mechanical position is recalculated. During the homing sequence, the motion confi
the soft limits is ignored.

The homing motion sequence that is discussed in this section has the following cc
assumptions:

1. Homing direction is configured as negative direction;
2. The Lower Limit switaffiguced as enabled and wired;

The different homing modes, as defbied #an have different, but still similar motion
sequence. The concept that is discusapgllesdo various homing configurations.

MC_HOME_ABS_SWITCH

IMPORTANTIf home switch is not configured as enabled, MC_HOME_ABS_SW
homing fails with MC_FB_ERR_PARAM.

MC_HOME_ABS_SWITCH (0) homingpprecachomimgrfoperation against the home
switch. The actual motion sequgreraisrden the home switch, limit switch
configuration, and the actual status itoht#selsfore homing starts—that is, when the
MC_Home function block is issued.
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Scenario 1: Moving part at righsigmsititiene switch before Homing starts

The homing motion sequence for this scenario is as follows:

1.
2.
3.

Moving part moves to the left side (negative direction);
When the home switch is diftectexting part decelerates to stop;

Moving part moves back (positiveidiceetiprnjelocity to detect the home switch
On > Off edge;

Once the home switch On > Off is detected, record the position as mechanic
position, and decelerate to stop;

Move to the configuredbsitien. The mechanical home position that is record
during the moving back sequence, plus the home offset configured for the ax
Connected Components Workbench software.

Scenario 2: Moving pastiseen Lower Limit and Home switch before Homing

The homing motion sequence for this scenario is as follows:

1.
2.

3.

Moving part moves to its left side (negative direction);
When the lower limit switch is detected, the moving part decelerates to stop,
immediately, according to the limit switch hard stop configuration;

Moving part moves back (in positive direction) in creep velocity to detect the
switch On > Off edge;

Once the home switch On > Off exlgd,isedete the mosdis the mechanical
home position, aweldeate to stop;

Move to the configuredobeitien. The mechanical home position that is record
during the moving back sequence, plus the home offset configured for the ax
Connected Components Workbench software.

If the Lower Limit switch is not configured, or not wired, the homing motion
and moves continuously to the left until the drive or moving part fails to mo

Scenario 3: Moving part on Lawétdomaiswitch before Homing starts

The homing motion sequence for this scenario is as follows:

1.

2.

3.

Moving part moves to its right sidee(tfirpositin) in creep velocity to detect the
home switch On > Off edge;

Once the home switch On > Off edge is detected, record the position as the
home position, awndldeate to stop;

Move to the configured home position. The mechanical home position that is
during moving right sequence, plusdffsdtarorfigured for the axis in the
Connected Components Workbench software.

Scenario 4: Moving part at left (negatiwyesidémit switch before Homing star

In this case, the homing motion fails and moves continuously to the left until the di
moving part fails to move. You must make sure that the moving part is at the prop
before homing starts.

MC_HOME_LIMIT_SWITCH

IMPORTANTIf the Lower Limit switch is not configured as Enabled,

MC_HOME_LIMIT_SWITCHh{$)(Eoroiti): MC_FB_ERR_PARAM).

For homing against the Lower Limit spasstiveheme offset can be configured; for
homing against the Upper Limit swiggiatimechome offset can be configured.

MC_HOME_LIMIT_SWITCHhbidgediomginmerforms a hop@nation against the Limit
switch. The actual motion sequenceeistaeptredlimit switmhfiguration and the
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actual status for the switch before hdswngtstdrs, wheiMtieHome function block
is issued.

Scenario 1: Moving part at right (positise)esidenit switch before Homing star

The homing motion sequence for this scenario is as follows:
1. Moving part moves to its left side (in negative direction);

2. When the Lower Limit switch is detempethglpart decelerates to stop, or stops
immediately, according to th®&wibeth Hard Stop configuration;

3. Moving part moves back (in positive direction) in creep velocity to detect the
Limit switch On > Off edge;

4. Once the Lower Limit switch On s Q#tedigel, record the position as the
mechanical home position, and decelerate to stop;

5. Move to the configuregbeitien. The mechanical home position that is record
during the moving back sequence, plus the home offset configured for the ax
the Connected Components Workbench software.

Scenario 2: Moving part ormiibsweitdh before Homing starts

The homing motion sequence for this scenario is as follows:

1. Moving part moves to its right sidee(tfirpositin) in creep velocity to detect the
Lower Limit switch On > Off edge;

2. Once the Lower Limit switch On is O#tedigel, record the position as the
mechanical home position, and decelerate to stop;

3. Move to the configured home position. The mechanical home position that is
during moving right sequence, plus the home offset configured for the axis th
software.

Scenario 3: Moving part at left (negative) side of Lower Limit switch before

In this case, the homing motion fails and moves continuously to the left until the di
moving part fails to move. You must make sure that the moving part is at the prop
before homing starts.

MC_HOME_REF_WITH_ABS

IMPORTANTIf the Home switch or Ref Pulse is not configured as Enabled,
MC_HOME_REF_WITH_ABS (2) homing fails with ErrorID:
MC_FB_ERR_PARAM.

MC_HOME_REF_WITH_ABS (2) hompénfpprecaduneing operation against the
Home switch, plus fine Ref Pulse sigrelnTdt®acaquendepgndent on the home
switch, limit switch configuration, and the actual status for the switches before hon
— that is, when the MC_Home function block is issued.

Scenario 1: Moving part at righsigmsititAme switch before Homing starts

The homing motion sequence for this scenario is as follows:
1. Moving part moves to its left side (in negative direction);
2. When the Home Abs switch is thetentading part decelerates to stop;

3. Moving part moves back (in positive direction) in creep velocity to detect the
On > Off edge;

4. Once the Home Abs switch On > édf istaletiectietecfitise Ref Pulse signal
coming in;

5. Once the first Ref Pulseasigas) record the position as mechanical home posit
and decelerate to stop;
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6. Move to the configured home positemhahieal home position that is recorded
during the moving back sequence, plus the home offset configured for the ax
the Connected Components Workbench software.

Scenario 2: Moving part betweent lamddddma switch before Homing starts

The homing motion sequence for this scenario is as follows:
1. Moving part moves to its left side (in negative direction);

2. When the Lower Limit switch is detembethglpart decelerates to stop, or stops
immediately, according to th®&wibeth Hard Stop configuration;

3. Moving part moves back (in positive direction) in creep velocity to detect the
switch On > Off edge;

4. Once the Home Abs switch On i@, istddtto detect first Ref Pulse signal;

5. Once the first Ref Pulseasigas) record the position as mechanical home posit
and decelerate to stop.

6. Move to the configured home positemtanieal home position that is recorded
during the moving back sequence, plus the home offset configured for the ax
the Connected Components Workbench software.

IMPORTANTIN this case, if the Lower Limitssmototonfigured, or not wired, the
homing motion fails and movesugintiotloe left until the drive or
moving part fails to move.

Scenario 3: Moving part on Lawétdomiswitch before Homing starts

The homing motion sequence for this scenario is as follows:

1. Moving part moves to its right sidee(tfirpositin) in creep velocity to detect the
Home switch On > Off edge;

2. Once the Home Abs switch On > edf staletectetect the first Ref Pulse signal

3. Once the first Ref Pulseasigeal record the position as mechanical home posit
and decelerate to stop;

4. Move to the configured home position. The mechanical home position that is
during moving right sequence, plusdffsdtaaefigured for the axis in the
Connected Components Workbench software.

Scenario 4: Moving part at left (negatiwyesidémit switch before Homing star

In this case, the homing motion fails and moves continuously to the left until the di
moving part fails to move. You must make sure that the moving part is at the prop
before homing starts.

MC_HOME_REF_PULSE

IMPORTANTIf the Lower Limit switch or Ref Pulse is not configured as Enabled
MC_HOME_REF_PULSE (3) homing fails (ErrorlD: MC_FB_ERR_

For homing against the Lower Limit spasstiveh@me offset can be configured; for
homing against the Upper Limit switgiatmeehome offset can be configured.

MC_HOME_REF_PULSE (3) homing procedure performs a homing operation age
switch, plus the fine Ref Pulse signall matiactsequendependent on the limit
switch configuration, and the actual status for the switches before homing starts —
when the MC_Home function block is issued.
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Scenario 1: Moving part at right (pos$itioe)esidenit switch before Homing star

The homing motion sequence for this scenario is as follows:
1. Moving part moves to its left side (in negative direction);

2. When the Lower Limit switch is detempethglpart decelerates to stop, or stops
immediately, according to th®&viiteth Hard Stop configuration;

3. Moving part moves back (in positive direction) in creep velocity to detect the
Limit switch On > Off edge;

4. Once the Lower Limit switch On > (ftesdige, istart to detect the first Ref Pulse
signal,

5. Once the first Ref Pulse signhalamthé®e mosition as the mechanical home
position, and decelerate to stop;

6. Move to the configured home positemhahieal home position that is recorded
during the moving back sequence, plus the home offset configured for the ax
the Connected Components Workbench software.

Scenario 2: Moving part ormibsweitdh before Homing starts

The homing motion sequence for this scenario is as follows:

1. Moving part moves to its right sidee(tlirBoitn) in creep velocity to detect the
Lower Limit switch On > Off edge;

2. Once the Lower Limit switch On > ddffesdee, istart to detect the first Ref Pulse
signal;

3. Once the first Ref Pulse signalcmhése r@osition as the mechanical home
position, and decelerate to stop;

4. Move to the configured home position. The mechanical home position that is
during the moving back sequence, plus the home offset configured for the ax
the Connected Components Workbench software.

Scenario 3: Moving part at left (negative) side of Lower Limit switch before

In this case, the homing motion fails and moves continuously to the left until the d
moving part fails to move. You must make sure that the moving part is at the prop
before homing starts.

MC_HOME_DIRECT

MC_HOME_DIRECT (4) homing procedure performs a static homing by directly fc
position. No physical motion is perfornmeati@. thigs is equivalent to a MC_SetPositic
action, except that Axis HomedatadusésMC_Home (mode = 4) is performed
successfully.

198 Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025



Chapter 9 Motion Control

Use PTO for PWM Contraé example in this section shows you how to use a PTO axis as a PWM. Create

program in Connected Components Workbench softniiguss/Eowe band
Figure 51

Figure 49 - Example: PTO Axis as a PWM ... Rung 1
Enable/power up the PWM axis immediately after goirfjMiivVRaXi¢$ mesdains powered ON (until Program mode, and so on).

/7 MC_Power_1
__SYSVA_FIRST_SCAN MC_Power

-
1 1 EN EN \
PWMO Axis Axi
TRUE Enable Statu
TRUE Enable_Positive Bus
TRUE Enable_Negative Activ
Erro
‘ ErrorlE
\\\\,,, B /,/ /“

Figure 50 - Example: PTO Axis as a PWM ... Rung 2

Continually use the MC_WriteParameter (Parameteti® @) tioCyeadeom the global variable G_PWM_Digy 0Gycle $6%6m

Update_ PWM_Duty_ Cyépelate_ PWM_Duty_Cycle

—0

/~ MC_WriteParameter. 1
MC_WriteParameter |

EN ENG
PWM@ AxisIn Axis—
Update_ PWM_Duty—@xdeute Done—

1005+ Parameter_Number  Busy—

G_PWM_Duty -Cx&due Error—

\MC_ExecutionMode Errorlb—

\ /
o /

9 |
7
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Figure 51 - Example: PTO Axis as a PWM ... Rung 3

3 After the first scan, use the MC_Mot@¥etidot PWM frequency (forsxafple> 50 KHz) continually froat aeiaihdd G_PWM_Frequency
runs forever (until Prddede, MC_Halt, and so on).

" MC_MoveVelocity 1

__SYSVA_FIRST_SCAN / MC._ MoveVelocity |
1 /I -

1/ EN EN

PWM@ AxisIn AXi

TRUE Execute InVeloci

G_PWM_Frequelgjocity Bus!

50000-8 Acceleration Activi

50000-8 Acceleration Directi

0.0 DecelerationCommandAb

1—+Jerk Erro
0—DirectionIn Errorl

“‘\ /‘J
N /

POU PWM_Program

The POU defines four variables.

Variable MC_Power_1 Variable MC_MoveVelocity 1
(* *) (* *)

Direction: VAR Direction: VAR

Data Type: MC_Power Data Type: MC_MoveVelocity
Attribute: ReadWrite Attribute: ReadWrite

Direct variable (Channel): Direct variable (Channel):
Variable Update_ PWM_Duty_Cycle Variable MC_Power_1

(* *) (* *) - -
Direction: Var Direction: VAR

Data type: BOOL Data Type: MC_Power
Attribute: ReadWrite Attribute: ReadWrite

Direct variable (Channel): Direct variable (Channel):
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HSC Feedback Axis From Connected Components Workbench software version 8.0 onwards, support
added for a High-speed Counter (HSC)if ¢eathaaisAke same instructions as the
PTO Motion Axis. UDFBs are still suppotsd.etthiercane but you cannot select both
for the same plug-in.

Figure 52 - Example of Selecting FeéslbatkD®8 with 2080-MOT-HSC Plug-in Module

The HSC Feedback Axis provides eagewfaderager need to program the function
blocks, and it uses up less memoryaligre The HSC Feedback Axis uses only the
administrative function blocks from the PTO Motion Axis and they share the same

IMPORTANTThe counters are ndtteegero for program download. For example,
if using the feedbaisk ase the MC_ResetPosition function block to
reset the position to zero.

IMPORTANTIf the feedback axis is in the error state because the configured
position limits have been exceeded, using the MC_Reset function |
to reset the axis may not claaottlas ¢here may still be pulse that
is detected from the encoder.
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Notes:
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High-Speed Counter
Overview

Chapterl O

Using the High-speed Counter and
Programmable Limit Switch

All Micro830, Micro850, antOMunt®llers, except for 2080-LCxx-AWB, support up t
high-speed counters (HSC). The HSGdaedicme@300 controllers consists of two main
components: the high-speed counter halmbdaded(mputs icdméroller), and high-
speed counter instructiorssaplication program. Higghespenter instructions apply
configuration to the high-speed counter hardware and updates the accumulator.

ATTENTIAN:use the Micro800 HSC feature effectively, you must have

basic understanding of the following:

* HSC components and data elements
The first sections of the chapige prdetailed description of these
components. Quick start instructiQuscks8éadn page 3 &e also
available to guide you through building a sample HSC project.

» Programming and workingmigimtslin Connected Components
Workbench software
You must have a working knovgextgarafing through ladder diagram,
structured text, or function block diagram to be able to work with the |
function block and variables.

ATTENTI@¥dditional information is available on the HSC function blo
and its elements in the Connected Components Workbench software
Online Help that comes with your Connected Components Workben
software installation.

This chapter describes how to use theoH 8@dahedi contaictss on the HSC and
HSC_ SET_STS function blocks, as follows:

+ High-speed Counter (HSC) Data Structures

» High-speed Counter (HSC) Function Block
e HSC_SET_STS Function Block

» Programmable Limit Switch (PLS) Function
e HSC Interrupts

Programmable Limit SWi‘tﬁ«hProgrammable Limit Switch functjon &l@esfigureHigh-Speed Counter to

Overview

What is High-Speed
Counter?

operate as a PLS (Programmable Limib&mtcianoswitch. For more information, see

Programmable Limit Switch (PLSpRyag®A21

High-Speed Counter is used to deteest)gordsedf, and itsamsd instructions to
initiate other control operations based on counts reaching preset values. These cc
operations include the automatic and immediate execution of the high-speed cour
interrupt routine and the iatmagdate of outputs basesboince and mask pattern

that you set.

The HSC functions are different than most other controller instructions. Their oper
performed by custom circuitry that ruhsl iwigathe main sygreeessor. This is
necessary because of the high-performance requirements of these functions.
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Features and Operation

The HSC is versatile; you can selegtettmnigster HSC for any one of 10 modes a
the sub HSC for any one of 5 modes of opt3atitodeeHSCAPP.HBCMode)
page 20®r more information.

Some of the enhanced capabilities of the High-speed Counters are:

100 kHz operation

Direct control of outputs

32-bit signed integer datat(@nge of + 2,147,483,647)
Programmable High and Lowapmiee§®terflow and Underflow setpoints
Automatic Interrupt processing that is based on accumulated count
Change parameters on-the-fly (from the user control program)

The High-speed Counter function operates as described in the following diagram.

Figure 53 - High-speed Counter Operation

Variable

HscAppData.OFSettin4—> Overflow——— «—— +2,147,483,647 maximur

HscAppData.HPSettinH High Preset-—7—

A4
0—%

HscAppData.LPSettinH Low Preset—7—

HscAppData.UFSettinH Underflow—Y— <+——! -2,147,483,648 minimum

You must set a proper value faaites\v@FSetting, HPSetting, and UFSetting
before triggering Start/Run HSCeQttepwistroller is faulted. (Setting a
value for LPSetting is optional for certain counting modes.)

To learn more about HscAppData variabl¢SGpAEBdeata Stranture

page 206

When using HSC function blocks, it is recommended that you:

Set HSCAppData underflow setting ddB3@ttipgeset setting (LPSetting) to a
value less than 0 to avoid possibleirt$iGmwehen theddS@nulator is reset
to O.

Set HSCAppData overflow setting @iaSegingreset setting (HPSetting) to a
value greater than 0 to avoid pdSsiddfiifstion wheHBC accumulator is
reset to O.

In some cases, a master counter nmsat#ecarsdb counter. For more information, see
HSC Mode (HSCAPP.HBCkoe @8

HSCO is used in this document to define how any HSC works.

IMPORTANTThe HSC function can only be used with the controller's embedded

cannot be used with expansion 1/O modules.
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HSC Inputs and
Wiring Mapping

Table 76 - HSC Input Wiri

Chapter 10

Using thepdaghCounter and Programmable Limit Switch

All Micro830, Micro850, aBdWtontrollers, except 2080-LCxx-xxAWB, have 100 kH
speed counters. Each main high-spebdsctmmtdedicated inputs and each sub high:
speed counter has two dedicated inputs.

Table 75 - Micro830, Micro850, and Micro870 High Speed Counters

10/16-point 24-point 48-point
Number of HSC 2 4 6
Main high-speed counters 1 (counter QEounter2 0 and 2) 3 (counters 0, 2, and 4)
Sub high-speed counters 1 (counter 1counter 1 and 3) 3 (counters 1, 3, and 5)
High-speed Counter Inputs Used
HSCO 0,1,2,3
HSC1 2,3
HSC2 4,5,6,7
HSC3 6,7
HSC4 8,9 10,11
HSC5 10, 11

HSCO's sub counter is HSC1, HSC2is $iBCBuamer HSC4's sub counter is HSC5. E
set of countersugs the inplible 7€hows the dedicated inputs for the HSCs depend
on the mode.

ng Mapping

Embedded Input

0

01 02

03

04

05 06

07 08 09

10 11

HSCO A/C

B/D Reset

Hold

HSC1

A/C

B/D

HSC2

AlC

B/D Reset

Hold

HSC3

AIC

B/D

HSC4

AIC B/D

Reset Hold

HSC5

AlC B/D

The following tables showhe&viring mapping forfieedi Micro880icro850, and
Micro870 controllers.

Table 77 - Micro830 10-point and 16-point Controller HSC Input Wiring Mapping

Mode Value in User

Modes of Operation :RBEE (2) Engg% :EBEE % Engggg Input 2 (HSCO) Input 3 (HSCO) l(:)kzg%irp])quata.HSCMode)
%:n?ggéeig\)/ith Internal Direct Xbunt Up Not Used 0
Counter it Iernal O eclShuge :
E:n?ggéegg\)/ith External Direc @Bunt Up/Down Direction Not Used 2
gggg?;r‘:‘gtugﬁ"?mﬁé eD gg;: Eaunt Direction Reset Hold 3
Two Input Counter (mode 3g) Count Up Count Doyn Not Used 4
-'F;Vggeltng#é a%lfgt(er;(\;\gg‘?%t(’%nt Up Count Down Reset Hold 5
Quadrature Counter (mode [4a) pe inputy B Type input Not Used 6
(Fggsagtr?at#éeH%?duPrf(; dvéitzbi)afpf%e input B Type input Z Type Reset Hold 7
(Qn:?géaégge X4 Counter A Type input B Type input Not Used 8
%‘j@?:ﬁluéeeé(; gﬁ;ﬁg{d""itr A Type input B Type input Z Type Reset Hold 9
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Table 78 - Micro830/Micro850/Micro870 24-point Controller HSC Input Wiring Mapping

Input 0 (HSCO) Input 1 (HSCO) )
s oopermion|BAZLESY NLIESS)  pazgsey  npusieey |ateauei v
Input 6 (HSC3) Input 7 (HSC3)
g:n?gdnéeig\)/ith Internal Direct Xbunt Up Not Used 0
Counter it ieriel e Ghupg oo :
E:n?ggéegg\)/ith External Direc @Bunt Up/Down Direction Not Used 2
gggg;e;r‘?gﬂ; g)ét?mgé E gg? @Bunt Up/Down Direction Reset Hold 3
Two Input Counter (mode 3a) Count Up Count Down Not Used 4
Evggelpgrl:é ﬁ%‘fgt(er;(\;\gg‘?%w%nt Up Count Down Reset Hold 5
Quadrature Counter (mode |4a) A Type input B Type input Not Used 6
Sgsagtrgt#éel_'%?duPrf(;(;’:'sitzbi)zxfrﬂ%e input B Type input Z Type Reset Hold 7
(Qn:fgéaé;;e X4 Counter A Type input B Type input Not Used 8
S;Jtzcrlrrgluéizs gﬁ;ﬁg[dwm A Type input B Type input Z Type Reset Hold 9

Table 79 - Micro830/Micro850 48-point Controller HSC Input Wiring Mapping

Input 0 (HSCO) Input 1 (HSCO)
Input 2 (HSC1) Input 3 (HSC1) In
put 2 (HSCO) Input 3 (HSCO) ;

Modes of Operation Input 4 (HSC2) Input 5 (HSC2) Input 6 (HSC2) Input 7 (HSC2) Mode Value in User

Input 6 (HSC3) Input 7 (HSC3) Input 10 (HSC4) Input 11 (HSC4) Program

Input 8 (HSC4) Input 9 (HSC4) P P

Input 10 (HSC5) Input 11 (HSC5)
Counter with Internal Direct
(mode 1a) Abunt Up Not Used 0
Counter with Internal Direct
External Reset and Hold (mg&u%}’p Not Used Reset Hold 1
Counter with External Directj o
(mode 2a) EBunt Up/Down Direction Not Used 2
Counter with External Directj —
Reset, and Hold (mode 2b) ©Bunt Up/Down Direction Reset Hold 3
Two Input Counter (mode 3g) Count Up Count Doyn Not Used 4
Two Input Counter with Exte
Reset and Hold (mode 3b) &E’Hnt Up Count Down Reset Hold 5
Quadrature Counter (mode [4a) pe inputy B Type input Not Used 6
Quadrature Counter with Exter. . .
Reset and Hold (mode 4b) W%e input B Type input Z Type Reset Hold 7
Quadrature X4 Counter : .
(mode 5a) A Type input B Type input Not Used 8
Quadrature X4 Counter with . .
External Reset and Hold A Type input B Type input Z Type Reset Hold 9

High-speed Counter (HSE3 following section describes HSC data structures.

Data Structures

HSC APP Data Structure

Define an HSC App Datau@tiorfi data, data typ@AB@Aen programming an HSC.
During HSC counting, you should not change the data, except if you must reload t
configuration.

To reload HSC configuration, change the HSC APP Data, then call HSC function |
command 0x03 (set/reload). Otherwisge theH®@rApp Data during HSC counting is
ignored.
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HSC1, HSC3, and HSC5 suppo#,ripdad8nly, and HSCO, HSC2, and
HSC4 support all counting modes.

PLS Enable (HSCAPP.PLSEnable)

Description Data Format User Program Access
PLSEnable bit read/write

This bit enables and disables tlogitd8@Rble Limit Switch (PLS) function.

When the PLS function is enabled nipesdtilogg are superseded by corresponding
data values from PLS data.

e« HSCAPP.HpSetting
* HSCAPP.LpSetting
*  HSCAPP.HPOutput
* HSCAPP.LPOutput

Sed’rogrammable Limit Switch (PLSpRuytad@#at more information.
HSCID (HSCAPP.HSCID)

Description Data Format User Program Access
HSCID Word (UINT) read/write

Table 8iists the definition for HSCID.
Table 80 - HSCID Definition

Bits Description

HSC Module Type:

0x00: Embedded

0x01: Expansion (not yet implemented)
0x02: Plug-in module

Module Slot ID:

0x00: Embedded

0x01...0x1F: Expansion (not yet implemented)
0x01...0x05: Plug-in module

Module internal HSC ID:

0x00-0xOF: Embedded

0x00-0x07: Expansion (not yet implemented)
0x00-0x07: Plug-in module

For Embedded HSC,dhH¢S@ID value is only 0...5.

15...13

12...8
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HSC Mode (HSCAPP.HSCMode)

Description Data Format User Program Acces
HSC Mode word (UINT) read/write

L2}

The HSCMode variable sets the high-spe@ethemirit@itypes of operation. This intege
value is configured through the programeramgl deaiccessibtbe control program.

Table 81 - HSC Operating Modes

Mode Number Type

0 Up Counter — The accumulator is immediai@)ytieari reaches the high preset. A low
preset cannot be defined in this mode.

Up Counter with external reset and hold — The accumulator is immediately cleared (O
reaches the high preset. A low preset cannot be defined in this mode.

Counter with external direction

Counter with externatidirereset, and hold.

Two input counter (up and down)

Two input counter (up and down) with external reset and hold
Quadrature counter (phased inputs A and B)

Quadrature counter (phasedangd®3 with external reset and hold
Quadrature X4 counter (phased inputs A and B)

Quadrature X4 counter (phasAdimp &} with external reset and hold

O O|IN[oOo|O|B{W|IN| -

The main high-speed counters support 10 types of operation mode and the sub hi
counters support 5 types (mdd& Oadd 8). If the main high-speed counter is set to 1r
1, 3,5, 7, or9, then thénigisispeed counter is disabled.

For more information on HSC Function Operating Modes and InpgdE&ssignments,
Inputs and Wiring Mappipage 205

HSC Mode 0 — Up Counter

Table 82 - HSC Mode 0 Examples

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embedded lnput 3
- CE Bjt Comments
Function Count Not Used Not Used Not Used
Example 1 z on (1)HSC Accumulator + 1 count

N¢

Example 2 on (1) off (0 off (0)Hold accumulator value

Blank cells = do not Zaresing edgez falling edge

Inputs 0...11 are available for use ashaptusdtons regardfetbee HSC being used.

HSC Mode 1 — Up Counter with External Reset and Hold
Table 83 - HSC Mode 1 Examples

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embedded Ihput 3

- CE Bjt Comments
Function Count Not Used Reset Hold
Example 1 b2 on (1) off (0 off (0) on/HC Accumulator + 1 count
Example 2 on (1) off (0 on (1) Hold accumulator value
Example3 on (1) off (0 off (BHold accumulator value
Example 4 on (1) off (0 on (1) off (0 Hold accumulator value
Example 5 b4 Clear accumulator (=0)

Blank cells = do not Zarnasing edger falling edge

Inputs 0...11 are available for use asHaptuadtons regardletsee HSC being used.
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HSC Mode 2 — CotimEettarinal Direction

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embeg %%d Inp&t 3

- - - Bit- Comments
Function Count Direction Not Used Not Used
Example 1 z off (0 on (BISC Accumulator + 1 count
Example 2 z on (1) on (HSC Accumulator - 1 count
Example3 off (0)Hold accumulator value

Blank cells = do not Zarasing edger falling edge

Inputs 0...11 are available for use ashiaptusdtons regardfette HSC being used.

Table 85 - HSC Mode 3 Examples

HSC Mode 3 — Counter vatibiEgttions&eand Hold

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embeg %%déﬂpg[o?nments

Function Count Direction Reset Hold

Example 1 z off (0 on (1) off (0 off (0) onHC Accumulator + 1 count
Example 2 z on (1) on|(1) |off (0 off (0) onHC Accumulator - 1 count
Example3 on (1) off (0 on (1) Hold accumulator value
Example 4 on (1) off (0 off (thlold accumulator value
Example 5 on (1) off (0 on (1) off (0 Hold accumulator value
Example 6 b4 Clear accumulator (=0)

Blank cells = do not Zamsing edges falling edge

Inputs 0...11 are available for use ashaptusd¢tons regardfetbee HSC being used.

Table 86 - HSC Mode 4 Examples

HSC Mode 4 — Two Input Counter (up and down)

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embeg %%d Inp&t 3

. Bit Comments
Function Count Up Count Down Not Used Not Used
Example 1 z on (1) off (0 on (BISC Accumulator + 1 count
Example 2 on (1) off (0) 2z on (1)HSC Accumulator - 1 count
Example3 off (0)Hold accumulator value

Blank cells = do not Zareising edges falling edge

Inputs 0...11 are available for use ashiaptusdtons regardfette HSC being used.

Table 87 - HSC Mode 5 Examples

HSC Mode 5 — Two Input Coundiam)pvahdExteReset and Hold

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embeg %%déﬂpgo?nments

Function Count Direction Reset Hold

Example 1 b2 on (1) off (0 on (1) off (0 off (0) onHC Accumulator + 1 count
Example 2 on (1) off (0) 2z on (1) off (0 off (0) onHC Accumulator - 1 count
Example3 on (1) off (0 on (1) Hold accumulator value
Example 4 on (1) off (0 off (BHold accumulator value
Example 5 on (1) off (0 on (1) off (0 Hold accumulator value
Example 6 z Clear accumulator (=0)
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Blank cells = do not Zareising edges falling edge

Inputs 0...11 are available for use ashaptusdtons regardietsee HSC being used.

Using the Quadrature Encoder

The Quadrature Encoder is used for determining direction of rotation and position
such as a lathe. The Bidirectional Gotatee cotation of the Quadrature Encoder.

Figure 58hows a quadrature encoder that igld¢orinpate O, 1, and 2. The phase angle
between A and B determines the counif dirlsaamB, the counter increments. If B
leads A, the counter decrements.

The counter can be reset using the Zdmuuputsdrom the darsatypically provide
one pulse per revolution.

Figure 54 - Quadrature Encoder Connected to Inputs

A C
I o InputO |
B | I
:[ I O Inputl |
z | '
rO Input 2 |
Reset |
L - - - _
Forward Rotation Reverse Rotation
. /
A —
I I I I I I I I I I I I
I 1 I 1 I 1 1 I 1 I 1 I
B | I | I | I I | I | I |
T O - S O Y A T B B [ O 1 S O I T O I
ﬂ [ [ [ [ H [ [ I‘
Count L1 1 [ [ [ [ [
HSC Mode 6 — Quadrateire- @bhassed Inputs A and B
Table 88 - HSC Mode 6 Examples
Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embedded lnput 3
- CE Bjt Comments
Function Count A Count B Not Used Not Used
Examplé!d z off (0 on (BISC Accumulator + 1 count
Example® off (0 on (BISC Accumulator - 1 count
Example3 off (0 Hold accumulator value
Example 4 on (1) Hold accumulator value
Example 5 on (1) Hold accumulator value
Example 6 off (0)Hold accumulator value

(1) Countinput A leads count input B.
(2) Countinput B leads count input A.

Blank cells = do not Zareising edges falling edge

Inputs 0...11 are available for use ashaptusd¢tons regardfetbee HSC being used.
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HSC Mode 7 — Quadrature Counterts Rreask® wjib External Reset and Hol

Table 89 - HSC Mode 7 Examples

Input Terminals Embedded Input 0 Embedded Input 1 Embedded Input 2 Embeg %%déﬂpgo%ments

Function Count A Count B Z Reset Hold

Exampléld ya off (0 off (0) on/HHC Accumulator + 1 count
Example® off (0 off (0) off{(0) aH®C Accumulator - 1 count
Example3 off (0 off (D) on (1) Reset accumulator to zero
Example 4 on (1) Hold accumulator value
Example 5 on (1) Hold accumulator value
Example 6 off (0 on (1) Hold accumulator value
Example 7 off (0 off (fHold accumulator value

(1) Countinput A

leads count input B.

(2) Countinput B leads count input A.

Blank cells = do not Zareising edge= falling edge

Inputs 0...11 are available for use ashaptusdtons regardietsee HSC being used.

HSC Mode 8 — Quadrature X4 Counter

Table 90 - HSC Mode 8 Examples

Embedded Input 1 (HSCO) (A) Embedded Input 1 (HSCO) (B) Value| of CE Bit Accumulator and Counter Action

z OFF TRUE Count Up Acc. Value

z ON TRUE Count Down Acc. Value
OFF TRUE Count Down Acc. Value
ON TRUE Count Up Acc. Value

OFF z TRUE Count Down Acc. Value

ON z TRUE Count Up Acc. Value

OFF TRUE Count Up Acc. Value

ON TRUE Count Down Acc. Value

OFF or ON OFF or ON X Hold Acc. Value

X X FALSE Hold Acc. Value

HSC Mode 9 — Quatkaanenter with External Reset and Hold

Table 91 - HSC Mode 9 Examples

(EHrrétgg)d(eS Input ](EHrréb&()j)d(eBd) Input L(EHrrébCe(()j)d(eF?e?gl)Jt %Hrrété:eg)d(tegollgg)ut 3\/alue of CE Bit Accumulator and Counter Action

z OFF X - TRUE Count Up Acc. Value

z ON X - TRUE Count Down Acc. Value
OFF X - TRUE Count Down Acc. Value
ON X - TRUE Count Up Acc. Value

OFF z X - TRUE Count Down Acc. Value

ON z X - TRUE Count Up Acc. Value

OFF X - TRUE Count Up Acc. Value

ON X - TRUE Count Down Acc. Value

OFF or ON OFF or ON OFF X X Hold Acc. Value

OFF OFF ON X X Reset Acc. to Zero

X X OFF ON X Hold Acc. Value

X X OFF X FALSE Hold Acc. Value
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Accumulator (HSCAPP. Accumulator)

Description Data Format User Program Access$
HSCAPP.Accumulator long word (32-bit INT) read/write

This parameter is the iniligh¢etBmulator value that reestlien starting the HSC.
The HSC subsystem updates this parantietdiyamtmnahe HSC is in Counting mode
to reflect the actdSIC accumulator value.

High Preset (HSCAPP.HPSetting)

Description Data Format User Program Access$
HSCAPP.HPSetting long word (32-bif INT) read/write

The HSCAPP.HPSettingpisrtietppint (in countg)efines when the HSC subsystem
generates iaterrupt.

The data that is loaded into the high preset must be less than to the data resident
overflow (HSCAPP.OFSetting) parameter or an HSC error is generated.

Low Preset (HSCAPP.LPSetting)

Description Data Format User Program Access$
HSCAPP.LPSetting long word (32-bit INT) read/write

The HSCAPP.LPSetting is the lower smiptshtiiiat defines when the HSC subsyster
generates arterrupt.

The data that is loaded into the low preset must be:

1. Less than or equal to 0 for HSCARBPAd 3B BI0de) parameter values 0 and 1 ol
HSC error is generated.

2. Greater than or equal to the data resident in the underflow (HSCAPP.UFSet
parameter for all HSC Mode (HSCAPP.HSCMode) or an HSC error is gener:

If the underflow and low preset values are negative numbers, the low preset must |
with a smaller absolute value.

Overflow Setting (HSCAPP.OFSetting)

Description Data Format Type User Program Acdess

HSCAPP.OFSetting long word (321bit INT) control read/write

The HSCAPP.OFSetting defines the lupfidocthentounter. If the counter’s
accumulated value incrementepadtie that is specifie wariable, an overflow
interrupt is generated. Whewetfilow interrupt is gethettedeHSC subsystem rolls the
accumulator over to theflomdealue and the counter continues counting from the
underflow value (counts are not lost in this transition). You can specify any value f
overflow position, provided it is greater than the underflow value and falls betweer
-2,147,483,648 and 2,147,483,647.

Data that is loaded into the oxsifible must be greater than the data
resident in the high preset (HSe#Pig)H? an HSC error is generated.
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Underflow Setting (HSCAPP.UFSetting)

Data Format User Program Access$
long word (32-bit INT) read/write

Description
HSCAPP.UFSetting

The HSCAPP.UFSetting defines the lower count limit for the counter. If the counte
accumulated value decrements past the value specified in this variable, an underfl
is generated. When thelowmdetérrupt is genertdieddSC subsystem resets the
accumulated value to the overflow value and the counter then begins counting fro
overflow value (counts are not lasairsitids). you can specify any value for the
underflow position, provided ithariebe overflow value and falls between
-2,147,483,648 and 2,147,483,647.

Data that is loaded into the undeafiteviwast be less than or equal to the
data resident in the low preset PSE#IRE) or an HSC error is generated.

Output Mask Bits (HSCAPP.OutputMask)

Data Format
2wt dvigsary)

Description
HSCAPP.OutputMask

The HSCAPP.OutputMask defines whiclugtsealdéide controller that the high-
speed counter can control directly. Thed#®Ccsubdirectly (without control program
interaction) turn outputs ON or OFRHeals&Coeccumulatdrimgatbe High or Low
presets. The bit pattern that is stwddICAPP.OutputMask variable defines which
outputs the HSC controls ambtghiththe HSC does not control.

User Program Access$
read/write

For example, if you want to control outputs 0, 1, 3, using HSC then you must assic
HscAppData.OutputMask = 2#10Hdc@ppdata. OutputMask = 11 (Decimal)

The bit pattern of the HSQARKa3Utvariable directly oadedp the output bits on

the controller. Bits thatedid) are enabled andtearedeon or off by the HSC
subsystem. Bits that are clear (0) canedtdreduoff by the HSC sub-system. The ma
bit pattern can be configured only during initial setup.

Table 92hows an example of how HPOOpypaklask control embedded outputs.

Table 92 - Effect of HSC Output Mask on Embedded Outputs

Output Variable

32-Bit Signed Integer Data Word

32...20

19

18 17 (16 (15| 14| 13 1 11 (10 |9 |8 | 7| 6| 5| 4| 3 2 1 0

HSCAPP.HPOutput
(high preset output)

0

1 0 1 [t L 0 1 0|0 1 1 of 0 Q L 1 0 O 1

HSCAPP.OutputMask
(output mask)

1

1 0 g D D [0 |O 1 1 o 0| O 1 1 D 0 1 1

Embedded output (10-p

Embedded output (16-p

Embedded output (24-p

Embedded output (48-p
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The outputs that are shown in the black boxes are the outputs under the control o
subsystem. The mask defines which outpotgrcdiedeThe high preset output or low
preset output values (HSCAPP.HPOutpuPQruiss@AtRfNne if each output is either
ON (1) or OFF (0). Another way to view this is that the high or low preset output is
through the output mask, wittpthiexask acting like a filter.

The bits in the gray boxes are unusedpé&it tenfroller, trst & bits of the mask

word are used and the remaining mask hitscicmabbecausedbenot correlate to

any physical outputs on thenliaBer the 16, 24 and 48-point controllers, the first 6, 1(
20 bits of the mask word are used, respectively.

The mask bit pattern can bareandigly during initial setup.
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High Preset Ou{pl CAPP.HPOutput)

Description Data Format User Program Access$
HSCAPP.HPOutput lo(@Rvindtrdinary) read/write

The High Preset Output defines the state (1 = ON or 0 = OFF) of the outputs on tf
when the high preset is reached. For more information on how to turn outputs on ¢

directly based on thehegkt being reacheQupeit Mask Bits (HSCAPP.OuotputMask)
page 213

The high output bit pattern can be comfigumeitialisetupwhbile the controller is
operating. Use the HSC function blabk teelwgrhrameteils wie controller is
operating.

Low Preset Output (HSCAPP.LPOutput)

Description Data Format User Program Access$
HSCAPP.LPOutput long word (32 bit binary) read/write

The Low Preset Output defines the state (1 = “on”, 0 = “off”) of the outputs on the
when the low preset is reachedtfsiedlask Bits (HSCAPP.Ouotppadaskds

more information on how to directly turn outputs on or off based on the low preset
reached.

The low output bit pattern can be configunedialgetup, or while the controller is
operating. Use the HSC function bldbk teelsgzhrameteils tie controller is
operating.

HSC STS (HSC Status) Rai@an HSC STS data (HSC statrsdatarrdata type HSCSTS) when programmir
Structure an HSC.

Counting Enabled (HSCSTS.CountEnable)

Description Data FormalHSC Moéles |User Program Access
HSCSTS.CountEnable bit 0...9 read-only
(1) For Mode descriptiod§Gédéode (HSCAPP.HBQdoe D8

The Counting Enabled control bit is useel tioeirstatus of the High-speed Counter,
whether counting is enabled (1) or disabled (0, default).
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Error Detected (HSCSTS.ErrorDetected)

Description

Data Format

HSC Mo#ds

User Program Access

HSCSTS.ErrorDetect]

ed

bit

0...9

read/write

(1) For Mode descriptiod§Gédode (HSCAPP.HBQHod D8

The Error Detected flag is a status biiedhetechim the control program to detect if an
error is present in the HSC subsystem. The most common type of error that this bi
is a configuration error. Vithbit ik set (1), you shamlohesthe specific error code in
the parameter HSCSTS.ErrorCode. TheicantoHeisra and fee bit when there

is an HSC error. You can clear this bit if required.

Count Up (HSCSTS.CountUpFlag)

Description

Data Format

HSC Moées

User Program Access

HSCSTS.CountUpFlg

g

bit

0...9

read-only

(1) For Mode descriptiod§Gééode (HSCAPP.HBQdod D8

The Count Up bit is used with all HRCsqmtidee HSCSTS.CountEnable bit is set, t
Count Up bit is set (1). If the HSCSTIB.SaledErdthe Count Up bit is cleared (0).

Count Down (HSCSTS.CountDownFlag)

Description

Data Format

HSC Moées

User Program Access

SCSTS.CountDownF

ag bit

2..9

read-only

(1) For Mode descriptiod§Gééode (HSCAPP.HBQdod D8

The Count Down bit is used witle¢hiertaticounters (modes 2...9). If the

HSCSTS.CountEnable bit is set, the GasiseD@ynlbihe HSCSTS.CountEnable bit i
clear, the Count Down bit is cleared (0).

Mode Done (HSCSTS.ModelDone)

Description

Data Format

HSC Moées

User Program Access

HSCSTS.ModelDong

D

bit

Oorl

read/write

(1) For Mode descriptiod§Gédode (HSCAPP.HBGHod D8

The Mode Done status flag is set (1) by the HSC subsystem when the HSC is conf
0 or Mode 1 behavddaheaccumulator coymts the High Preset.

Overflow (HSCSTS.OVF)

Description

Data Format

HSC Moées

User Program Access

HSCSTS.OVF

bit

0...9

read/write

(1) For Mode descriptiod§Gééode (HSCAPP.HBGHod2D8

The HSCSTS.OVF status flag iseselSC) snbystem whenever the accumulated val
(HSCSTS.Accumulator) has countihe thwerfigw variable (HSCAPP.OFSetting).

This bit is transitional the HSC subsystdrit.déis tijisto the control program to use,
track if necessary, and(Blethe overflow condition.

Overflow conditions do not generate a controller fault.
Underflow (HSCSTS.UNF)

Description

Data Format

HSC Moées

User Program Access

HSCSTS.UNF

bit

0...9

read/write

(1) For Mode descriptiod§Gééode (HSCAPP.HBQidod D8

The Underflow status flag is set [IS®sthesystem whenever the accumulated value
(HSCSTS.Accumulator) has countixe timdegiow varighieCAPP.UFSetting).
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This bit is transitional and the HSC subgk&tdot. dets up to the control program to
use, track if necessary, and clear (0) the underflow condition.

Underflow conditions do not generate a controller fault.
Count Direction (HSCSTS.CountDir)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.CountDir bit 0...9 read-only
(1) For Mode descriptiod§Gééode (HSCAPP.HBGHod2D8

The HSC subsystem controls the Count Direction status flag. When the HSC acct
counts up, the direction flag is sehé¢ierie HSC acdanedants down, the
direction flag is cleared (0).

If the accumulated valueth®ggection bit retains its value. The only time the directi
flag changes is when the accumulated count reverses.

The HSC subsystem updates this bit continuously whenever the controlleris in a
High Preset Reached (HSCSTS.HPReached)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.HPReached bit 2...9 read/write
(1) For Mode descriptioBsuse®own (HSCSTS.Counthropadgde?f)5

The High Preset Reachedlsigis set (1) by the HSC subsystem whenever the
accumulated value (HAGSIRRIlator) is greater tharabtoeye high preset variable
(HSCAPP.HPSetting).

The HSC subsystem updates this bit continuously whenever the controller is in an
mode. Writing to this element is not recommended.

Low Preset Reached (HSCSTS.LPReached)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.LPReached) bit 2...9 read only
(1) For Mode descriptiod§Gééode (HSCAPP.HBGHod2D8

The Low Preset Reached status flay ihedi £} subsysteneven the accumulated
value (HSCSTS.Accumulator is less thanher lequpreset variable HSCAPP.LPSettin

The HSC subsystem updates this bit continuously whenever the controller is in an
mode. Writing to this element is not recommended.

Overflow Interrupt (HSCSTS.OFCauselnter)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.OFCauselnter bit 0...9 read/write
(1) For Mode descriptiod§Gééode (HSCAPP.HBQdod D8

The Overflow Interrupt status bitvidenttfld) HSC accunudatus through the
overflow value and the HSC interrupt ig trigdpiredn be used in the control program
to identify that the ovevfiloable caused the HSCtinfetttagcontrol program must
perform any specific controllzadiEth on the overflowt ibisd®d as conditional logic.

This bit can be cleared (0) by the comtnaidg also cleared by the HSC subsystem
whenever these conditions are detected:

e Low Preset Interrupt executes
* High Preset Interrupt executes
¢ Underflow Interrupt executes
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Underflow Interru@Q@$TS.UFCauselnter)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.UFCauselnter bit 2...9 read/write
(1) For Mode descriptiod§Gééode (HSCAPP.HBQidod D8

The Underflow Interrupt status bitwbesettliE) HSC accumdatds through the
underflow value and the HS@ istitggered. This bit can be used in the control progr
to identify that the underflow conditiotheddS€tinterrupt. If the control program mus
perform any specific contm hesed on the underfldwit ihissed as conditional

logic.

This bit can be cleared (0) by the comtnaidg also cleared by the HSC subsystem
whenever these conditions are detected:

* Low Preset Interrupt occurs
e High Preset Interrupt occurs
« Overflow Interrupt occurs

High Preset Interrupt (HSCSTS.HPCauselnter)

Description Data FormalHSC Moéles |User Program Access
HSCSTS.HPCauselnter bit 0...9 read/write
(1) For Mode descriptiod§Gédéode (HSCAPP.HBQdoe D8

The High Preset Interrupt status (i vereat the HSC accumulator reaches the high
preset value and the HSC iisténiggered. This bit casdekin the control program to
identify that the high preset conditiotheadS&tiinterrupte Kdhtrol program must
perform any specific contool Beed on the high preset, this bit is used as condition
logic.

This bit can be cleared (0) by the comtnaidg also cleared by the HSC subsystem
whenever these conditions are detected:

* Low Preset Interrupt occurs
* Underflow Interrupt occurs
e Overflow Interrupt occurs

Low Preset Interrupt (HSCSTS.LPCauselnter)

Description Data FormalHSC Moéles |User Program Access
HSCSTS.LPCauselnter bit 2...9 read/write
(1) For Mode descriptiodS§Gédode (HSCAPP.HBQEge@P8

The Low Preset Interruptistasuset (1) when the H®@latmureaches the low preset
value and the HSC interrupgmasggered. This bit eesedlén the control program to
identify that the low presditiom caused the HSC intéthgptontrol program must
perform any specific cortimi based on the low preset, this bit would be used as
conditional logic.

This bit can be cleared (0) by the control program and is also cleared by the HSC
whenever these conditions are detected:

e High Preset Interrupt occurs
e Underflow Interrupt occurs
e Overflow Interrupt occurs

Programmable Limit Switch Position (HSCSTS.PLSPosition)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.PLSPosition Word (INT) 0...9 read-only
(1) For Mode descriptiodS§Gééode (HSCAPP.HBQHod2D8
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When the HSC is in Counting modeeaabl&d,3his parameter indicates which PLS
element is used for the current HSC configuration.

Error Code (HSCSTS.ErrorCode)

Description Data Formai HSC Mo#fds |User Program Access
HSCSTS.ErrorCode Word (INIT) 0...9 read-only
(1) For Mode descriptiodS§Gééode (HSCAPP.HBGHod D8

Table 98hows the Error Codes that arelgeteetekEC subsystem and are displayed ir
this word.

Table 93 - HSC Error Codes

Error Code Sub-element HSC Counting Efror Codes Error Description

The nonzero value fogthbyie indicates that the
HSC error is due to Plsettia The value of high

Bit 15...8 (high byte) 0...255 byte indicates which elenttlr afata triggers the
error.
0x00 No error
0x01 Invalid HSC counting mode
0x02 Invalid High preset
Bit 7...0 (low byte) - g p
0x03 Invalid overflow
0x04 Invalid underflow
0x05 No PLS data

Writing to this element is not recommenflatceaspg existing errors and to capture
new HSC errors.

Accumulator (HSCSTS.Accumulator)

Description Data Format User Program Access$
HSCSTS.Accumulator| long word (32-bit INT) read-only

HSCSTS.Accumulator contains the number of counts that are detected by the HS
If either mode O or mode 1 is configuredhulatoads resetviti@n a high preset is
reached or when an overflow condition is detected.

High Preset (HSCSTS.HP)

Description Data Format User Program Access$
HSCSTS.HP long word (32-bit INT) read-only

The HSCSTS.HP is the upper setpoint (in counts) that defines when the HSC sub
generates iaterrupt.

The data that is loaded into the high plesé&tsadisan or equal to the data resident in
the overflow (HSCAPP.OF Settitey) gramartkSC error is generated.

This is the latest high pesiag, which may be updBles function from the PLS data
block.
Low Preset (HSCSTS.LP)

Description Data Format User Program Access$
HSCSTS.LP long word (32-bit INT) read-only

The HSCSTS.LP is the lower setpoint (in counts) that defines when the HSC subs
generates iaterrupt.

The data that is loaded into the low piesgreaist than orléqube data resident

in the underflow (HSAFS#®ing) parameter, or anHSGemeoated. If the underflow
and low preset values are negative numbers, the low preset must be a number wil
absolute value.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



High-speed Counter (H
Function Block

Chapter 10 Using thepdaghCounter and Programmable Limit Switch

This is the latest low preset setting, Weicipdaagd by PLSdoriadim the PLS data
block.

High Preset Output (HSCSTS.HPOutput)

Description Data Format User Program Access$
HSCSTS.HPOutput long word (32 bit binary) read-only

The High Preset Output defines the state (1 = ON or 0 = OFF) of the outputs on tf
when the high preset is reacl@dipbedask Bits (HSCAPP.Ooipptdaskds

more information on how to turn outmftdaoeaily based on the high preset being
reached.

This is the latest high presrit setting, which magdtedipy PLS function from the
PLS data block.

Low Preset Output (HSCSTS.LPOutput)

Description Data Format User Program Access$
HSCSTS.LPOutput long word (32 bit binary))  read-only

The Low Preset Output defines the state (1 = “on”, 0 = “off") of the outputs on the
when the low preset is reachedtgsedlask Bits (HSCAPP.Ootppadaskdd

more information on how to turn outmffdoeaily based on the low preset being
reached.

This is the latest low preset output seltinm@yde updatecet®LiB function from the
PLS data block.

S’@é HSC function block can be used to start/stop HSC counting, to refresh HSC s

reload HSC setting, eagbtahe HSC accumulator.

Table 94 - HSC Parameters

Parameter Parameter Type Data Type Parameter Description

Enable function block

When Enable = TRUE, perform the HSC operation that
Enable Input BOOL specified in “HSC command” parameter.

When Enable = FALSE, there is no HSC operation and
HSC status update.

HscCmd Input USINT HSe€ommamdpage 220
SedHSC APP - . .
HscAppData Input Data StructumHSC application configuration

page 206 Only the initial configuration is needed usually.

See array of
Programmabl

%

PlsData Input Limit Switch |Programmable Limit Switch (PLS) Data
(PLS) Function
page 221
S[}—?%IS [&% dynamic status
HscStsInfo Output Structuren us info is usually continuously updated during HSC
page 214 counting.
Sts Output UINT HSC function block execution status
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HSC Commands (HScCmd)

HscCmd is an input parameter wjib deddNy. All HSC commands (1...4) are Level
commands. Users are advised to dissthletiba before updating the command.

HscCmd starts the HSC mechanism. Once the HSC is in ruAsg@nmaode, the
must be issued to stop counting. SEttaigdahieput paramekaise does not stop
counting while in running mode.

HscCmd = 3 reloads the following pahlaesetdighPreset, LowPreset, OverFlow,
UnderFlow, HighPreset Output, and LowPreset Output.

The parameter values shown in the Variable Monitor may not match the values in
Hardware. Command 3 must be execthed/tdudeadrom the variables to the hardware
without stopping the HSC.

If the HSC Enable is True, HscCmdiruduslydoad the paeasndrigger HscCmd =
3 only once.

HscCmd (reset) sets the Acc value to thel#ECACcumalator value. The HscCmd =
does not stop HSC counting. If theiBg iglmn the HscCmd =4 is issued, some
counting may be lost.

To reset the Acc value and then continue the counting, trigger the HscCmd =4 onl
command is enabled carigiijntibomay cause errors.

The HSC mechanism updates the HSC maidatav&aetautomatically with the same
value as the HSC Sts.Accumulator. Tecfat vakispo H&OnMile counting, write
the value to HSC AppData.Accumaiatiedyrbafere HscCmd =4 is issued.

Table 95 - HSC Commands

HSC Command Description

0x00 Reserved
HSC RUN

OXOL  Start HSC (if HSC in Idle mode and Rung is Enabled)
» Update HSC Status Info only (if HSC already in RUN mode and Rung is Enat
» Update HSC status Info only (if Rung is disabled)

0x02 HSC Stop: Stop an HSC c@@timin(RUN mode and Rung is Enabled.)
HSC Load: reload HSC Configuration (if RungGsrineleietyéats: HPSetting,

0x03 LPSetting, HPOutput, LPOutput,aD8 S8t8eEgting. HSC accumulator is NOT
reloaded by cmd = 0x03.

0x04 HSC Reset: set Accumulator to assignddesdtié]SC status information (if Rung
is Enabled)

Table 96 - HSC Function Block Status Codes

HSC Status Code Description

0x00 No action from controlleetibedusction block is not enabled
0x01 HSC functiok slmcessfully executed

0x02 HSC command invalid

0x03 HSC ID out of range

0x04 HSC canéition error
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HSC_SET_STS Function

Block

The HSC Set Status function block can be used to change the HSC counting statt
function block is called when the HSC is not counting (stopped).

Table 97 - HSC Parameters

Parameter Parameter Type Data Type Parameter Description
Enable function block
Enable Input BOOL When Enable = TRUE, set/reset the HSC status.
When Enable = FALSE, nbafSC status change.
SedSC APP
Hscld Input Data Structam Describes which HSC status to set.
page 206
ModelDone Input BOOL Mode 1A or 1B counting is done.
High Preset reached
HPReached Input BOOL This bit can be reset to FALSE when HSC is not countin
Low Preset reached
LPReached Input BOOL This bit can be reset to FALSE when HSC is not countir
Overflow occurred
OFOccurred Input BOOL This bit can be reset to FALSE when necessary.
UFOccurred Input BOOL Underfiow occurred

This bit can be reset to FALSE when necessary.
HSC function block execution status

Sts Output UINT SeddSC Function Block StatusrOuetges 220
HSC status code description (except 0x02 and 0x04).

Programmable Limit SWi‘tﬁ«hProgrammable Limit Switch functjon &dl@esfigureHtiyh-Speed Counter to

(PLS) Function

operate as a PLS (programmable limit switch) or rotary cam switch.

When PLS operation is enabled (HSCARPIRIeGRhaltHSC (High-Speed Counter) us
PLS data for limit/cam positions. Eaohpiositica has corretipg data parameters

that are used to set or cigacgifoutputs on the cordtiodiee unit. The PLS data block
is illustratedrigure 55 on page 222

IMPORTANTThe PLS Function only opeaatgsmmwith the HSC of a Micro830
controller. To use the PLS function, an HSC must first be configure

PLS Data Structure

The Programmable Limit Switch funetilolitisnah set of operating modes for the high-
speed counter. When operating in these modes, the preset and output data values
using user supplied data each tintlecopieeéts is reached. These modes are

programmed by providing a PLS data block that contains the data sets to be used

PLS data structure is a flexible array, with each element defined as follows.

Element Order Data Type Element Description
Word 0...1 DINT High preset setting
Word 2...3 DINT Low preset setting

Word 4...5 UDINT High preset Output data
Word 6...7 UDINT Low preset Output data
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The total number of elementsHbBSatata cannot be larger than 255.

When PLS is not enabled, PLSillla¢guired to be defink can be not initialized.
Figure 55 - PLS Data Block

PLS Operation

When the PLS function is enabled,rdrali¢hésco the run mode, the HSC counts
incoming pulses. When theeaeghes the first preset (HSE@HPLP) defined in the PLS
data, the output source data (HSCHPSCEROotput) is written through the HSC ma
(HSCAPP.OutputMask).

At that point, the next pré$8CHP and HSCLP) defined in the PLS data become ac

When the HSC counts to that new presmifpie ceta is writteough the HSC mask.
This process continues until the last elerttenPluBhilata block is loaded. At that point
the active element within tHatBIbBck is reset to zero. This behavior is referred to ¢
circular operation.

The HSCHPOutput is only written when HSCHP is reached. The HSCLPO!
written when HSCLP is reached.

Output High Data is only operational when the counter is counting up. Outy
Data is only operationathehssunter is counting down.

If invalid data is loaded during operation, an HSC error is generated and causes a
fault.

You can use the PLS in Up (high), Dbwih @iregtions. If your application only counts
in one direction, ignore the other parameters.

The PLS function can operate with alcafferil{i8€. The wbdiselect which HSC
events generate ainggrupt are not limited.

PLS Example
Setting Up the PLS Data

Using Connected Components Workbendefaodtthar®LS data HSC_PLS'’s dimensi
as[1...4].
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PLS Data Definition

Data Description Data Format
HSCHP High Preset
HSCLP Low Preset
HSCHPOutput Output High D& pit binary

HSCLPOutput Output Low D;P(ait 31--> 0000 0000 0000 0000 0000 0000 0000 0000 <--bit 0)

32 bit signed integer

Once the values above for all 4 PLS tiakeeéehsem entered, the PLS is configured.

Assume that HSCAPP.OutputMask = @dighiSomrets Embedded Output 0...4 only)
and HSCAPP.HSCMode = 0.

PLS Operation for This Example

When the ladder logic first runs, HSCSI&. Actutineitefore all outputs are turned off.
The value of HSCSTS.HP = 250

When HSCSTS.Accumulator = 2505 HEREIPRutput is sent through the
HSCAPP.OutputMask and energizes the outputs 0 and 1.

This repeats as the HSCSTS.Accumd&@o r&&hand 1000. The controller energiz

outputs 0...2, 0...3, and 0...4 respectio@iypletect the cyskisand repeats from
HSCSTS.HP = 250.
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HSC Interrupts An interrupt is an evertghsés the controller to suspend the task it is performing,
perform another task, andtiimerteghe suspehidesk at the point where it suspended.
Micro800 controllers support up to six HSC interrupts.

An HSC interrupt is a medhanisiicro830, Micro850¢i&Y®icontrollers provide to
execute selected user logic at a pre-configured event.

HSCO is used in this docudedimedow HSC interrupts work.
HSC Interrupt Configuration

In the User Interrupt configuration wintdb\@Geled HSC ID, which is the interrupt the
triggers the User Interrupt.

Figure 56hows the selectable fidhgslitterrupt configuration window.

Figure 56 - Interrupt Configuration Window
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HSC Interrupt POU

This is the name of the Program OrgamitdBaya) which istedemmediately when
this HSC Interrupt occurs. You can giregse®grammed POUWhfeatnopdown list.

Auto Start (HSCO.AS)

Description Data Formai HSC Mo#fds |User Program Access
AS - Auto Start bit 0...9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS.Counthropadgde?f)5

The Auto Start is configured with the programming device and stored as part of th
program. The auto start bit defines if tleupSfOmction automatically starts whenever
the controller enters any run or test mode.

Mask for IV (HSC0.MV)

Description Data Formai HSC Mo#fds |User Program Access
MV - Overflow Mask bit 0...9 read-only
(1) For Mode descriptioBsus¢@®own (HSCSTS.Countropadgde?)5

The MV (Overflow Mask) control bit is leséalltm@mallisable (not allow) an overflow
interrupt from occuriirtgis bit is clear (0), aneérflowweached condition is detected
by the HSC, the HSGteisept is not executed.

This bit is controlled by the user progtamsatslvalue through a power cycle. It is up
to the user prograset@nd clear this bit.

Mask for IN (HSCO0.MN)

Description Data FormalHSC Moéles |User Program Access
MN - Underflow Mask bit 2..9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS.Count@ropadges?)s

The MN (Underflow Mask) control biersabse¢blow) or disable (not allow) an
underflow interrupt from occurring. If this bit is clear (0), and an Underflow Reache
is detected by the HSC, thseHiB@rrupt is not executed.

This bit is controlled by the user progtaimsaitsivalue through a power cycle. It is up
to the user prograset@nd clear this bit.

Mask for IH (HSCO0.MH)

Description Data FormalHSC Moéles |User Program Access
MH - High Preset Mask bit 0...9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS. Countiropadda?f)5

The MH (High Preset Mask) control biniahleddltow) or disable (not allow) a high
preset interrupt from occurtimg. bft is clear (0), amyth &Hiset Reached condition is
detected by the HSC, theeHB@mspt is not executed.

This bit is controlled by the user progtamsaitsivalue through a power cycle. It is up
to the user prograset@nd clear this bit.

Mask for IL (HSCO0.ML)

Description Data Formai HSC Mo#fds |User Program Access
ML - Low Preset Mask bit 2...9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS.Counthropadde?f)5

The ML (Low Preset Mask) control bit &bleséallamgror disable (not allow) a low prest
interrupt from occurring. If this bit is clear (0P eskbReached condition is detected
by the HSC, the HS6Gteisapt is not executed.
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HSC Interrupt Status
Information

226

This bit is controlled by the user progtamsatsivalue through a power cycle. It is up
to the user prograset@nd clear this bit.

User Interrupt Enable (HSCO.Enabled)

Description Data FormaiHSC Moéles |User Program Access
HSCO0.Enabled bit 0...9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS.Count@ropadges?)s

The Enabled bit is used to indicaterript enable or disable status.
User Interrupt Executing (HSCO0.EX)

Description Data FormaiHSC Moéles |User Program Access
HSCO0.EX bit 0...9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS. Countiropadda?f)5

The EX (User Interrupt Executing) bit is set (1) whenever the HSC subsystem beg
the HSC subroutie¢adany of the following conditions:

e Low preset reached

* High preset reached

« Overflow condition — Count up through the overflow value

e Underflow condition — Count down through the underflow value

The HSC EX bit can be used in the control program as conditional logic to detect i
interrupt is executing.

The HSC subsystem clears (0) the E¥¢ loiomtredler completes its processing of the
HSC subroutine.

User Interrupt Pending (HSCO.PE)

Description Data FormalHSC Moéles |User Program Access
HSCO.PE bit 0...9 read-only
(1) For Mode descriptioBsuse®own (HSCSTS. Countiropadda?f)5

The PE (User Interrupt Pending) is atistdtrepflasents anmmmpe is pending. This
status bit can be monitored or use@toptsgs in the control program if you must
determine when a subroutine cannoebdrereediately. The controller maintains this
bit, and sets and clbarbit automatically.

User Interrupt Lost (HSCO.LS)

Description Data Formai HSC Mo#fds |User Program Access
HSCO.LS bit 0...9 read/write
(1) For Mode descriptioBsuse®own (HSCSTS.Count@ropadges?)s

The LS (User Interrupt Lost) is a statugfleesémts an interrupt has been lost. The
controller can process 1 active and maihfzémdipgauser interamglitions before it
sets the lost bit.

The controller sets this bit. It is uprtwdherogram to usek theclost condition if
necessary.
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Controller Security

Micro800 controller security generally has three components:
» Exclusive Access thetvents simultaneous catidiguf the controller by two
users

« Controller Password Protection that secures the IntellectutidaRiisperty
contained within the controller and prevents unauthorized access

« Disable communication gbasprevents unautharsard from accessing the
ports through external devices.

IMPORTANTWhen using IPv6 mode, consider your own network security
protection since IPv6 in firmware revision 23.011 does not
support IPSec. For more infgree&tiBystem Security Design
Guidelines Referstacrial, publicsBCURE-RMO001

To maintain the secure operation of your Micro800 controllers, operations that car
controller operation atdated based on th&aiter operating mode.

Table 98 - Activities Allowed in Different Controller Operating Modes while Online

Activity
Ethernet Port
Current Controller | _. Configuration Setfdg < _ _
Operation Firmware Upddte(through Connecte@?ﬁ%%r%?dugﬁa%t Password Password | Controller ModO Configuration
Request Components Changes Recovery Change Change Change
Workbench or RSLjnx
software)
(Fzroongt:g”merl\/llrc])de Accepted Accepted Not Allowed Accepted Accepted Accepted Not Allow
Controller without
Password Protection in Rejected Not Allowed Not Allpwed Not Applicable  Not Applicable Accepted Not Al
Remote Run Mode
Controller with
Password Protection in Rejected Not Allowéy Not Allowed Rejected Rejec¢ted Rejected Not Allowed
Remote Run Mode
(H:Z?(;rgher: :\2@ de Rejected Not Allowed Not Allpwed Rejected Rejected Rejected Not Allov

(1) Ethernet configuration includes IP addmssksgateway, port speed/duplex and so on.
(2) Difference between Not &fidvRegected is that Not Allowed activities can only be done during offliinétiediteiRbe pedoamed but do not take effect.
(3) Hard Run Mode can only be in Micro83@ Micro8%0,camtrollers with the Mode switch to RUN.

Exclusive Access

Password Protection
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Exclusive access is enforced on the Micro800 controller regardless of whether the
password-protected of lnistmeans that only anedfied Components Workbench
software session is authorized at on@tiltyamadithorized client has exclusive acces!
to the controller applicatisreriBures that only one software session has exclusive ac
to the Micro800 apphesgiecific configuration.

Exclusive access is enforced on Mieweg@ddivision 1 and 2. When a Connected
Components Workbench software user connects to a Micro800 controller, the con
given exclusive access to that controller.

By setting a password on the contrdiéetjwedy efstrict access to the programming
software connections to the controliearte sefsions that can supply the correct
password. Essentially, Connected Comklmerectisséftware operation such as upload
and download are prevented if the controller is secured with a password and the c
password is not provided.
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Micro800 controllers with firmware @visiateRare shipped with no password but a
password can be set through the Compextedt€uVorkbench software (version 2 or
later).

In Connected Components Workbenslersidiwaéeor later, a stronger password
algorithm is introduced tdetmtter security. To takdvatitage of this enhancement,
the Micro800 controller must have firmarafd@rewrisier, and the project must also be
software version 10 or later.

In Connected Components Workbenslesidinva€201.00 or later, the password
algorithm is further enhanced to inenpas&ntbrd encryption on the new Micro850
(2080-L50E) and Micro870 (2080-L70E) controllers. When the password is chang
and restored back in the controller, the eodeyipt¢he controller is different. Therefore
the backup copy of the program in theBXMRWME2Z/Mmodule must be updated before
can be used for restoring the program, otherwise the restore fails.

The controller password is also badkedwgnory backup module (2080-MEMBAK-R
and 2080-MEMBAK-RTC?2).

IMPORTANT2080-MEMBAK-RTC is not supported on Micro850 (2080-L50E) ar
Micro870 controllers.

For instructions on how to set, change, and clear controller passwords, see

Configure Controller Passwuaide 285

Disable Communication You can disable the communication ports in the Micro85ManddvidmBittease

Ports

Compatibility

228

the security level of the controller. BBtankdeRtHi&rnet ports can be set to disabled in
the Connected Compahieritbench software.

IMPORTANTYou must verify that you hat®a tmeonnect to the controller
after you have disabled the communication ports, so that you can |
enable the ports if needed.

You must connect to the controller online to make the change.

Disable USB port Disable Etherne

The Controller Password feature is supported on:
e Connected Components Workbenchessifiward later
e Micro800 controllers with fimewisien 2

For users with earlier versions of treeaudiorarevisions of the hardware, see the
following compiitibscenarios.

Connected Components WorkbeadVegtiwa with Micro800 Controller
Firmware Revision 2

Connection to a Micro800 controller with firmware revision 2 using an earlier versi
Connected Components Workbench software (version 1) is possible and connecti
successful. However, the software is detexiiéne whether thieatier is locked or

not.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



Chapter 11 Controller Security

If the controller islockted, access to the user application is allowed, provided that tf
controller is not busy with another stbesmmtibller is locked, access to the user
application fails. You nyrsidegpto version 2 of the Connected Components Workben
software.

Connected Componettsisfoi&oftware Version 2 with Micro800 Controller
Firmware Revision 1

Connected Components Workbench softvacarvedisoover” and connect to Micro80(
controllers with firmware revision earlier than revision 2 (that is, not supporting the
Password feature). However, the Controller Password feature is not available to tr
controllers. You cannot see the interfaces that are associated with the Controller F
feature in the Connected Components Workbench software session.

Users are advised to upgrade the firnijpatateSémur Micro800 Controllerdfirmware
page 27®r instructions.

ATTENTI@¥nnected Components Watdteach version 9 or earlier

with Micro800 controller firmware revision 10 or later.

If a Micro800 controller with firmware revision 10 or later is locked using
new password algorithm thatdaded in Connected Components
Workbench software version 10 or later, it cannot be accessed using
Connected Components Workberelvesfiovad or earlier. Users are
advised to upgrade to thevéatish of Connected Components
Workbench software.

Work with a Locked The following workflows are suppomgobatible Micro800 controllers (firmware
Controller revision 2) and Connected Components Workbench software version 2.

Upload from a Password-Protected Controller

1. Launch the Connectesh€otapVorkbench software.

In the Project Organizer, expand Catalog by clicking the + sign.
Select the target controller.

Select Upload.

When requested, provide the controller password.

ok wnN

IMPORTANT™When using Connected Components Workbench software version ¢
or earlier:

* You cannot upload a version 10 or later project from the controllel

» You can upload a version 9 or earlier project from the controller if
downloaded to the controller using Connected Components Work
software version 10 or later, but you cannot go online.

Debug a Password-Protected Controller

To debug a locked controller, you iaeet to toe contrdtlerugh the Connected
Components Workbench software ané passdett before you can proceed to debu

1. Launch the Connecteah€ntapVorkbench software.

In the Project Organizer, expand Catalog by clicking the + sign.
Select the catalog number of your controller.

When requested, provide the controller password.

Build and save your project.

Debug.

o0 s ®wN
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Download to a Password-Protected Controller

No oA~ ODN

Launch the Connecteah€otapVorkbench software.
Click Connect.

Select the target controller.

When requested, provide the controller password.
Build and save the project, if needed.

Click Download.

Click Disconnect.

IMPORTANTIT the controller has a password locked version 10 or later project, y

cannot access the controller using Connected Components Workbe
software version 9 or earlier. If you use Connected Components
Workbench software version 10 or later to download a version 9 or ¢
project, the password in theerastoahvertedte old algorithm
automatically.

IMPORTANTTf the controller has a password locked version 9 or earlier project a

you use Connected Componentshv§ofikbarecversion 10 or later,
to download a version 10 or ¢atetipegyasswortiéncontroller is
converted to the ngarighm automatically.

IMPORTANTf communication isdoghg the download, repeat the download and

verify that the controller is password protected.

Transfer Controller Program and Password-Protect Receiving
Controller

In this scenario, you must transfer the user application from controllerl (locked) to
Micro800 controller with the same cataldh@trabsfier of the agplication is done
through the Connected Components Workbench software by uploading from contt
changing the target controller in the viigec8Cihd then tasing to controller2.
Finally, controller2 is locked.

1.

©®NDOAWN

In the Project Organizer, click the Discover icon.
The Browse Connections dialog appears.

Select target controllerl.

When requested, enter the controller password for controllerl.
Build and save the project.

Click Disconnect.

Power down controllerl.

Swap controllerl hardware with controller2 hardware.

Power up controller2.

Click Connect.

10. Select target controller2.
11. Click Download.

12. Lock controllerZ&de&gure Controller Passwmaide 285
Back Up and Restore a Password-Protected Controller

In this workflow, the useratipplis backed up from a Micro800 controller that is locke
a memory plug-in device.

1.

In the Project Organizer, click the Discover icon.

The Browse Connections dialog appears.

2. Select the target controller.
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3. When requested, enter the controller password.

4. Back up controller contents to the memory module.
The project in the memory module is now password locked.

Remove the memory module fofiertamid insert into controller2.

Restore contents from the memory module to controller2.
This operatioocaeds only if:

- the controller has no password — the project can be restored to the controll
setting the “Load on power up”rajpigoméonory module to Load Always.

- the controller's passwactiendhe project’'s password.

o o

IMPORTANTEven though the password macksgrh operation fails if either
one of the controller or project in the memory module is protected
using the old password algouthime, @ther is protected using the
new password algorithm. Yodatarihgcontroller using the Reset
option to clear the passwviord testoring the project to
the controller.

IMPORTANTINn Connected Components Workbench software version 20.01.00 ¢
later, if the same password is removed and restored back on the n
Micro850 (2080-L50E) and Mi&@@&7WE) controllers, the backup
copy of the program in the 2ERKMEENL2 plug-in module must be
updated before it can be used to restore the program. Otherwise tt
restore fails as the intercrgiogion code changes once the
password is removed.

To set, change, and clear the controller password, see the quicKstdigurstructions
Controller Passwardage 285

IMPORTANTAfter creating or changingitheleo password, you must power
down the controller in order for the password to be saved.

If the controller is secured with a password and the password has been lost, then
impossible to access the controltae dompected Components Workbench software.

To recover, the controller must Beogghta Mode using the keyswitch for Micro830,
Micro850, and Micro870 controllers, thin2086-0EID controllers, or the 2080-REML(
for Micro800 LxOE controllers. ThebAGbiittalkn be used to update the controller
firmware, which also clears the controller memory. In Connected Components W0
software version 10 or latReght option must be stdethedcontroller memory to be
cleared during the firmware updategtateeddpowngrade option is selected, the
password is retained.

ATTENTIANe project in the controller is lost but a new project can be
downloaded.

Using the Memory Moduwleu can use the memory module (2080FRIEMBABB0-MEMBAK-RTC?2) to downloa

Plug-in

program into different controllers.

IMPORTANT2080-MEMBAK-RTC is not supported on Micro850 (2080-L50E) ar
Micro870 controllers.
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Back up the project

To perform a project backup from er ¢orttrelmemory module, follow these steps:
1. Create a program and choose the desired controller.
The Micro850 controller is used for this example.

2. Double-click the controller icon under Project Organizer to bring up the conti
properties window.

3. Add the memory moduldinst giet in the controller.
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4. Select Configuration under the MEMBEKIET @nd select “Load Always” or
“Load on Memory Error” for the Load on power up option.

5. Build and Downloaddjleet to the controller.

6. While connected to the controlleg amtheeMMEMBAK-RTC properties, make sul
that the controller is clagerogram Mode antBelokip to Memory Module”
under Memory Module Settings. ®etemtiMead the program into the Memory
Module. A window should pop up stating that the operation has been comple

successfully.

IMPORTANTThe Password Mismatch statusatrifgtibe”, this means that the
Controller and Backup project have the same security condition.

If the status is “True” then the Controller does not load from the Me
module as the seagitgdition is mismatched.

Restore the Project

To restore the project from the mellgryontioe contrpfdlow these steps:

1. While connected to the controlley enthedEMBAK-RTC properties, make sul
that the controller is changed to Progiaml Mk “Re$tons Memory Module”
under Memory Module Settings. Sedeetrifesddhe program into the controller.
A window should pop up stating that the operation has been completed succ

Using the Memory Module Rydpagiyt@ Multiple Controllers

You can use the memory module tcadamwjdoatb multgmatrollers without
connecting them to a PC with ConnectadObionixyench software installed. To do

this:
1. Back up a project with “Load Always” option enabled.
2. Remove the module and plug it into another controller.

3. Cycle the power. Observe the Status LED on the module lights up for a few
while the project is being dowfrioade module to the controller.

When the operation is finished you can unplug the module and leave the slo
plug in another MEMBAK-RTC module if you want to use the RTC functional

»
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Notes:
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Chapterl 2

Using microSD Cards

This chapter provides aptiescaf microSD card support on Micro830, Micro850, and
Micro870 controllers. Thetest peovides quick starttprijethe data log and recipe
functions.

With firmware revision 12.011 oo3€;, Mimo850, and Mica&rollers support
microSD cards by using the microSBircéadPpltigerNetwork™ Technology partner
product) for Micro800 controllers for the following purposes:

e Project backup and restore
« Data log and Recipe

We recommend using the @dley-B080-SD-2GB microSD card.

IMPORTANTFor Micro850 (2080-L50E) and Micro870 (2080-L70E) controllers,
use any microSD card with less than 2 GB of memory.

IMPORTANTFor optimum performance, th®rambShould not be more than
90% full. Regularly check aspdablen your microSD card and
verify that the card is excjusseel for the Micro800 controller and
no unnecessary files are preséartyRietete old data log files and
directories.

IMPORTANTDOo not remove the microSD card or power down while operations ¢
as upload, download, deletebaekingh and restore are ongoing to
prevent data loss. A blinldteduS_ED indicates that these
operations are ongoing.

Note the following:
e The SD status LED does natilirdgdating the firmware from the
microSD card.

e The SD status LED does notihliigkisiyrior the entire duration of
the restore operation.

IMPORTANTToO prevent data loss, the recg@aalog function blocks must
indicate the Idle status before the microSD card is removed.

Project Backup and Restadject backup and restbierod30, Microg850, andManBollers are supported

through the microSD card. &oih drad restorelmimitiated or mediyuriggered and
configured through the Connectate@isvgorkbench software, and the
ConfigMeFirst.txt file in the microBizsatuhckup files are not the same as the
Connected Components Workbench project files.

Backup and restore can only occur when the controller is in PROGRAM mode. Or
power-up, restore automatically occurs hltveysoadLoad on Memory Error option he
been configured in the Connected Components Workbench software.
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In Connected Components Workbenchrsioiv2r® @0 or later, when you use the
Micro850 (2080-L50E) and Micro87( (208MmI&tGEvith the microSD card plug-in
module, the encryption furiigtiopidn is added to hiegmee the encryption capability
on your programs for better security protection.

With firmware revision 23.011 ar ¢aenis® the 2080-REMLCD module connected tc
Micro850 L50E and Micro870 L70&toquertitlen backup and restore function.

If you select the option “Enable Encrygrtioackopgroject”, e ititakes to restore
the program can increaséQirnttes, depending opdlamdicontent of the program.

IMPORTANTTO learn about restore and backup using the 2080-REMLCD modu
Using éhMicro808nkbte L @D page 263

To learn about restore and bsiciguihe Connected Components
Workbench software, see the software Online Help.

IMPORTANTFor Micro800 controllers that supm@D cards, IP protection of
your project can only be athieugth the POU password protection
mechanism in the Connected Components Workbench Developer
Edition software and NOT via the Controller Lock feature.

IMPORTANTIf the Load Always setting is enabled and power is liosf avhen restor
project from the microSD cardirbleecovill attempt to load the
project using the defmaject name and directory after power is
restored. If your project is not using the default name and directory
operation fails andiba éecurs, or the gmoject is loaded.

The default project name isthefide controller, for example
“Micro850”, and the defaitirgtiie “Micro850\USERPRJ".

If you change the name of the controller from the default, you mus
configure the UPD setting in the ConfigMeFirst.txt file.

The microSD card stores the controller password in encrypted format. When the p
mismatched, the contents of the microSD card is not restored on the controller.

Table 9®escribes the methods that youe#nggse project backup and restore.

Table 99 - Methods for Backup and Restore

Method Backup Restore
Online with Connected Comw&ents

Workbench software Yes
Project configuration on mempyYy Load Always and/or Load on Memory
card at power-up Error options

) . es Yes
ConfigMeFirst.txt at power'LrEgrhrough the [BKD] commap@hrough the [RSD] command)
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Backup and Restore Directory Structure

When a user project is backed ugctosylbiaiat is named <Micro800>\USERPRJ is
created on the microSD card. The foldesrithmadae of thegrtijat is specified

in the General Page in the ConnectetsGorgbaroh software, which is the name of
the controller by default. However, igMeFashixt file sgscdnother subdirectory
(example: MyProjeabydilet is backed up to that direct@ene®akConfiguration

Rules in ConfigMeFiost jreige 239

Project restore is done freubtlieectory that is specifteel @onfigMeFirst.txt file or
the <Micro800>/USERPRJ iefiquftrfone is specifibeé iBonfigMeFirst.txt file. You
must verify that the diseitgropulated Withcorrect contents before restoring.

The ConfigMeFirst.txt file is a configtinatien dtiered on the microSD card that you ca
optionally create to custbaukep, restore, recipe, and data log directories. The follo
sections include information on how to configure the ConfigMeFirst.txt properly.

IMPORTANTThe Micro800 controller reports a major fault when project backup
not succeed because the memory card size is exceeded.

Power-up Settings in ConfigMeFirst.txt

On power-up, the controller reademahisniiie configuration settings that are
described in the ConfigMeFilestidowever, the UPD astiitakes effect when the
microSD card is inserted. The configuration settings for the ConfigMeFirst.txt file a
Table 100 on page 238
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Table 100 - ConfigMeFirst.txt Configuration Settings

Setting

| Takes Effect On.|.

Description

Firmware update settings

File path location of thedmerevision on the microSD

[FWFILE] Power-up card. The default location is in the following format:
firmware\<catalog number>\<filename of firmware>
Sets whether to upgrade or downgrade the controller
firmware from the current revision.
0 = Upgrade firmware; 1 = Downgrade firmware

[FWDOWN] Pawer-up IMPORTANiFmware upgrade happens if the [FWFILE]
setting points to a newer revision of firmware file compare
to current firmware in the controller, irrespective of the
[FWDOWN] setting.

Controller settings

[PM] Power-up Power up and switch to PROGRAM mode.

[CF] Power-up Power up and attempt to clear fault.

Project settings
Power up and save the controller project into the backup

[BKD = My Proj1] Power-up directory, My Projl\USERPRJ. Require extra power cycle
clear existing fault first using [CF] setting or other means.
Power up and read the project from the restore directory
MyProj2\USERPRJ into the controller. Require extra powe

[RSD = MyProj2] Power-up cycle to clear existing fault first using [CF] setting or other

means. This setting overwrites UPD (or its default) load
always or load on error restore function.

[UPD = My Proj]

Power-up and
Insertion

For normal usage of backup and restore (that is, through
Connected Components Workbench software, 2080-

REML@Moad Always, or Load on Memory Error settings),
set the user project directory name. For example, My Proj
during power-up or when the microSD card is inserted.
This directory is also udkd bgta logging and recipe
function.

Network settings

[ESFD]

Power-up

Embedded Serial factory defaults
Power up and revert embedded Serial comms to factory
defaults.

[IPA = XXX.XXX.XXX.XXX]

0 Power-up

Power up and set IP address to xxx
(must be numbers only).

[SNM = XXX.XXX.XXX.XX

X] Power-up

Power up and set subnet mask to xxx
(must be numbers only).

[GWA = XXX.XXX.XXX.X

X] Power-up

Power up and set gateway address to xxx
(must be numbers only).

General settings

[END]

Power-up

End of setting

This settingalsvaygequired even when the
ConfigMeFirst.txt file does not contain any other setting.
The SD LED goes off when this setting is not present.

(1) Enabled for Micro850 L50E and Micro870 L70E controllers with firmware version 23.011 or later.

IMPORTANT

Update Settings

With Connected Components Workbench software version 12 or |z
you can update your Micro@ilecdmtm the microSD card in

addition to using ControlFL AStthv&sre Update From MicroSD
Cardn page 78t instructions.

* [FWFILE] and [FWDOWN] settiegdamnadtat the beginning of the

file.
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IMPORTANT  Directory Settings

« If no directory has been spedliedonfigMeFirst.txt file, then
backup and restore occurs in the controller name directory
(<Micro800>/USERPRJ, by default).

« If [UPD] is configured in tiggMedrirfst.txt file, then backup and
restore occurs in the [UPD] directory specified.

» [BKD] setting is implementechewethe controller is locked or
password protected.

« [BKD] directory is automatieatlsd if it does not yet exist.

IMPORTANT  Powerup Network Parameter Settings

* [IPA], [SNM] and [GWA] follow the general IP configuration rules

* [IPA], when set in ConfigMeFirst.txt, should always be configurec
valid [SNM] and vice versa.

« When the optional [GWA] se#tEa make sure that [IPA] and
[SNM] settings are alsnprasConfigMeFirst.txt.

» The [ESFD], [IPA], [SNM], and [GWA] settings overwrite the resf
communication settings from pstjgetdee to [RSD], Load Always
or Load on Memory Error.

Sample ConfigMeFirst.txt File

General ConfigurationsRil€onfigMeFirst.txt

All settings must be in upper case and enclosed in brackets [ ].
Each line must contain only one setting.

Settings must alwgysaairst in a line.

Comments are started with the # symbol.

No action related to thiegsistperformed when thgyskigs not exist, or a #
symbol appears before the setting (example, #[PM]).

ConfigMeFirst.txt Errors

The SD status LED goes off when theadrkinS&ted during PROGRAM or RUN mo
(or on power-up) and the ConfigM&Fisseitkiehi unredelab invalid. The
ConfigMeFirst.txt file is invalid when it has the following errors:

Unrecognized setting (that is, ttiredirsbnfiguration rules have not been
followed).

The setting parameters after the = syrald] does not exist, or out of range.
The same setting exists twice or more.

One or more non-setting atlseeaitewithin the same bracket.

Space in between settiractdrs (example, [P M]).

Space in between IP address, subnet mask, and gateway address (for exam
XX XXX XXX).
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¢ Only one of the network parametgI&&{iNG\NM], or [GWA]) is assigned.
« [END] setting does not exist (evearié theother settings in the configuration
file).

The microSD card becomes unusablentigtifidtér§idaxt filednees readable or the
errors are corrected.

Deliver Project Updateésustomers Through Email

A benefit of using the praj&aplend restore feature is to allow you to deliver project
updates to customers through email. oubyaiolbtwing the example that is shown
below.

Back up project to microSD card

The first step is to bathkeuproject from the dtantioto the microSD card.

1. Inthe Connected Components Workbench software, verify that you have do
the updated project to your controller.

2. Insert a microSD card into the microSD card slot.
Set the controller to program mode.

Under the Memory Card optionnmoftasrseitings, select Backup to Memory
Card.

»w

IMPORTANTThe Backup to Memory Card button is enabled when the
controller is in program amolde microSD card is in the
microSD card slot.

5. After the backugoiapleted, select OK.

The image files are stored in the défaubiraitee microSD card <Micro800>\USERPR
This location is where the controllenoatierirthe Load on power up setting is
configured to “Load Always” or “Load on Error”.

Alternatively, if you do not want to use Connected Components Workbench softwe
the project backup, you casetbe ConfigMeFirst.txt file.

Figure 57 - Example Configuration for Project Backup

The ConfigMeFirst.txt file also allowstgr@uftomethe backup if you want to configure
the Load on power up setting to “Disable”.
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Send ImagesHilerough Email

The next step is to retrieve the infega tiesmicroSD card and send them to your
customer through email.

1. Remove the microSD card from the controller and read the card using your

2. Navigate to the location wheegehéles are stored (default is
<Micro800>\USERPRJ).

3. Use a compression program to zip ¢hiles emalgsend them to your customer
through email.

The customer must extract these imagthélesantbrectory of their microSD card and
verify that the location is identieadtigitral (defaultNicro800>\USERPRJ).

Restore Project from Backup

The last step is to restore the project to your controller from the microSD card. The
methods to restore theipadg&pending on the configuration of the controller.

Existing Controller - Load Always / Load on Error

For this example, the Load on powegrwgassettiffigured to “Load Always”. This mean:
that the controller loads the projea frmmtny card whenever it is powered on.

1. Insert the microSD card into the microSD card slot.
2. Cycle power to the controller.
3. When the SD LED displays a stdigtly, gneeprojestore is complete.

This method is used for timgecamitroller that has been configured and you want to up
the program.

New Controller

If your controller is new, you can use the ConfigMeFirst.txt file to restore the proje

Figure 58 - Example Configuration for Project Restore
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In the example shown above, the ConfifjielebBgtres the IP address, subnet mask
and gateway of the controller, and restyesed frenpthe locdtianis specified on
the microSD card.

The ConfigMeFirst.txt file rplastdukin the same root directory as the backup folder in
microSD card.

1. Insert the microSD card into the microSD card slot.
2. Cycle power to the controller.
3. When the SD LED displays a stdigtly, gineeprojestore is complete.

The data logging feature allows you tolcalpame Igtal variables with time stamp from
the Micro800 contraigethie microSD card. You cea te¢riecorded datasets on the
microSD card by reading the contents of the microSD card through a card reader
an upload through the Cor@mmgeohents Workbench software.

A maximum number of 10 datasets ardaugdidesB00 program. Each dataset can
contain up to 128 variables, with a miaximiataddtring variables per dataset. String
variables can have a maximum of 252 gliatatz@ieeds are written to the same file. For
more information on how data logs are stored onalh seertf&idacL.og Directory
Structuren page 243

You can retrieve data log files from theamtiarsi8D a card reader or by uploading the
data logs throughGonnected Components Workbench software.

IMPORTANTUploading data log file© @R mode is recommended for
optimum performance and to peeaenesis conflict. For example,
if the data log instructexesuting, Connected Components
Workbench software does not upload the last data log file.

See the sample quicksb@tt to get you started on the Data LldgdeheuBata Log
Featuren page 250

IMPORTANTData log execution time depends on the user application and its
complexity. Users are advised to data log no faster than every 2
seconds for typical applications. Housekeeping takes at least 5 ms
program scan. Begram Execution in Micro800 Gumtrollers
page 123r more information on program scan and execution rules a
sequence.

See aldoata Log — Data Haydo&erformance dinpage 246

IMPORTANTIN cases where there are siowdt&®&CP and DLG function block
execution or uploads/downloads/searches, the activities are queue
and handled one by one by the program scan. You can observe a
slowdown in performance in these cases.
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Data Log Directory Structure

The DATALOG folder is created undéptiogectidizactory in the microSD «
" this example, the curreettpdaiectory is MYPROJECT. By default, the cu

directory name is taken from the downloaded project’s controller name

ConfigMeFirst.txtCoadigMeFirst.txt Configuration efiauges238

Subdirectories are also created followitngllgeRBC time stamp. This me:
if the RTC date at the time of funktexebidgon is February 02, 2019, the
2019 is created under DAT#&leD e 2019 folder, the subfolder 02 (whicl
the month of February) is created. Under 02, another subfolder 02 is ci

These data log fi B corresponding to the current date.
are for February 2,

& Under the current working folder, the Gub@dlde created. A maximum of £
folders can be generatbé amicroSD card per day.

Under the current Grpxxx vadddngHe data log file.txiéDtreateOnce this
file reaches more than 4 KB, anotle@fitet, i automatically created to st
data. The file size is kept small todwitzsinoige in case the card is removed
there is unexpected power off.

Each Grpxx folder can accommodafiéeasp ThiSOneans foatexample, whe
the GrpO01 folder already stores 50 files, a new folder Grp02 is automal
store the next data log files for thas dayoitic folder and file generatior
on until the Grpxx folder reaches 50 for that day.

When a microSD card is inserted, rihgdbLikoftk looks for the last Grpxx -
and filexx.txt file, and proceeds tatlltgging based on that information

Table 18dmmarizes data logging performance on Micro800 controllers.
Table 101 - Data Log Specifications

Attribute Value

Maximum datasets 10 All gatastaised in the same file.

Maximum variables per dataset 128 {bodtignemded Components Workbench software.
Minimum size per file 4 KB —

When the directory is full, a new directory is automatically
created in RUN mode.

HWhen the file reaches maximum size, a new file is

Maximum files per Grpx¥¥older{ 50

Maximum files (Filexx.txt) per day Pautomatically created in RUN mode.

Typical data per day 10 MB —

(1) Once the data log limits are regish&® @raxx folders per day, tler(EamaD 3: DLG_ERR_DATAFILE_ACCES:!
is returned.
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Data Log Function (DLG) Block

The data logging function block lets aamdppwoite run-time global values into the
data logging file in microSD card.

DLG
Enable—— Status
TSEnable—— ErrorID
Cfgld——|
DLG Input and Output Parameters
Parameter Parameter Type Data Type Description
Data logging write function enable
On the rising edge (that is, the Enable value is triggered fro
Enable INPUT BOOL low to high), the functiok ekecutes. The precondition
for execution is that the last operation has completed.
TSEnable INPUT BOOL Date and time stamp logging enable flag
Cfgld INPUT USINT ConfiguwedD8ET) number (1...10)
Status OUTPUT USINT Data logging function block status
ErrorlD OUTPUT UDINT D iHo@ Write fails.

DLG Function Block Status

Status Code

Description

0

Data logging IDLE status

1 Data logging BUSY status

2 Data logging COMPLETE SUCCEED status

3 Data logging COMPLETE ERROR status

DLG Function Block Errors

Status Code Name Description
DLG_ERR_NONE No error.
DLG_ERR_NO_SDCARD microSD card is missing.
DLG_ERR_RESERVED Reserved.

DLG_ERR_DATAFILE_ACCESS

cHleda dogdisim microSD card.

DLG_ERR_CFG_ABSENT

Data log configuration file is absent.

DLG_ERR_CFG_ID

Configuration ID is missing in data log configura

DLG_ERR_RESOURCE B ﬁﬁ?e Configuration ID is used with other data log

tion block call simultaneously

DLG_ERR_CFG_FORMAT

Datilmy fderfigmat is wrong.

DLG_ERR_RTC

Real-time clock is invalid.

O O|N|f O O {W|N|FL|O

DLG_ERR_UNKNOWN

Unspecified error has occurred.

IMPORTANTFile access error is returned during DLG function block execution v
the card is full.
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Figure 59 - Data Log Function Block Timing Diagram

Enable(1) | Enable(1)

1Error(3)

Succeed(2)

Status(0) Busy(1) Busy(1)
Idle(0) '] 1die(0) : Idle(0)

Using microSD Cards

Disable(0) : Disable(0 1 Disable(0)

IMPORTANT  Data Log Function Block Execution

* There are three possible stdte)ata Log function block: Idle,
Busy, and Complete (whigsi@duogplete with Succeed and

Complete with Error).

« For one Data Log function blotkeXeetypical status starts from
Idle, then Busy and finisheswpittt€Cdlo trigger another function

block execution, the stasiseturn to Idle first.

« |dle status changes to Busy $fatlenriEnable input signal is in
the rising edge. Complete status enters Idle status when Enable

signal is Disable status only.

e TSEnable and Cfgld input paemetdyssampled at the Enable
input parameter's rising edga mdwrfunction block execution
starts. During function blocitiexethe input parameters of
TSEnable and Cfgld aredlodlad/ changes are ignored.

* When execution completes, thehatages from Busy to Complete.
At this stage, if the input Enable is &sisleastss to Idle after
indicating Complete for exactly one scan time. Otherwise functiol
status is kept as CompléiaputtEnable changes to False.

» The data log file can only be created by the DLG instruction bloc
Connected Components Worklvearehcsoftonly upload and delete

the data log file.

» There are separators in betwedataweanyable in the data file that
is defined during configuration in the Connected Components

Workbench software.

Se&upported Data Types for Data Log and Recipe Eunction Blo

page 245

» Data variable values are sampled when the data logging functior
is in Busy state. However, thgglatafile is only created when the
data logging function block is in the Complete state.

Table 102 - Supported Data Types for Data Log and Recipe Function Blocks

Data Type Description | Example Format in Output Data Log File
) Logical Boolean with val@e$ALSE
BOGY TRUE and FALSE 1: TRUE)
SINT Signed 8-bit integer vglue -128, 127
INT Signed 16-bit intager -32768, 32767
DINT Signed 32-bit integer | -2147483648, 2147483647
LINT Signed 64-bit integer value ~ -9223372036854775808, 9223372036854775807
USINT(BYTE) Unsigned 8-bit integer value 0, 255
UINT(WORD) Unsigned 16-bit integer value 0, 65535
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Table 102 - Supported Data Types for Data Log and Recipe Function Blocks (Continued)

Data Type Description Example Format in Output Data Log File
UDINT(DWORD) Unsigneteg@ibialue 0, 4294967295
ULINT(LWORD) Unsigned 64-bit integer value 0, 18446744073709551615
REAL 32-bit floating point value -3.40282347E+38, +3.40282347E+38
LREAL 64-bit floating point value 1:348823957E+308, +1.7976931348623157E+308
character string “ ; "
STRING (1 byte per character) Rotation Speed
. . 1234567
DATRE #]?:'%?iilﬁi'b't (Date variables are storedbiasvB&ds, a positive number
9 of seconds beginning at 1970-01-01 at midnight GMT.)
. . 1234567
Unsigned 32-bit : . . -,
TIME h (Time variables are storedibw@2i46) positive number of
integer value milliseconds).

(1) BOOL, DATE, TIME data variables are presentddamuitdimthledigitaoSD Card. You can convert ¢his format to
more friendly format. For example, use the ANY_TO _[83¢kNGcametioBOOL data type (0, 1) to FALSE or TR
You can similarly do the same for DATE and TIME data types.

DATE data type is presented in differential decilmalldiitaén system baseline time (1970/01/01,00:00:00) and
current date value. Unit is millisecond.
Time should be absolute time value. Unit is second.

(2) String data variables are enclosed in double quotation marks in the data log file.

The example below shows DSET1 using string variables and DSET2 using integers.

Data Log Performance

Data Log ... Data Payload vs. Performance Time

Number of Characters
Parameter
28 502 518 1028 1493 3676
Average write time per datg.| -
file including all overheads%&)gjs ms 1043.75 ms 1086.67 ms 1632.36 ms 1972.9 ms 2696.22 ms
SA;%r&%e write time excludifgdy Sty ms 963.86 ms 999.14 ms 1472.37|ms 1818.33 ms 2545.92 ms
Average write time excluding-all
verboade W80 ms 493.03 ms 502.78 ms 505.54 ins 519.91 ms 715.68 ms
Time (msec)
2750 2692.22
2545.918367
2250 Average write time pe
1972.9 data log including all
overheads
1750 1632.36 1818.326531 Average write time
excluding first sample
1472.367347
1250 Average write time
1086.67 excluding all overheac
1043.75
999.1414141
963.858859
750
541.75 502.7840909 715.68
500.40
479.10  493.0344828 505.540540%519.9090909
250 Data Payload
0 500 1000 1500 2000 2500 3000 3500 4000
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Time (msec)

2900

2400
Average write time per
data log including all
overheads

1900
Average write time
excluding first sample

1400
Average write time
excluding all overhead:

900

400 Data Payload

28-characters 502-characters 518-character8-charat@2s 1493-characters 3676-characters
ReC|pe Micro800 controllers support the Recipel felédure you to store and load a list of data

to and/or from recipe desauing the RCP instrudiso.allows you to download,

upload, and delete Recipe data on the microSD card through the Connected Com
Workbench software.

A maximum number of 10 recipe setdedd@uppdicro800 program. Each recipe car
contain up to 128 variables, with a maximum of four data string variables per recif
variables can have a maximum of 252 characters. Variations of the recipe are stol
separate files with unique file namesirformmatien on how recipes are stored on the
microSD card, seR¢lege Directory Strumtupage 248

Table 103 - Recipe Specifications

Attribute Value

Maximum number of recipe sets 10 Recipe sets are stored in 10 directories
(Rep_IdO1...Rcp_ldEOnaimum number of 50

Maximum numbercgiee in each set 50 |recipe files in each directory.
Maximum number of variables per recipe g gkjered in Connextegponents Workbench
Maximum bytes per recipe file 41 KB
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Recipe Directory Structure

On first execution of RCP, it czeRESSIBE folder under the current proj¢
directory on the microSD card.

It also creates 10 subdirectoriesrémipasckt with a name following the
input value (1...10). If the CfglDthertugaésslibfolder Rcp_Id01 is creat:

Recipe files are then created/writtenfaitter, with file names that corre
/ to the input value of the RcpNanetepdioa the RCP function block, as
configured in the Connected Components Workbench software. Eac

contain up to 50 recipe files or variations. Filenames for recipe files s
30 characters.

Recipe Configuration and Retrieval

You can retrieve recipe files from theanicussiy a card readey uploading and
downloading the recipe sets thrQoyméuted Components Workbench software.

Recipe Function (RCP) Block

The RCP function block allows a userrpantkaamctole values from an existing recipe
data file that is in the réaligher of the microSD cangdatd run-time global or local
variable values in the contreldRCP function blochkoalscatae user program to write

run-time global or local variable values from the smaller eargtcgble datm fite in
the microSD card.

RCP
Enable—— Status
RWFlag—— ErrorID
Cfgld———/
RcpName——

Table 104 - RCP Input and Output Parameters

Parameter Parameter Type Data Type Description
Recipe read/write function.éhRiideng Edge (Enable is

triggered from “low” to “high”), starts the recipe function
Enable INPUT BOOL block and the preconditluat ihe last operation is

completed.

TRUE: Recipe writes data variables to the recipe files into t
RWFlag INPUT BOOL microSD card.

FALSE: Recipe reads saved data variables from the micros
card and update these variables accordingly.

Cfgld INPUT USINT Recipe set number (1...10)

RcpName INPUT STRING Releipardaténfaximum 30 characters)
Status OUTPUT USINT Current state of Recipe function block
ErroriD OUTPUT UDINT DetailefEnedidD ihRCP read/write fails.
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Table 105 - RCP Function Block Status

Status Code

Description

0 Recipe Idle status

1 Recipe Busy status

2 Recipe Complete Succeed status
3 Recipe Complete Error status

Table 106 - RCP Function Block Errors

ErrorlD | Error Name Description

0 RCP_ERR_NONE No error

1 RCP_ERR_NO_SDCARD microSD card is absent.

2 RCP_ERR_DATAFILE_FULL Recipe files exceed the maximum number of files per recipe
3 RCP_ERR_DATAFILE_ACCHSS Eempéodatadss in microSD card

4 RCP_ERR_CFG_ABSENT Recipe configuration file is absent.

5 RCP_ERR_CFG_ID Configure ID is absent in the recipe configuration file.

6 RCP_ERR_RESOURCE_BU ST:l;lfnectli'\;encikﬁgCcla(pgrrgtriic;trilorﬁ'source linked to this Recipe ID is used by ano
7 RCP_ERR_CFG_FORMAT Retigrefierfiguat is invalid.

8 RCP_ERR_RESERVED Reserved

9 RCP_ERR_UNKNOWN Unspecified error has occurred.

10 RCP_ERR_DATAFILE_NAME Recipe data file name is invalid.

11 RCP_ERR_DATAFOLDER_|NVALID Recipe dataset folder is invalid.

12 RCP_ERR_DATAFILE_ABSENT Recipe data file is absent.

13 RCP_ERR_DATAFILE_FORMAT Recipe data file contents are wrong.

14 RCP_ERR_DATAFILE_SIZE| fiResifgeisiata large (>4K).

IMPORTANTFile access error is returned during RCP function block execution w

the card is full.

Figure 60 - Recipe Function Block Timing Diagram

Disable(0)

Idle(0)
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IMPORTANT RCP Function Block Execution

» There are three possible statefferife function block: Idle, Busy,
Complete (Complete withdSard€omplete with Error).

» For one Recipe function blodkmextheutypical status starts from
Idle then Busy and finishesmytat€oro trigger another function
block execution, the stasiseturn to Idle first.

« Idle status changes to Busy statbemigable input signal is in the
rising edge. Complete status lenséatulslwhen Enable input signal
is on Disable status.

* RWFlag, Cfgld, and RcpNanmarmgtetpare only sampled at the
Enable input parameter’s rising edge when a new function block
execution starts. During funmtioex#cution, the input parameters
of RWFlag, Cfgld, and RcpMakedaaad any changes are ignored.

* When the function block execution finishes, the function block sta
changes from Busy to @omAplhis stage, if input Enable is False, th
function block status changesatbeldstaying as Complete for
exactly one scan time. Otherwise, function block status remains
Complete until inpaiblErchanges to False.

¢ Recipe function block file nggnasa maximum of 30 bytes in
length, and only supyopisr and lower case letters Aa...Zz, number
0...9 and underscore ().

» The RcpName input parametet dibew file extensions (for
example, .txt) to be added to i®heataeipe data file is written to
the microSD card with the .txt extension.

e There are separators in between every data variable in the recipe
file that is defined duringuraritbgy in the Connected Components
Workbench software. Redundaat&lgarriage return, and line
feed characters are strictly not allowed.

See&upported Data Types fopBatad Recipe Functionddlocks

page 245
» Double quotes are not allowed stithg in a recipe file.

Quick Start Projects for The following sample quick start projectsemdiestep instrastan how to use the
Data Log and Recipe Data Log and Recipe function bloClesiretited Components Workbench software to

: generate and manage gipér fikes and data logs.
Function Blocks
Use the Data Log Feature

Configure Data Log

Create Data Log Ladder Program

Build and Download

Execute DLG Function Block

Upload Data Log File
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Configure Data Log

1. Inthe Connected Components Wirkaéenaodo the Properties pane to
configure your data log.

2. Select Data Log. Click Add Data Setasetd&ach datalidiarstored in the
same file. You can add up to 10 datasets per configuration.

3. Click Add Variable to add varialdataseth®¥ou can add up to 128 variables to
each dataset.

For this quick start sangjéepradd the followinglearibbt you have previously
created to Dataset 1.

Local Variables

Variable Name Data Type
data_bool BOOL
data_int8 INT
data_string STRING

Create Data Log Ladder Program

1. Launch the Connected Componerds ¥éfinkbes. Create a user program for
your Micro800 controller.

2. Right-click Programs. Select AddatilenDiagram. Name the Program (for
example, Progl).
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3. From the Toolbox, double-clickdbigect to add it to the rung.

4. From the Toolbox, double-click Block to add it to the rung.

5. On the Block Selector window thalyapaebaé to filter the DLG function block
from the list of available function blocks. Select OK.

6. Create the following/éoeables for your project.
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Local Variables

Variable Name Data Type
EnDlg BOOL
cfg_id USINT
data_time_enable BOOL
error UDINT
status USINT
data_bool BOOL
data_int8 INT
data_string STRING

7. Assign the variables to the Dir@l iogiput parameters as follows:

For the CfglD input parameter, you cgmretiefisecavariable by choosing from the
Defined Words in the Connected Components Workbench software. To do so, clic
input box. From the Variable Selectiiraivapjmears, cliekDefined Words tab and
choose from the list of defined wordspleoiDS&il that corresponds to DSET1 in yo

recipe configurationF#eee 61
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Figure 61 - Choose a Predefined Variable

Build and Download

After configuring data logrfiespbuild the progranioamdoad to the controller.
Execute DLG Function Block

Execute the DLG function blockeNgititestbutput go from O (Idle) to
1 (Enable), and 2 (Succeed).
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Upload Data Log File

You can retrieve data log files from theamiarsi8B a card reader or by uploading the
data logs throughGonnected Components Workbench software.

1. To use the Upload feature, go totide derctpmr of your project in the Connectec
Components Workbench software.

2. Select Data Log. Oliageévnd then choose Upload.

[ ]

IMPORTANTThe Manage button is not andil&elG mode. You must stop DEBUG
mode to use the Manage buttad tdatpllmg fildploading data
log files in PROGRAM mouterisiided for performance and file
locking reasons.

3. From the Upload window that appetrs,dste of the data log files that you
would like to upload. You can upload data logs for the entire month by select
Whole Month checkbox

4. If the file exists in your destination folder, select whether you would like to O
file, Skip file, or Preserve both files.

5. Select Upload. The progress bavhbelibgraihe upload is successful or not.

IMPORTANTDO not take out the microSBroattefslot while data is being
written or retrieved from the@agoing write and retrieval
operations are indicated by a flashing SD status LED.

IMPORTANTFor better data log file managemeat use a third-party tool or
DOS CMD to merge all your datat@ogriéefile and import as a CSV
file in Excel®.
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Use the Recipe Feature

Configure Recipe

Create Recipe Ladder Program

Build and Download

Execute RCP Function Block

Upload Recipe Files

Configure Recipe

1. Inthe Connected Components Witikbienajodo the Properties pane to
configure Recipe.

2. Select Recipe. Select Add Recipe peadachrestipe is stored in separate files.
You can add up to 10 recipes per configuration.

3. Select Add Variable to add variablesipe tiYou can atw 188 variables to
each recipe.
For this quick start sangéepradd the followingleariaht you have previously
created to RCP 1:

Local Variables

Variable Name Data Type
data_bool BOOL
data_int8 INT
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Create Recipe Ladder Program

1. Launch the Connected Componerds ¥éfinkbee. Create a user program for
your Micro800 controller.

2. Right-click Programs. Select AddatielenDiagram. Name the Program (for
example, Prog2).

3. From the Toolbox, double-cli€kobieettto add it to the first rung.

4. From the Toolbox, double-click Block to add it to the rung.
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5. On the Block Selector thiadappears, type RCertihélRecipe function block
from the list of available function blocks. Select OK.

6. From the Toolbox, double-click rung to add another rung.

7. Add a Direct Contact and RCP function block to this second rung by followin
3...5.

8. Create the following local variablgzrégraoyrin addiiotihe ones that you
have already created for data log.

Local Variables

Variable Name Data Type
recipe_file STRING
recipe_file2 STRING
cfg_id2 USINT

read BOOL

write BOOL
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9. Assign the variables to the R iogiput parameters as follows:

Rung 2

Rung 3

For the CfglID input parameter, you capretiefisecavariable by choosing from the
Defined Words in the Connected Components Workbench software. To do so, sel
input box. From the Variable Selectthraivapjmars, selecDi&fined Words tab and
choose from the list of defined wordsplEoiR&RBMthat corresponds to RCP1 in your
recipe configurationFfgme 62

Figure 62 - Choose a Predefined Variable

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 259



Chapter 12 Using microSD Cards

Build and Download

After configuring Recipe, build the program and download to the controller.

Execute RCP Function Block

Execute the RCP function blockeNstitigstbutput go from 0 (ldle) to
1 (Enable), and 2 (Succeed).

Upload Recipe Files

You can retrieve recipe files from the microSD card using a card reader or by uplo
recipe files through the Connected Components Workbench software.

1. To use the Upload feature, go totidne $erctpmr of your project in the Connected
Components Workbench software.

2. Select Recipe. SelegeMawkthen select Upload.
Through Manage, you can also Dbegdead and Delete recipe files.

3. From the Upload window that appetrs,tss#ieh of recipe files that you would
like to upload.

4. |If the file exists in your destination folder, select whether you would like to O
file, Skip file, or Preserve both Files.
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5. Select Upload. The progress bahtthgothe upload is successful or not.

IMPORTANTDo not remove the microSD cwel stothwhile data is being written
or retrieved fridme card. Ongoing writetaiestal operations are
indicated by a flashing SD status LED.

A recipe header file is saved with the uploaded recipes.
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Notes:
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Using the Micro800 Remote LCD

This chapter provides apdisscof how you can use the Micro800 Remote LCD with
Micro850 and Micro870 controlferaywaith revision 23.011 or later.

Overview The 2080-REMLCD module serves as textrdjgpl#yahat allows the configuration of
such controller settings as IP addnest# twothe Micro850 and Micr870 controller
through the embedded RS-232 portteTh€Remdule has a dot matrix LCD with
backlight and supports multilingual cAdradtisiday size is 3.5 inches with 192 x 64
pixel resolution.

It also has:
e Four arrow keys
e Six function keys
» ESC key
* OKkey
« USB port for Connected Components Workbench software connectivity

It supports:
* Small character sath@rhcters by 8 lines
» Large character set: 24 characters by 4 lines
e Extra large character set: displays 12 characters by 4 lines

TheRemote LCD module supports ErglistighctEpanishaliang +47ae 7D . D #
and Simplified Chiaeggiages foe Main Menu.

Micro800 Remote LCD

s N

Allen-Bradley

3.5-inch LCD screer

Keypad—

USB port

— ~

/ AN

RS-232 Serial port for RS-2321
connectivity to the controlle\r TRy & J

N 7

The Remote LCD module is IP65-rated and can be mounted through the front par
same DIN rail as the Biap81icro870 controller.

It has two modes of operation:
 USB Mode
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e Text Display Mode
- 1/0O Status and Main Menu offnatinasple, change to Run mode)
- Optional user-defined screiagdtje LCD_REM instructions)

USB Mode In USB mode, the Remote LCD modWlSBepass-through for Connected Componer
Workbench software. The Remote LCDmatidaléy artters USER mben traffic is
detected.

For example:
1. Remote LCD is in text displagwimagléhehl/O Status screen by default.
2. You connect a USB cable between the PC and the Remote LCD.

3. The PC automatically detects theGReamteUSB devicithe Remote LCD
automatically goes to USB mode.

4. /O Status screen is no longer shown. You are now able to download prograi
using Connected Components Workbench software.

5. When the USB cable is disconnected and no traffic is detected for 30 secon
Remote LCD automatically goesxaispiayenode showing the I/O Status
screen.

IMPORTANTUSsing the USB port is convesmeataglssing the controller from
the front of the cabinet witremuhgphe door and when the IP
address is unknown. For langemgrads recommended to use USB
port through the Remote 4&ZEhtolP address and then use
Ethernet to download. Ethernet dutasd limitations of the USB to
Serial conversion.

Text Display Mode In text display mode, you are eitBéatins|/@ain Menu, or executing Remote LCD
instructions.

Startup Screen

Default Micro85
startup screen

Micro850

On power-up, the Remote LCD modydeviitveesplash screen that displays
“Initializing”. Then, it displays “Confeettng/les” until the connection is established.

The controller then disptastttup screen for 3 sdopa@sault or user-defined
duration after the eatian is established.

You can customize this startup scee@aringbted Components Workbench software.

The controller displays the default startup screen at power-up when the customize
screen is blank.
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After the startup message, the Remolays@edi€pStatus screen, if no LCD_REM
instructions are executing.

Navigate the Remote LCD

In text display mode, you can use the navigation keys (function keys, arrow keys,
to navigate through the menus.

The module has twelve teffsevaperations showabie 107
Table 107 - Function Keys Operation

Button Function

Move cursor

Select menu item

Thcrement/Decrement number

Choose numbers, values, times, and so on

Arrow keys (cursor butto

OK Next menu level, store your entry

Esc Previous menu level, cancel your entry
F1 Variable (shortcut)

F2 ENET Cfg (shortcut)

F3 Mode Switch (shortcut)

F4 Fault Mode (shortcut)

F5 Security (shortcut)

F6 Backlight (shortcut)

Shortcut keys jump from the I/O is&tu® sloe specific main menu operation.

Main Menu

To access the Main Menu and availablesegsriehasd F6 simultaneously. To exit th
Main Menu, press ESC.

The Main Menu shows the following screen:
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RUN
—) Mode Switch 14:18WED
Variables
I/O Status l
The structure tree shawigure 62ikes you through the different menus available in tf
Remote LCD modules@ngktieral description.
Figure 63 - 2080-REMLCD Menu Structure Tree
+—
—>
Mode Switch
Set the controller to Program Mode
ro— — or Run Mode from this screen.
Variable
Monitor or set values for
> program-defined variables.
Use the arrow key.
to move the cursory
up or down to the
item that you want I/O Status
to select. _— gllccr)QiGtgr the 1/0 status from this
Advanced Set
View:
I System Info Language
Fault Code PwrUp Behavior
LCD Setup Memory Card
Clock Setup ENET Cfg
Security
_> Activate, deactivate, and change
E— password.
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Table 108 - Main Menu ltems

Menu Item

Description

I/O Status

Shows the status of the local I/O.

Mode Switch

Change the mode switch selection:

* When connecting the Remote LCDh&bthardidlicro870 LxOE controller, if
the controller physical mode switehhkaat RUN or PROG position, this mode
switch change operation from Remititadt@®e possible. The physical mode
switch must be at REM position in order to allow the mode change from Renr

* When using with Micro800 LxOEscamdrpkeforming a mode change from
PROG to RUN using the Remote LICHmud®swthepthyed results may
have up to 30 s of delay before you can see the mode updated in the Remot
the Class 1 implicit messaging function is used in the LxOE controller and the
Fault on controller if connection fail" is enabled for any Ethernet node becau:
controller is detectiagyifof the Ethernet nodes is dropped from the network.

Variables

View and change the data value of a variable. Using Connected Components
Workbench software, you can spegtyiatiieshin the program can be viewed
and edited through2080-REMLCD module.

Sed/iew and Edit Variable Values Through theoReragee26CD

Security

Activate, deactivate, and change password protection.

Advanced Set

View system information such as operating systems

System Info series and firmware revision.

Fault Code View controller fault code information.

LCD Setup Adjust LCD contrast, backlight color, and push buttc

Clock Setup The real-time clock and daylight saving time

Change menu languad to Frehh, Italian,

Language Spaish,q +4 7 andSmplified Chinese.

PwrUp Behavior Configure controller mode on power-up.

Memory Card Access the microSD card.

ENET Cfg

View and chaatiethet port configuration.

The controller limits certain operatiatiagto controller mode, as Jraie11i09
Table 109 - Operational Limit on 2080-REMLCD

Operation PROG Mode Run Mode
Variable Edit NO YES
Controller > Memory Card YES NO
Memory Card > Controller YES NO
Others YES YES

View and Edit Varialde Vatough the Remote LCD

Go to the 2080-REMLCD configuratiomheitdmmected Components Workbench
software. Select LCD Variables and select which variables that you want to edit th
Remote LCD.
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Shows how many hytes
(out of 400 allowed) hal

been used up

User-defined Screens

To create user-defined screens thoighettted Components Workbench software, y
can program the Remote LCD mgdb&falowing function blocks.

Table 110 - 2080-REMLCD Function Blocks

Function Block Name  Description

LCD_REM Used to display string or numbers on the Remote LCD
KEY_READ_REM Used tackbampeypp the Remote LCD

LCD_BKLT_REM Used to changettbeldraaktighode of the Remote LCD screen

When the instructions areirgethg user-defined screleowis, but when in the Main
Menu, the Remote LCD instructions afodissduegle, the KEY_READ_REM instruct
no longer reads keypad input.

LCD_REM

The LCD_REM function block is usadstr disiplgy on the Remote LCD module wher
the Remote LCD module is present and connected.

LCD_REM

Enable |
Fort——

LCD_REM
Sts

Line+——
Line2——

Line 3—
Line4—

Line 5——
Line 6——
Line7—

Line 88—
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LCD_BKLT_REM

LCD_BKLT_REM

Enable—— LCD_BKLT_REM

Color——| Sts

Mode———

You can use this function block to caimginepbaametertherRemote LCD module.

Execution of the LCD_BKLT_REM takesymecedent®dacklight settings in the Main
Menu. When Enabled, input becomes Raftaiatidrtbastop akag, the last Main
Menu setting of the backlight takes effect.

The LCD_BKLT_REM instomtyiefféxtive when displaying user-defined screen or
default I1/O Status screen. While itMieeuMiatklight settings configured through the
Main Menu take effect.

IMPORTANT™When in the Main Menu, the LCD_BKLT_REM instruction will be dis
ineffective.

KEY_READ_REM
KEY_READ_REM

Enable —— KEY_READ_REM

Sts

KeyData

You can use this function block tostefuskay the Remote LCD module when the
user-defined screen is active. When user-defined screen is not active, KEY_REAL
instruction flags an error.

The KEY_READ_REM instruction will ayveagBistasHadse if Push Button Key Read
disabled in Connected Componemishvgofithare or the Remote LCD module.

To initiate backup and restore througbtehe@®2 module, access the memory card by
going to the Main MewarxcAd Set > Memory Card.

For information on how to backspoama project anrtticroSD card Usseg
microSD Caodspage 235

For installation, hardware features, maticpeof the Mi@@oBemote LCD module,
see the Micro800 Remote L&iibimbtatructions, publiBiiIN010

ASCII Code for Special Figure 1ikis the special charactemtgappy the Remote LCD module.

Characters

* Small (8 x 8 pixels)
¢ Medium (8 x 16 pixels)
* Large (16 x 16 pixels)
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Table 111 - Special Characters

Character
Code (Hex)

Character

Description

O01H

Empty box (with border)

02H

Filled box (with border)

08H

Key sign (with border)

10H

Filled box (without border)

11H

Horizontal parallel lines (without border)

12H

Vertical parallel lines (without border)

13H

Horizontal line cap right (without border)

14H

Horizontal line cap left (without border)

15H

Vertical line cap up (without border)

16H

Vertical line cap down (without border)

18H

Up arrow (with border)

19H

Down arrow (with border)

1AH

Right arrow (with border)

1BH

Left arrow (with border)

80H

1/4 filled box left (without border)

81H

1/2 filled box left (without border)

82H

3/4 filled box left (without border)
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Table 111 - Special Characters (Continued)

Character
Code (Hex) Character

Description
83H 1/4 filled box right (without border)
84H 1/2&d box right (without border)
85H 3/4 filled box right (without border)
86H 1/4 filled box upside down (without border)
87H 1/2 filled box upside down (without border)
88H 3/4 filled box upside down (without border)
89H 1/4 filled box upside (without border)
8AH 1/2 filled box upside (without border)
8BH 3/4 filled box upside (without border)
8CH Centered vertical line (without border)
8DH

Centered horizontal line (without border)
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Notes:
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Modbus Mapping

Table 112 - Mapping Table

Appendi>A
Modbus Mapping for Micro800 Controllers

Micro830, Micro850, and Micnti@rers support Modbus RTU over a Serial port thro
the embedded, non-isolated Serial port. The 2080-SERAl&E Q@ tigdieafaa

module also supports Modbus RTdbuBdRA Mmaster and slave are supported.
Although performance maychbeddffethe program scathe3-point controllers can
support up to six Serial ports (one embdidgguiug-ins), and so consequently, six
separate Modbus networks.

In addition, the Micro850 and Micrd&#Gsappd Modbus TCP Client/Server through
the Ethernet port.

Endian Configuration

Modbus protocol is big-endian in thasitpefioast byte of a 16-bit word is transmitted
first. Micro800 controllers are also big-endian, so byte ordering does not have to b
For Micro800 data types larger thaor E&dmtplg, DINT, LINT, REAL, LREAL), multip
Modbus addresses may be requireddbsighdicamt byte is always the first.

Mapping Address Spat&apported Data Types

Since Micro800 controllers use symbolic variable names instead of physical mem
addresses, a mapping from symbolicaragdblphysical Modbus addressing is
supported in Connected Componenth ¥ddtklaeacFor example, InputSensorA is
mapped to Modbus address 100001.

By default Micro800 controllers follow tlaeidheshigig specifiede latest Modbus
specification. For convenience, conceptioalbuthaddress is mapped with the followir
address ranges. The Connected Components Workbench mapping screen follows
convention.

0 - Coils 1 - Discrete Inputs 3 - Input Registers 4 - Holding Registers
. 000001...065536 100001...165536 300001...365536 400001...465536
Variable Data Type Modbus Addreg Modbus Addreg Modbus Addreg Modbus Address
Supported Used “%upported Used “%upported Used “%upported Used
BOOL Y 1 Y 1
SINT Y 8 Y 8
BYTE Y 8 Y 8
USINT Y 8 Y 8
INT Y 16 Y 16 Y 1 Y 1
UINT Y 16 Y 16 Y 1 Y 1
WORD Y 16 Y 16 Y 1 Y 1
REAL Y 32 Y 32 Y 2 Y 2
DINT Y 32 Y 32 Y 2 Y 2
UDINT Y 32 Y 32 Y 2 Y 2
DWORD Y 32 Y 32 Y 2 Y 2
LWORD Y 64 Y 64 Y 4 Y 4
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Table 112 - Mapping Table (Continued)

Variable Data Type

0 - Caoils
000001...065536

1 - Discrete Inputs
100001...165536

3 - Input Registers
300001...365536

4 - Holding Registers

400001...465536

Supported Used

Modbus Addres

%upported Used

Modbus Addreg

Modbus Addreg

%upported Used

%upported Used

Modbus Address

ULINT

Y 64

Y 64

Y 4

Y 4

LINT

Y 64

Y 64

Y 4

Y 4

LREAL

Y 64

Y 64

Y 4

Y

4

274

NOTEStrings are not supported.

To make it easier to map variables to five-digit Bkeiusea@dienected Components
Workbench mapping tool checks the number of characters that are entered for the
Address. If only five-diggstared, the address is treated as a five-digit Modbus addi
This means that the Coils are mapped from 00001...09999, Discrete Inputs are m
10001...19999, Input Registers ammZ@eEd 139999, and Holding Registers are
mapping from 40001...49999.

Example 1, PanelView 800astdt)(td Micro800 (Slave)

The embedded Serial port is targetadtfoHMIs using Modbus RTU. The maximum
recommended cable distance is 3 mejetddd thfe@080-SERIALISOL Serial port pluc
module if longer distancesremoise immunity is needed.

The HMI is typically configured for MaskéicesRDthembedded Serial port is configure
for Slave.

From the default Communi&atitimgs for a PanelVig¥vB@BV800), there are three
items that must be checked or madififiguce commuitioatfrom PV800 to
Micro800.

Change the protocol from DF1 to Modbus.

1.
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2. Setthe Address of Micro800 staketie ®erial port configuration for the
controller.

3. Deactivate Tags on Error. Thevéntahg requirement of power cycling PV800
when new Modbus Mappings are downloaded from the Connected Compone
Workbench software to the Micro800 controller.

Example 2, Micro800 (MasteowerFlex 4M Drive (Slave)

The following is the overview of théstigbeiofor configuring a PowerFlex 4M drive.
Parameter numbers that aranlistiecsection are fowarPex 4M and are different if
you are using another PowerFlex 4-class drive.

Table 113 - Parameters in PowerFlex 4-class Drives

Parameter Name Parameter Number
aM 4 |40 | 40P | 400 | 400N  400P
Start Source P106 P36
Speed Reference P108 P38
Comm Data Rate C302 A103 C103
Comm Node Addr C303 A104 C104
Comm Loss Action C304 A105 C105
Comm Loss Time C305 A106 C106
Comm Format C306 Al107 C102

e Connect the 1203-USB to the PowerFlex drive and to the computer.

¢ Launch the Connected Components $@tivkaen¢hen connect to the drive and
set the parameters.

To configure the PowerFlex 4M drive, perform the following steps:

1. Double-click the PowerFlex 4Msdnekdfreadgoin the Connected
Components Workbench software.

2. Select Connect.

3. Inthe Connection Browser, expand the AB_DF1 DH+™ Driver.
Select the AB DSI (PF4 Port) and select OK.
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4. Once the Drive has connected and been read in, select the Start up wizard ¢
the following items. Selectd-gasie the changes to the drive.

- Select the Comm Port as the Speed Reference. Set P108 [Speed Referen
(Comm Port).

- Set Start Source to Comm Paxsg8start Source] to 5 (Comm Port).
- Defaults for the remaining Inputs
- Accept Defaults for thaingler and select Finish.

5. Select Parameters from thet€@b@omponents Workbench window.

6. The Parameter window opens. Résiz¢hie tparameters. From this window, you
can view and set thevdhias of Parameters.

7. From the Parameter wihdoge the Paramet&abla 1txiset the
communications for Modbus RTUedeawatfthex 4M Drive communicates with
the Micro830/850/870 conteoNewdbus RTU communication.

Table 114 - Modbus RTU Parameters

Parameter Description Setting
C302 Comm. Data Rate (Baud Rate) 4 = 19200 bps 4
C303 Communication Node Address (address range is 1...127) 2
C304 Comm. Loss Action (Action that is taken when loss communicat| 6n) 0 = Fault with
coast stop
C305 Comm. Loss Time (Time remain igattwnrbafore taking action set g1
C304) 5 sec (max 60)
C306 Comm. Format (Data/Parity/Bt@at&Bit, Parity None, 1 Stop bi 0

8. Disconnect the Communications and save your project.

9. Turn off the power to the drive Roikttrdex 4M display blanks out completely,
then restore power to the PowerFlex 4M.
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The drive is now ready to be ddytiditelbus RTU communication commands
initiated from the M8&&50/870 controller.

Modbus devices can be 0-based (registers are numbered starting at 0) or 1-basec
are numbered starting at 1). When PoagsrBlésed-ate used with Micro800 controllers
the register addresses that are listed in the PowerFlex drive user manuals must be
n+1.

For example, the Logic Command word is at address 8192, but your Micro800 pro
use 8193 (8192+1) to access it.

EXAMPLE: Modbus Address (n+1 value shown)

8193 Logic Command wor&i@toJog, and so on)

8194 Speed Reference word

xxx.x format for PowerFlex 4/4M/40 drives, where “123" = 12.3 Hz
xxx.xx format for PowerFlex 400/@00P drives, where “123" = 1.23 Hz

8449 Logic Status word (Read, Active, Fault, and so on.)

8452 Speed Feedback word (uses same format as Speed Reference)
8450 Error Code word

(n+1) To access Parameter

If the respective PowerFlex drive supports Modbus Function Code 16 Pres:
Multiple Registers, use one write message with a length of “2” to write the |
Command (8193) and Speed reference (8194) simultaneously.

Use one Function Code 03 Read Ht#dasngifRegienafthd” to read the
Logic status (8449), Error Coded 8l ddreedback (8452) simultaneously.

See the respective PowerFlex 4-classrdenealdor additional information about
Modbus addressing.

Performance

The performance of MSG_MODBUS (Mieré800rdaniretl asniaster) is affected

by the Program Scan because messagies@drehen the message instruction is
executed in a program. For examplagrithegan is 100 ms and six Serial ports are
used, then the theoretical maximumgortS&si6D messages/second total. This
theoretical maximum may not be pussiiGi MODBUS is a master/slave request/
response protocol, so paréermarffected by several variables such as message size
communication rate, and slave response time.

The performance of Micro800 controllers when receiving Modbus request messag

controller is configured as the slavejastatsbyathe Program Scan. Each Serial port |
serviced only once per program scan.
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Notes:
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Update Your Micro800
Controller Firmware

Appendi>B

Quick Starts

This chapter covers some ctasksamd quick start instructions that are aimed to ma
you familiar with the Connected Components Workbench software.

The quick start shows you how to update the firmware for a Micro800 controller us
Connected Components Workbench software version 10 or later.

From Connected Components Workbenehessgndienwards, there are two options
you can select when updating the firmware:

« Upgrade or Downgradeoptidngetains the confsabasting configuration,
Ethernet settings, and password.

* Reset — This option clears the conigtitigrtoriiguration, Ethernet settings, and
password.

The procedure to update the controller is similar for both options.

ATTENTI@Ré¢tention of the controller’s existing configuration, Ethernet
settings, and password is only available when updating from firmware
revision 10 to the same or later revision. If updating from firmware revis
to 9 or earlier, or updating to firmware revision 10 from an earlier revisio
controller’s existing configuration, Ethernet settings, and password are
cleared.

IMPORTANIT you have forgotten the paisvibedcontroller, use the Reset
option to clear the password.

On the Micro850 and Micro870 controllers, you can update your controllers throuc
Ethernet port and USB.

From firmware revision 2320dd, gou can also update your controllers using the USE
of the 2080-REMLCD module if it it twotheebteero850 L50E and Micro870 L70E
controllers.

IMPORTANTO update your controller over USB successfully, connect only one
controller to your computer, and do not perform the update in a viri
machine such as VMware.

IMPORTANUpdate over USB using FactoryTalk Linx software with a 32-bit
operating system is not suppertithays 64-bit operating system
or RSLinx Classic software.
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To begin, launch the Connected Components Workbench software:

1. Inthe menu, select Device > Update Firmware > Upgrade or Downgrade...
Alternatively, in the Project Orggntizéickrihe controller and select Update
Firmware > Upgrade or Downgrade...

2. If your project does not have eooopaidcto the controller, the Connection
Browser dialog appears. Selechymller, then select OK.

3. Inthe Upgrade or Downgrade Firmware dialog thesiyed|€ardget Revision to
update the controller.

If the desired firmware revision is not shown in the drop-down list, you can d
that firmware revision by clicking the “Get the firmware files online” link.

You can also change the Connection Path by selecting the “Change” link.
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4. When you have confirmed the setiingisdatddo begin updating the controller.
The update progress is shown in the dialog box.

5. After the update is complegtatuthés shown in the dialog box.

IMPORTANATter control flashing the controller, some microSD cards may not |
detected. Remove and insert the microSD card, or power cycle the
controller if thisue is encountered.

Firmware Update From MicroSD Card

With Connected Components Workbenddrsioitvider later, and the microSD card
plug-in for Micro800 controllers, youegowpdaro836,0850, and Micro870
controller from the microSD card and VrtbASEhtTdis is two-step process — first you
transfer the firmware to the microSD card using the SD Card Utility, then you edit
ConfigMeFirst.txt file iteénihe update procesthestiowing instructions for
performing the update from the microSD card.

Step 1 — Transfer theaFerto the microSD Card

1. Launch the Connectesh€otapVorkbench software.
2. Click Tools > SD Card Utility.
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The SD Card Utility window appears.

3. Select the drive lettepdiatis to the microSD card on your computer from the

dropdown list.
You can check the drive letter by Mbkiapis® Explorer. For this example, the
microSD card uses the drive letter “G”.

C )

4. Select the catalog number of your Micro800 controller.

5. Select the firmware revision that tmupdane your Micro800 controller with
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The list of firmware revisions islittgelieer with the Connected Components
Workbench software. If you require a revision that is not listed, download the
from the Product Compatibilidp@nload Center (PR@u#ai/pcdnd install

the included ControlFLASH Kkit.

IMPORTANYou must sign in to the R@akamation website before
downloading a firmware revision.

Close and relaunch the Connected Céfopdresdls software, then open the SD
Card Utility again. The revision should now appear in the list.

6. Click Transfer.
The file is copied to the microSD card.

7. Close the SD Card Utility and pronegtistethto edit the ConfigMeFirst.txt file.
Step 2 — Edit the ConfigMeFirst.txt File

To update the controller with the firmy@uehthat transferred to the microSD card, yo
must edit the ConfigMeFirst.txt fileseitindsdisted below. These settings must be
added at the beginning of the file.

Table 115 - New ConfigMeFirst.txt Configuration Settings for Firmware Update

Setting | Takes Effect On.|.  Description
Firmware update settings

File path location of thednerrevision on the microSD
[FWFILE] Powerup card. The default location is in the following format:
firmware\<catalog number>\<filename of firmware>

Sets whether to upgrade or downgrade the controller
firmware from the current revision.
0 = Upgrade firmware; 1 = Downgrade firmware

[FWDOWN] Powerup IMPORTARiFmware Upgradeaifdhe [FWFILE]

setting points to a newer revision of the firmware file,
compared to the firmware in the controller, irrespective of
the [FWDOWN] setting.

Example of ConfigMeRifstaxor Firmware Update

After you have edited the file, insert heeanctin® the controller. Cycle power to the
controller and the update process begstatdheEDdoes not blink when updating th
firmware from the microSD card is in progress.

When using the ControlFLASH software to downgrading the firmware of a Micro8:
Micro850 series B controller to firmware revision 10.011, the program reports an €
at the initial stage. Howbeerupgrading a Micro800 controller using the microSD ca
with a firmware revision that is not leowigiatite series, the controller hard faults.

There is no error code reported aftercyolegpa@mver to the controller. The controller
retains the old firmware.

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 283



Appendix B Quick Starts

Table 116 - Fault Status Indicator Description

State Indicates
Steady Red Fault
Flashing Green Run

For a list of firmware and series compatibility, see the release notes for firmware r
11.011 or later, on the Produbtli§oamgbDownioandter (PCDkaduto/pcdc

Establish Communicationss quick start shows you how toxg&3¥Bho to communicate with a Micro830,

i Micro850, or Micro870 controller thriglicyo&B8BMicro850JianaB70 controllers
Between RS_LmX and a use the 2080 REMLCD_xxxx driver. THOEamd8@zro870 L70E controllers can us
Micro830/Micro850/ either the embedded W&B2080_REMLCD_xxxx driver.

Micro870 Controller RSLinx Classic software is installed as part of the Connected Components Workbe
Through USB installation process. The minimum R&simx flassic with full Micro800 controller
support is 3.60.01 ¢exlaim December 2013).

1. Power up the Micro8885Mumr Micro870 controller.

2. Connect the USB cable directly between your PC and the USB port on the 2
module or the USB port on the MIBB850K2 or Micr870 (2080-L70E) controlle

3. Open RSLinx Classic and run RSWho by selecting the  icon.

If the proper EDS file is installed, 8dviiglioB870 cantsdibuld be properly
identified and show up under bothuter 8orikstationtlaad) SB driver, which
was automatically created when cortheaeatbedded USB port. When connecte
to the USB port on the EOBAER), the Micro850 afUMiocritller should show

up under the 2080-REMLCD_ xx driver, which is automatically created.

Connect using 2080-REMLCD

Connect using embedded USB port
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Configure Controller Set, change, and clear the passwoet oorgrtater through the Connected Componen
Password Workbench software.

IMPORTANTRhe following instructions are supported on Connected Componen
Workbench software version 2 and Micro800 controllers with firmw
revision 2.
For more information about the controller password feature on

Micro800 controllerCeeteoller Secuwnitypage 227

Set Controller Password

IMPORTANAfter creating or changing the controller password, you must powe
down the controller in order for the password to be saved.

In the following instructi@n§onnected Componentsithis&tie/are is connected to
the Micro800 controller.

1. On the Connected Components Wonkdvenopesothe project for the target
controller.

2. Select Connect to caartleettarget controller.
On the Device Details toolbar, thedBgruressage “Set, Change, or Clear
Micro800 Controller Password Protection” is displayed.

3. Click Secure. Select Set Password.
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4. The Set Controller Password dialog appears. Provide password. Confirm the
by providing it again in the Confirm field.

Passwords must have at least eight characters to be valid.
5. Select OK.

Once a password is created, any nethaetsgitmsonnect to the controller have
to supply the password to gain exclusive access to the target controller.

Change Password
With an authorized session, you can change the password on a target controller tt
Connected Components Workbench software. The target controller must be in Co

status.
1. On the Device Detdiiar, select Secure. Select Change Password.

2. The Change Controller Password dialog app®@assvizoriey K/ Password
and confirm the new password.

3. Select OK.

The controller requires the new password to grant access to any new session.
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Clear Password

With an authorized session, you can clear the password on a target controller thro
Connected Components Workbench software.

1. On the Device Details tdethié3esare. Select Clear Password.

2. The Clear Password dialog appears. Enter your password.
3. Select OK to clear the password.

The controller requires no password on any hew session.

Use the High-Speed Coutites a HSC device, you first need to establish the HSC counting mode requirec

application. $#8C Mode (HSCAPP.HB@Eoe it available modes on Micro800
controllers.

The following sample project guides ythetbreatibn of a project that uses HSC mod
6, a quadrature counter adtdpinputs A and B. Ityshotwsw to write a simple ladder
program with the HSC funckporbbtte variables, and assign variables and values to
function block. It also guides you through a step-by-step process on how test your
and enable a Programinigifiti Switch (PLS).

This sample project uses a quadrature encoder. The quadrature encoder is used
determining direction of rotation and pasitiindo such as a lathe. The Bidirectional
Counter counts the rotation of the Quadrature Encoder.

Figure &8hows a quadrature encoder that is connected td inheéscOwrtdirection

is determined by the phase angle between A and B. If A leads B, the counter incre
leads A, the counter decrements.
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Figure 64 - Quadrature Encoder on Inputs 0 and 1

A
e Input 0
| I |
£
Quadrature Encoder - e Input 1
B :
Forward Rotation Reverse Rotation

This quick start includes the following sections:
* Create the HSC Project and Yarmne88
e Assign Values to the HSC Variaddes?91

« Assign Variables to the Function Baupk293
* Run the High-Speed Guuptage 294

¢ Use the Programmable Limit Switch (PLd®) fanefes

Create the HSC Project and Variables

1. Start the Connected Components $uttiaenand open a new project. From

the Device Toolbox, go to Catalog > Controllers. Double-ciiéérydrageontroller
and-drop it onto tlegelet Organizer window.

2. Under Project Organizer, right-click Programs. Select Add New LD: Ladder |
add a new ladder logic program.

(1) The HSC module is supported on all Micra88DMitico83B0;ontrollers, except on 2080-LCxx-xxAWB types.
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3. Right-click UntitledLD and select Open.

4. From the Toolbox, double-click Ricett @ddtit to theg or drag-and-drop

Direct Contact onto the Rung.

5. Double-click the Direct Contact thataadedao bring up the Variable Selector
dialog. Select the /O - Micro830 tdlhe Aseigh Contact to input 5 by selecting
_10_EM_DI_05. Select OK.
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6. To the right of the DirgteicC@dd a function block by double-clicking the functic
block from the Toolbox or draggiogpangl ttire funcbtotk onto the rung.

7. Double-click the function block talepémstrpction Selector dialog. Choose HS(
You can do a quick search for HSKldukdiiotyping “HSC” on the name field.
Select OK.

Your ladder rung appears as shown:

8. On the Project Organizer pane, dhobkd-®iésiables to bring up the Variables
window. Add the following variablesositsonding datessfygeespecified in
Table 117

Table 117 - Variable Data Types

Variable Name Data Type
MyCommand USINT
MyAppData HSCAPP
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Table 117 - Variable Data Types (Continued)

Variable Name Data Type
MylInfo HSCSTS
MyPLS PLS
MyStatus UINT

After adding the variables, yodatiabkds table should look like this:

Assign Values to the HSC Variables

Next, you must assign values to the variables you have created. Typically, a routir

assign values to your variables. Fomilpusipases, this quick start assigns values
through the Initial Value adfitinenLocal Variables table.

In a real program, you should write a routine to assign values to yo
variable according to your application.

1. On the Initial Value fibkel KtyCommand variable, type 1.

SedHSC Commands (HScdrade 280 more information on the description for
each value.

2. Assign values to the MyAppDatcdbxqudaioleéke list of MyAppData subvariables
selecting the + sign. Set the vatud#fefeéht subvariables as shown in the
following screenshot.

IMPORTANNMyAppData variable has subtraatad#ésrmine the settings of the
counter. Itasuciato know each onetérdae how the counter will
performs. A quick summarydegtmiow but you can alkBGee
APP Data Structarpage 2fi8 detailed information.

MyAppData.PIsEnalidevs you to either enabldler thisdLS settings. It should be set
to FALSE (disabled) if gEDisltgdvariable is to be used.
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MyAppData.HsallBws you to specify which enmqaadas used depending on the
mode and the type of application. Sekl8 lablés and Wiring Mepgpaog 20b

know the different IDs thétecased, and the embedded inputs and its characteristics

If ID 0is used, ID 1 cannot be usadendhiaker since fheasrare being used by
the Reset and Hold.

MyAppData.HscMuldevs you to specify the type of operation in which the HSC use
count. S&5C Mode (HSCAPP.&@idipel@fi more information about HSC modes.
Sedable 118 the list available modes.

Table 118 - HSC Operating Modes
Mode

Number Type

0 Up Counter — The accumulator is immediai@)ydieari reaches the high preset. A low
preset cannot be defined in this mode.

Up Counter with external reset and haldmuTdterais immediately cleared (0) when it
reaches the high preset. A low preset cannot be defined in this mode.

Counter with external direction

Counter with external direction, reset, and hold

Two input counter (up and down)

Two input counter (up andnitbvexternal reset and hold

Quadrature counter (phased inputs A and B)

Quadrature counter (phasedang®3 with external reset and hold
Quadrature X4 counter (phased inputs A and B)

Quadrature X4 counter (phasAdaimpp@$with external reset and hold

OIN|OO|B|WIN| -

©

Modes 1, 3, 5, 7, and 9 only work wBef,ar Dioset because these modes use rese
and hold. Modes 0, 2, 4, 6, and 8 work on any ID. Modes 6...9 only work when an
connected to the controller. Use the H8€ dDefhegnce te thie encoder to the
controller.

MyAppData.HPSetdggppData.LPSettityg\ppData. OF Settind
MyAppData.UFSettiagall user-defined variables that represent the counting range
HSQigure 6§ives an example of a range of values that can be set for these variab

Figure 65 - Range of Values

Variable
|HscAppData.OFSetting |7> Overflow——— <+—— 12 147,483,647 maximum
| HscAppData.HPSetting H High Presety

v
0—%—

| HscAppData.LPSetting |—> Low Preset ¥
7'y

|HscAppData.UFSetting  f————> Underflow.¥__ , | -2,147,483,648 minimum

MyAppData.OutputMisig wiMyAppData.HPOuwpddyAppData.LPOuwpoivs

you to specify which embedded outputsediomehen a High Preset or Low Preset i
reached. These variables use a comtewitiaisadnd binary numbers to specify the
embedded outputs thatkde to turn on/off.

In our example, we first set the Outpatddaskabvalue of 3 which, when converted t
binary, is equal to 0011. This meansufpats®©0 and O1 can be turned On/Off.
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We have set the HPOutput to a decimalviglyendfely converted to binary, is equal tc
0001. This means that when a High Phesetostpesc0 turns on and stays on until th
HSC is reset or the counter counts baekladnwRreset. The LPOutput works the sam
way as the HPOutput except an output turns on when a Low Preset is reached.

Assign Variables to the Function Block

1. Return to the ladder diagram athe assighles you have configured to the
corresponding elements of the HSGlfwkctidre HSC function block should
appear as shown:

To assign a variable to a particulairejemefunction block, double-click the
empty variable block. On the Variabldhatbgmpears, choose the variable that
you have created. For example, foreteeemHSCAppData, select the variable
MyAppData.

2. Next, select the Micro830 contrdlter Braject Organizer pane to bring up the
Micro830 Controller Properties pane. Under Controller Properties, select Em
Set the input filters to a correct value depending on the characteristics of you

3. Make sure that your encoder is connected to the Micro830 controller.

4. Power up the Micro830 controller and connect it to your PC. Build the progre
Connected Components Workbench software and download it to the controll
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Run the High-Speed Counter

1. To test the program, go igtandeeiby doing any of the following:
- Select Debug menu, then choose Start Debugging,
- Select the green playtgtow the menu bar, or
- Press the F5 Windows key.

Now that we are on debug mode we can see the values of the HSC output. T
function block has two ouipats the STS (MyStatus) and the other is the HSC
(Mylinfo).

2. Double-click the Direct Contact labeled IO0_EM_DI_05 to bring up the Varic
Monitoring window.

3. Select the I/O - Micro830 tab. SdiectEhe DI_05 row. Check the boxes Lock &
Logical Value so that thigsifgmaed in the ON position.

4. Click the Local Variables tab to sdarenghaafjes beirdgrtmathe variables.
Expand the MyAppData and Mblefbstdry selecting the + sign.
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5. Turn On the encoderthe srinter count up/down. For example, if the encoder
attached to a motor shaft then termotothio gy the HSC count. The counter
value is displayed on MyInfo.Accumulator. MyStatus variable should display
Value of 1, which means that the HSC is running.

SedSC Function Block StatusrQuatgs 220 the complete list

of status codes. For exampMyibtais value is 04, a configuration
error exists and the contrblfauliviYou must check your
parameters in this case.

For this example, once the Accumulator reaches a High Preset value of 40, outpu
and the HPReached flag t@nsethe Accumulator reaches a Low Preset value of -
output 1 turns on and trechBéR#ag turns on as well.

Use the Programmable Limit Switch (PLS) Function

The Programmable Limit Switch functjon &l@esfigureHtgh-Speed Counter to
operate as a PLS (progranmitadhgttin) or rotary cam switch. The PLS is used when
need multiple pairs of high and lofupras@&5 pairs of high and low presets are
supported by the PLS).
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1. Start a new project folloe/sagne steps and valinespaevious project. Set the
values for the following variables as follows:

- HSCAPP.PIsEnable variable should be set to TRUE.

- Set a value only for UFSetting and(Ottpetiitgsk is @ttapending if an
output is to be set or not). Your new values should followithgegaémple in

Figure 66 - PLS Values

In this example, the PLS variabledsmgwisioa of [1..4]. This means that the HS
can have four pairs of High and Low Presets.

Once again, your High Presets sbbladdrethan the OFSetting and the Low
Preset should be greater than thegURSetiscHPOutPut and HscLPOutPut val
determine which outputs turn on when a High Preset or Low Preset is reache

2. You can now build and download the program into the controller then debug
following the instructionthe last project.

Forcing I/Os Inputs are logically forced. Status indiwattstsodoforced valugghe inputs in the
user program are forced.
Forcing is only possible with I/0O andpiogsmaser-defined variables and non-1/0
variables, and special functions suchdaglétie@ trat exeicotependently from the
User Program scan. For examplenfdnwetReady input cannot be forced.

Unlike inputs, outputs areafiityeiced. Status indicators do show forced values and
user program does not use forced values.
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Figure Gllustrates forcing behavior.

Figure 67 - Forcing 1/0O Behavior
HSC

User program

N\

Logical

Logical
Force —Ji —3» | Force
inputs outputs

A

Normal
variables

« Normal, non-physical internal variables cannot be forced
e Special functions suchCaartdSMotion cannot be forced

ATTENTI®rcing variables can result in sudden mac
movement, possibly injuring personnel or equipment.
caution when forcing variables.

Checking if Forces (locks) are Enabled

If the Connected Components Workbenishasaiitatle check the Variable Monitor
while debugging online. Fopeirigrimed by first Locking an I/O variable and then sett
the Logical Value for Inptrbyaichl Value for Outputs. Remember that you cannot fc
Physical Input and cannot force a Logical Output.

In many cases, the front of the controllesilide to the operator and the Connected
Components Workbench software is not online with the controller. If you want the |
to be visible to the operator, thenRhegtlsmrmust read the force status using the
SYS_INFO function block and then displatatiise tim something that the operator car
see, such as the human maeffaeeiHMI), or staclElgine 68 an example

program in Structured Text.
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Figure 68 - Structured Text Example Program

If the front of the controlgsilide, and not blocked by the cabinet enclosure, Micro83
Micro850, and Micro870 cetaokea Force LED indicator.

I/O Forces After a Power Cycle

After you cycle power to a controller, all /O forces are cleared from memory.

Use Run Mode Change Run Mode Change allows you to makgessialltble logic of a running project and

immediately testing it daeaontroller, without having to go into Program mode or
disconnecting from the controller.

IMPORTANTnhe following requirementsenmst to use Run Mode Change:
* Micro830/Micro850/Micro870 controller firmware revision 8 or hig|
and

» Connected Components Workbench Developer Edition software, !
or higher.

The following sample project guides you through the creation of a simple applicati
Micro850 controller without any plukgsn amaduwow to use the Run Mode Change
feature.

Create the Project

1. Create a project for a Micro830/itic878® iontroller without any plug-ins.
Observe that the controller is disconnected.

-

2. Right-click Programs and select Add > New LD: Ladder Diagram.
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3. From the Toolbox, double-click Diredtl @dd the rung, or drag-and-drop Direct
Coil onto the rung.

Double-click the newlyRideletdCoil to bring ugatiable Selector dialog and
select” 10_EM_DO_00".

»

o

Build the project.

o

Download the prtijebe controller.
In the Connection Browser dialog, select the Micro850 controller.

7. Select Download current project to the controller.

8. Select Download to confirm.
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9. When the project has been downleantedrtilén, a prompt asking to change the
controller to Remote Run mode appears. Select Yes.

10. Observe that the l@mmismow in Debug mode.

IMPORTANHArom Connected Components Workbench software version 8
onwards, selecting “Yes” totbkeasuygroller to Remote Run
mode after a downloading aartujetatically switches it to
Debug mode.

Edit the Project Using Run Mode Change

Run Mode Change Toolbar

Run Mode Change Test Logic Changescept Changes Undo Changes

1. Click the Run Mode Change icon.
Observe that the controller goes into Edit mode and is still connected.

-

If you add a new variable during iRM@atximccess and changing the access
type (default is Read/Write) of this feig watialvailable until you have chosen tc
Accept or Undo the Test Logic changes.
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2. From the Toolbox, double-click Instruction Block to add it to the rung, or drag
Instruction Block onto the rung.

3. Double-click the newly added Instruction Block and select “Timer On/Off “(T¢

Configure the Instruction Block to trigger every one second.

4. From the Toolbox, double-click Reverse Contact to add it to the rung, or dra
Reverse Contact onto the run. Plataftiofatieerecently added Instruction Block.

5. Select the Test LogigegShan icon to build thegtrand download it to the
controller.

IMPORTANWhen a Test Logic is performedging changes after the
Test Logic is completed,@xctiveunicatiostrinctions are
aborted while the changgsvanmaded to the controller.
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6. The controller automagimedynto Debug mode and displays the updated proje

7. You can now choose to eitheAdeelut tine chanigethe project.

To Undo the Changes

1. Select the Undanges icon.
2. The changes are discarded and the original project is restored to the control

IMPORTANWhen a Test Logic is performeding changes after the
Test Logic is completed,@xotiveunicatiostrinctions are
aborted while the changgsvartaded to the controller.

Observe that the original projeenisist the controller is in Debug mode.

To Accept the Changes

1. Select the AcCdyatnges icon.

2. Observe that only the Run Mode Change icon is now enabled and the contr
in Debug mode.
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User Interrupts

Interrupts allow you to intgowrgirogram based on a@sfames. This chapter contains
information about using insethainterrupt instrugtaos interrwganfiguration.

For more information on HSC Intddsipy fee High-spaaté€®@nd Programmable
Limit Switcn page 203

Information About USingThe purpose of this section is to exdiantaorestal propertigsediiser Interrupts,

Interrupts including:
What is an interrupt?

* When can the controller operation be interrupted?
e Priority of User Interrupts

* Interrupt Configuration

e User Fault Routine

What is an Interrupt?

An interrupt is an everdabsags the controller to suspend the Program Organization
(POU) it is performing, perform anothénétQefuando the endpd POU at the point
where it suspended. The Micro830, Micro850, and Micro870 controllers support tt
User Interrupts:

e User Fault Routine

e Event Interrupts (8)

* High-Speed Counter Interrupts (6)
e Selectable Timed Interrupts (4)

e Plug-in Module Interrupts (5)

An interrupt must be confaudtezhabled to execute. When any one of the interrupts
configured (and enabledtematcurs, the user program:

1. Suspends its execution of the current POU,
2. Performs a predefined POU based on which interrupt occurred, and
3. Returns to the suspended operation.

Interrupt Operation Example POU 2
POU 2 is the main control program.
POU 10 is the interrupt routine. rung 0 POU 10
¢ An Interrupt Eveotiscat rung 123.
* POU 10 is executed.
* POU 2 execution resumes immediately after BEQY'1 o3 /

10 is scanned. W

rung 275
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Specifically, if the conjpadigram is executing noamaky interrupt event occurs:
1. The controller stops its normal execution.
2. Determines wimnitdrrupt occurred.
3. Goes immediately toginaibg of the POU sgdaifignat User Interrupt.
4

. Begins executing the User InterrupetRi® BQd/functiockslif the specified
POU calls a subsefyunation block).

Completes the POU.

Resumes normal execution from the point where the controller program was
interrupted.

o u

When Can the Controller Operation be Interrupted?

The Micro830 controllers allow interrgptgiteta@t any mdiatprogram scan. Use
UID/ UIE instructions to protectréire plock that shaoldoe interrupted.

Priority of User Interrupts

When multiple interrupts thecinterrupts areiset/based on their individual priority.

When an interrupt occurs and another interrupt has already occurred but has not |
serviced, the new interruptdsischier execution based on its priority relative to the ot
pending interrupts. At the mgxnpione when an inteaagdte serviced, all interrupts
are executed in the sequence of highest priority to lowest priority.

If an interrupt occurs while a lower priogityisriteing serviced (executed), the currentl
executing interrupt routingpsreled, and the higher priority interrupt is serviced. The
the lower priority interrupt is allowed to complétenegaie mermal processing.

If an interrupt occurs whidghar priority interrupting lserviced (executed), and the
pending bit has been set fontdr priority interruptutrently executing interrupt
routine continues to completion. Therptiwritgviierrupt runs before returning to
normal processing.

Table 119 - Priorities From Highest to Lowest

User Fault Routine Highest Priority
Event InterruptO
Event Interruptl A

Event Interrupt2

Event Interrupt3

High-Speed Counter InterruptO
High-Speed Counter Interruptl
High-Speed Counter Interrupt2
High-Speed Counter Interrupt3
High-Speed Counter Interrupt4
High-Speed Counter Interrupt5
Event Interrupt4

Event Interrupt5

Event Interrupt6

Event Interrupt?7

Selectable Timed Interrupt0
Selectable Timed Interruptl
Selectable Timed Interrupt2
Selectable Timed Interrupt3 v
Plug-In Module Im#rd, 2, 3, 4 Lowest Priority

304 Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025



Appendix C User Interrupts

User Interrupt Configuration

User interrupts can be wadfignd set as AutdiStarthe Interrupts window.

User Fault Routine

The user fault routine gives you the option of doing the cleanup before a controllel
when a specific user fault occurs. Therfaust esecuted when any user fault occurs.
The fault routine is not executed for non-user faults.

The controller goes to Fault mode afaul Rsatine is executed, and the User Progre
execution stops.

Creating a User Fault Subroutine

To use the user fault subroutine:
1. Create a POU.
2. Inthe User Interrupt Configuratiooomiiigiens, this POU as a User Fault routine.
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User Interrupt Instructions
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Table 120 - List of User Interrupt Instructions

Used To: Page
Use the Selectable Timed I8tantyT1S) instruction tothe
STIS — Selectable Timegstarthe STI timer from the control program, rather than s3@fing
automatically.

UID — User Interrupt Digable  Use the htdRishtiéer(UID) andstrdnterrupt Enaﬂ:le 307

IE) instructions to creaténzeh@h user interrupts ca
UIE — User Interrupt En ur. 308

se the UIF instruction to thmegtected pending interruptg309
om the system.

e this function to clear theptritestLbit for the selectetr Usgio
terrupt.

Instruction

UIF — User Interrupt Flu

UIC — User Interrupt Cle

STIS - Selectable Timed Start

STIO is used in this document to define how STIS works.

Table 121 - STIS Parameters

Parameter Description

Parameter Parameter T/? gz

Enable Function
Enable Input BOOILWhen Enable = TRifctien is performed.
When Enable = FALSE, the function is not performed.

e the STI defined DWORD

IRQType Input UDINRQ 'sTI0, IRQ_STI1L, IRQ_STI2, IRQ_STI3
The user timer interrupt interval time value in milliseconds.
SetPoint Input UINT|When SetPoint = 0, STl is disabled.

When SetPoint = 1...65535, STl is enabled.
Output BQOL Rung Status (same as Enable)

STIS or ENO

The STIS instruction can be used tatsfaithandT| function or to change the time
interval between STI user int€he 83! instruction has two operands:
* IRQType This is the STI ID that you want to drive.

e SetPoint- This is the amount of time (in milliseconds) which must expire befc
executing the selectable timed user interrupt. A value of zero disables the ST
The time range is from 0...65,535 milliseconds.

The STIS instruction appliesctiiedspetpoint to the STI function as follows (STIO is u
here as an example):

» If a zero setpoint is sp@dife STl is disabled and STIO.Enable is cleared (0).

» Ifthe STl is disabled (not timing) ampteateithan O is entered into the setpoint,
the STI starts timing to thetpeintsand STI0.Enable is set (1).

« If the STl is timing and the segh@inged, the new setting takes effect
immediately, restarting from zerocdimeng8a&$ to time until it reaches the new
setpoint.
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User Interrupts

The UID instruction is usgalie delected user inteffapls.1 2Bows the types of
interrupts with their corresponding disable bits:

Table 122 - Types of Interrupts Disabled by the UID Instruction

Interrupt Type Element Decimal Value Corresponding Bit
Plug-In Module UPM4 8388608 bit 23
Plug-In Module UPM3 4194304 bit 22
Plug-In Module UPM2 2097152 bit 21
Plug-In Module UPM1 1048576 bit 20
Plug-In Module UPMO 524288 bit 19
STI - Selectable Timed Interrupt STI3 262144 bit 18
STI - Selectable Timed Interrupt STI2 131072 bit 17
STI - Selectable Timed Interrupt STI1 65536 bit 16
STI - Selectable Timed Interrupt STIO 32768 bit 15
Ell - Event Input Interrupt Event 7 16384 bit 14
Ell - Event Input Interrupt Event 6 8192 bit 13
Ell - Event Input Interrupt Event 5 4096 bit 12
Ell - Event Input Interrupt Event 4 2048 bit 11
HSC - High-Speed Counter HSC5 1024 bit 10
HSC - High-Speed Counter HSC4 512 bit 9
HSC - High-Speed Counter HSC3 256 bit 8
HSC - High-Speed Counter HSC2 128 bit 7
HSC - High-Speed Counter HSC1 64 bit 6
HSC - High-Speed Counter HSCO 32 bit 5
Ell - Event Input Interrupt Event 3 16 bit 4

Ell - Event Input Interrupt Event 2 8 bit 3

Ell - Event Input Interrupt Event 1 4 bit 2

Ell - Event Input Interrupt Event 0 2 bit 1
UFR - User Fault Routine Interrupt UFR 1 bit O (reserved)

To disable interrupts:

1. Select the interruatytiu want to disable.

2. Find the Decimal Valumifaethupts that you selected.
3. Add the Decimal Values ifcyed seiétiple types of interrupt.

4. Enter the sum into the UID instruction.

For example, to disable Ell Event 1 and Ell Event 3:
Ell Event1 =4, Ell Event 3 =16

4 + 16 = 20 (enter this value)

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

307



Appendix C

308

User Interrupts

UIE - User Interrupt Enable

Use the UIE instruction to enable selected us€alodet@Bubsvs the types of

interrupts with theiresponding enable bits:

Table 123 - Types of Interrupts Enabled by the UIE Instruction

Interrupt Type Element Decimal Value Corresponding Bit
Plug-In Module UPM4 8388608 bit 23
Plug-In Module UPM3 4194304 bit 22
Plug-In Module UPM2 2097152 bit 21
Plug-In Module UPM1 1048576 bit 20
Plug-In Module UPMO 524288 bit 19
STI - Selectable Timed Interrupt STI3 262144 bit 18
STI - Selectable Timed Interrupt STI2 131072 bit 17
STI - Selectable Timed Interrupt STI1 65536 bit 16
STI - Selectable Timed Interrupt STIO 32768 bit 15
Ell - Event Input Interrupt Event 7 16384 bit 14
Ell - Event Input Interrupt Event 6 8192 bit 13
Ell - Event Input Interrupt Event 5 4096 bit 12
Ell - Event Input Interrupt Event 4 2048 bit 11
HSC - High-Speed Counter HSC5 1024 bit 10
HSC - High-Speed Counter HSC4 512 bit 9
HSC - High-Speed Counter HSC3 256 bit 8
HSC - High-Speed Counter HSC2 128 bit 7
HSC - High-Speed Counter HSC1 64 bit 6
HSC - High-Speed Counter HSCO 32 bit 5
Ell - Event Input Interrupt Event 3 16 bit 4

Ell - Event Input Interrupt Event 2 8 bit 3

Ell - Event Input Interrupt Event 1 4 bit 2

Ell - Event Input Interrupt Event 0 2 bit 1

bit O (reserved)

To enable interrupts:

1. Select the interruptytiu want to enable.

2. Find the Decimal Valueifdgetrupt that you selected.
3. Add the Decimal Values ifcyed saidtiple types of interrupt.

4. Enter the sum into the UIE instruction.

For example, to enable Ell Event 1 and Ell Event 3:
Ell Event1 =4, Ell Event3=16

4 + 16 = 20 (enter this value)
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UIF - User Interrupt Flush

Use the UIF instruction to flush (remguetpemgiis from the system) selected user
interrupt§able 128khows the types of interrtiptheii corresponding flush bits:

Table 124 - Types of Interrupts Disabled by the UIF Instruction

Interrupt Type Element Decimal Value Corresponding Bit
Plug-In Module UPM4 8388608 bit 23
Plug-In Module UPM3 4194304 bit 22
Plug-In Module UPM2 2097152 bit 21
Plug-In Module UPM1 1048576 bit 20
Plug-In Module UPMO 524288 bit 19
STI - Selectable Timed Interrupt STI3 262144 bit 18
STI - Selectable Timed Interrupt STI2 131072 bit 17
STI - Selectable Timed Interrupt STI1 65536 bit 16
STI - Selectable Timed Interrupt STIO 32768 bit 15
Ell - Event Input Interrupt Event 7 16384 bit 14
Ell - Event Input Interrupt Event 6 8192 bit 13
Ell - Event Input Interrupt Event 5 4096 bit 12
Ell - Event Input Interrupt Event 4 2048 bit 11
HSC - High-Speed Counter HSC5 1024 bit 10
HSC - High-Speed Counter HSC4 512 bit 9
HSC - High-Speed Counter HSC3 256 bit 8
HSC - High-Speed Counter HSC2 128 bit 7
HSC - High-Speed Counter HSC1 64 bit 6
HSC - High-Speed Counter HSCO 32 bit 5
Ell - Event Input Interrupt Event 3 16 bit 4

Ell - Event Input Interrupt Event 2 8 bit 3

Ell - Event Input Interrupt Event 1 4 bit 2

Ell - Event Input Interrupt Event 0 2 bit 1
UFR - User Fault Routine Interrupt UFR 1 bit O (reserved)

To flush interrupts:
1. Select the interruatytlu want to flush.
2. Find the Decimal Valuzifdetrupt that you selected.
3. Add the Decimal Values ifced seiétiple types of interrupt.
4. Enter the sum into the UIF instruction.

For example, to disable EIll Event 1 and Ell Event 3:

Ell Event 1 =4, Ell Event 3 =16
4 + 16 = 20 (enter this value)
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UIC — User Interrupt Clear

uiC

Enable—

IRQType or ENO(Pin |D)

—— UIC (name or Pin IC

This C function clears the Interroptffdiotte selected User Interrupts.

Table 125 - Types of Interrupts Disabled by the UIC Instruction

Interrupt Type Element Decimal Value Corresponding Bit
Plug-In Module uPM4 8388608 bit 23
Plug-In Module UPM3 4194304 bit 22
Plug-In Module UPM2 2097152 bit 21
Plug-In Module UPM1 1048576 bit 20
Plug-In Module UPMO 524288 bit 19
STI - Selectable Timed Interrupt STI3 262144 bit 18
STI - Selectable Timed Interrupt STI2 131072 bit 17
STI - Selectable Timed Interrupt STI1 65536 bit 16
STI - Selectable Timed Interrupt STIO 32768 bit 15
Ell - Event Input Interrupt Event 7 16384 bit 14
Ell - Event Input Interrupt Event 6 8192 bit 13
Ell - Event Input Interrupt Event 5 4096 bit 12
Ell - Event Input Interrupt Event 4 2048 bit 11
HSC - High-Speed Counter HSC5 1024 bit 10
HSC - High-Speed Counter HSC4 512 bit 9
HSC - High-Speed Counter HSC3 256 bit 8
HSC - High-Speed Counter HSC2 128 bit 7
HSC - High-Speed Counter HSC1 64 bit 6
HSC - High-Speed Counter HSCO 32 bit 5
Ell - Event Input Interrupt Event 3 16 bit 4

Ell - Event Input Interrupt Event 2 8 bit 3

Ell - Event Input Interrupt Event 1 4 bit 2

Ell - Event Input Interrupt Event O 2 bit 1
UFR - User Fault Routine Interrupt UFR 1 bit O (reserved)

Using the Selectable Tineedigure the STI function from the Interrupt Configuration window.
Interrupt (STI) Function

310
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The Selectable Timed Interrupt (ST#) mexshadessm to solve time critical control

requirements. The STI is angdanism that allowsseantor solve control program
logic that is time sensitive.

Example of where you would use the STI are:

« PID type applications, where acatugabe performed at a specific time
interval.

* A block of logic that meiscanned more often.

How an STl is used isyyhicah by the demands/requgeidithe application. It
operates using the following sequence:

1. Select atime interval.

2. When avalid interval is set and phep8ily isonfigured, the controller monitors
the STI value.

3. When the time period has elapsedylttéscoormal aipen is interrupted.
4. The controller then goaltegic in the STI POU.
5. When the STI POU igemhrttpdecontroller returns to where it was before the

interrupt and continues normal operation.

Selectable Time Interruptnis section covers the configuratiatuamianagement of the STI function.
(STI) Function _ _ _
Configuration and StatussT! Function Configuration

STI Program POU

This is the name of the Program OrgamitdBaia) which istedemmediately when
this STI Interrupt occurs. You can chosgeagmgmmed POU from the dropdown list.

STI Auto Start (STI0.AS)

Sub-element Description Data Format User Program Access
AS - Auto Start Binary (bit) Read-only

The AS (Auto Start) is a control bit thaicenthe csntrol progrhmauto start bit is
configured with the programming devies asdpstdrof the user program. The auto
start bit automatically sets the STidnmpetdHEnable (STI0.Enabled) bit when the
controller enters any executing mode.

STI Set Point Milliseconds Between Interrupts (STI0.SP)

Sub-element Description Data Format Range User Program| Access
SP - Set Point Msec Word (INT) 0.].65,535 Read/write

When the controller transitions to anmexaleytihg set pointlisenonds (SP) value is
loaded into the STI. If the STI isd@uiigestly, and enabled, the POU in the STI
configuration is executed at this interval. You can change the value from the contr
by using the STIS instruction.

The minimum value cannot be less than the time required to scan the STI
the Interrupt Latency.
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Using the Event Input
Interrupt (EIl) Function

STI Function Status Information

You can monitor the STI Function starrsibitisesltiser Program, or in the Connected
Components Workbench software, in Debug mode.

STI User Interrupt Executing (STI0.EX)

Sub-element Description Data Format User Program Access
EX - User Interrupt Executing Binary (bit) Read-only

The User Interrupt Executing (EX) @hevsetéhSTI mechaoispletes timing and
the controller is scanning the STI POU. The EX bit is cleared when the controller
processing the STI subroutine.

The STI EX bit can be used in the control program as conditional logic to detect if
interrupt is executing.

STI User Interrupt Enable (STI0.Enabled)

Sub-element Description Data Format User Program Access
Enabled - User Interrupt Enable  Binary (bit) Read-only

The User Interrupt Enable bit isnaseakt¢oSTI enable or disable status.

STI User Interrupt Lost (STIO.LS)

Sub-element Description Data Format User Program Access
LS - User Interrupt Lost Binary (bit) Read/write

The LS is a status flag that indicates an interrupt was lost. The controller can proc
and maintain up to 1 pesdirigterrupt conditions before it sets the lost bit.

The controller sets this bit. It is up toolhE@gram to use, track, the lost condition if
necessary.

STI User Interrupt Pending (STI0.PE)

Sub-element Description | Data Format User Program Access
PE - User Interrupt Pendin¢ Binary (lit) Read-only

The PE is a status flag that representptds peeding. Thisisthit can be monitored

or used for logic purposes in the control program if you must determine when a su
cannot execute immediately.

The controller set this bit and clearstimsabitally. The comtoalle process 1 active

and maintain up to 1 pesdirigterrupt conditions before it sets the lost bit.

The Event Input IntertDps @feature that allows you to scan a specific R@it) when al
condition is detedterh a field device.

EIlI0 is used in this document to define how EIl works.

Configure Ell Input Edge fEEmbded 1/0 configuration window.
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Configure the Ell from the Interrupt Configuration window.

Event Input Interrupt (EIEII Function Configuration

Function Configuration and , _ S
Status The Event Input Interrupt Functiofolewitigerelated configuration parameters.

Ell Program POU

This is the name of the Program OrglimizdBa1d) which istegémmediately when
this Ell Interrupt occurs. You can clpoegg@mammed POU from the dropdown list.

Ell Auto Start (EII0.AS)

Sub-element Description Data Format User Program Access
AS - Auto Start Binary (bit) Read-only

Auto Start (AS) is a control bit that can thee weedrol program. The auto start bit is
configured with the programming deviesl asdpstadrof the user program. The auto
start bit automatically ses/drd User Interrupt Enattheithe controller enters any
executing mode.

Ell Input Select (EIIO.IS)

Sub-element Description Data Format User Program Access
IS - Input Select Word (INT) Read-only

The Input Select (IS) parsmetat to configure each Ell to a specific input on the
controller. Valid inputs are 0...N, whege 16 joethe maximum input ID, whichever is
smaller.

You can only configure this parametgrraijfathming device. The parameter cannot f
changed from the control program.
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Ell Function Status Information

You can monitor the EIll Function stateisibiteeithser Program, or in the Connected
Components Workbench software, in Debug mode.

Ell User Interrupt Executing (EI0.EX)

Sub-element Description Data Format User Program Access
EX - User Interrupt Executing Binary (bit) Read-only

The User Interrupt Executing (EX) heveetidEIl mechanism detects a valid inpu
and the controller is scanning theThd BIDbiechanism theaEsX bit when the
controller completes its pioged the Ell subroutine.

You can use the Ell EX bit in the control program as conditional logic to detect if a
interrupt is executing.

Ell User Interible (EI10.Enabled)

Sub-element Description Data Format User Program Access
Enabled - User Interrupt Enable  Binary (bit) Read-only

The Enabled (User Interrupt EnalsiafeiitiediEll enable or disable status.

Ell User Interrupt Lost (EIIO.LS)

Sub-element Description Data Format User Program Access
LS - User Interrupt Lost Binary (bit) Read/write

User Interrupt Lost (LS) is a statts@pgeents an interrupt has been lost. The
controller can process 1 active and maihiaémdipdouser intesomglitions before it
sets the lost bit.

The controller sets the bit. It is up to the control program to use or track, the lost ¢
necessary.

Ell User Interrupt Pending (EIIO0.PE)

Sub-element Description | Data Format User Program Access
PE - User Interrupt Pendin¢ Binary (lit) Read-only

User Interrupt Pending (PE) is a statugfleesémts an interrupt is pending. You can
monitor the status bit or use it for logic purposes in the control program if you must
when a subroutine cannot execute immediately.

The controller automatically sets and luitediisettoentroller can process 1 active and
maintain up to 1 pendinqtesrupt conditiongddfeets the lost bit.
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Troubleshooting

Status Indicators on the wicro830 controllers

Co ntrOI Ier 10/16-point Controllers 24-point Controllers 48-point Controllers
FEDDDD TEDDD |Doooooooon
1— oooo — | oooooooooo
|| 00000 l*ngDD 1 7 |B36E5a8s
22—+ 1 |
3—+1
_—— PR 2=
3——a
5 — ] 4— 1 4 —+]
—— — =
*r Joo :DDDDD |Doooooooon
LEDD 7—[DDDD 77[7DDDDDDDDDD
oo

Micro850 Controllers

24-point Controllers 48-point Controllers

|boog Ffmmmmmmmmmm

1 oooo 1— | 00O0o0O0oOoOooog
EEDD Limmmmmmmm
» 8 Ir

e §—rep

> 22—+

= 3|

—— 4|0

44—

5—1 5—1

66— 66—
[Dooo 77F7DDDDDDDDDD

— oooo | | ooooooogog
0o

Micro870 Controllers

24-point Controllers

oood
oo

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 315



Appendix D

316

Troubleshooting

Status Indicator Description

Description State Indicates
Off Input is not energized
1 Input status - - -
On Input is energized (terminal status)
Off No input power, or power error condition
2 Power status
Green Power on
Off Not executing the user program
3 Run status Green Executing the user program in run mode
Flashing green Memory backup/restore in progress
Off No fault detected
4 Fault status Red Nonrecoverable fault that requires a power cycle
Flashing Red Recoverable fault
Off No force conditions are active.
5 Force status — -
Amber Force conditions are active.
Off No traffic for RS-232/RS-485
6 |Serial communications Traffic through RS-232/RS-485
status Green The indicator only blinks when transmitting data. It does
not blink when receiving data.
Off Output is not energized
7 Output status - - -
On Output is energized (logic status)
Steady Off No power
Flashing Green Standby

Steady Green

Device operational

Flashing Red

Minor faultdndrmorjor recoverable faults)

8 Module status Steady Red

Major fault (nonrecoverable fault)

Flashing Green g

A

Self-test
e device is performing power on self test (POST). Duri
ST, the network status indicator alternates flashing

Red green and red. The dwhtlmnself-test depends on
the size of the project in the controller.
Not powered, no IP address.
Steady Off The device is powered off, or is powered on but with no |

address.

Flashing Green

No connections
An IP address is configured, but no Ethernet application
connected.

Steady Green

Connected
At least one EtherNet/IP session is established.

Flashing Red

Connection timeout (not implemented).

9 Network status

Steady Red

Duplicate IP

The device has detected that its IP address is being usec
by another device in the khefisrstatus is applicable

only if the device's diglRaddress detection (ACD)
feature is enabled.

Flashing Green 4
Red

Self-test
e device is performing power on self test (POST). Duri
ST, the network status indicator alternates flashing
green and red. The dwhtlenself-test depends on
the size of the project in the controller.

Normal Operation

The POWER and RUN indicators are @amdftofoisactive, the FORCE indicator turn
on and remains on until all forces are removed.
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Appendix D Troubleshooting

This section lists possitgecodes for your contmotleecommended actions for
recovery. Information about the fault isasimuéidag, which can be accessed from the
Diagnostics page in the Connected Components Workbench software. The fault Ic
brief information aboutshéalat, and dietd information about the last 10
nonrecoverable faults that occurred.

If an error persists aftéorpang the recommended action, contact your local Rockwe
Automation technical suppoesentative. For contact informatiok.agdsupport

Fault Types

There are two basic tyfedtsfthat can occur:
* Recoverable — A recoverable fault can be cleared without having to power cy

controller. The fau
* Nonrecoverable —

It LED flashes red when a recoverable fault occurs.
A nonrecoverable fault requires the controller to be power

before clearing the fault. After the controller has been power cycled or reset,

fault log in the Dia

gnostic pagearfrtbeted Components Workbench software,

then clear the fault. The fault LEY redteien a nonrecoverable fault occurs.
Table 126 - List of Error Codes for Micro800 Controllers

Error Code| Fault Type Description Recommended Action
The controller was _urgdseélp:jectedI)]/c r_elaset due tg a noisy
environment or anriatdrardware failure. Pe one. of the following:
If the system variable _SYSVA_USER_DATA | .
0xF000 Recoverablethe cor?/troller is able to recover the user progr'él%e @_ﬁVe Actions for Recoveratile pagésSs22
user data is cleared. If not, the Micro800 contfoltdteck Wiring to eliminate any noise.
program is cleared.
The controller program has been cleared. Thjs happened
because:
» A power-down occurragdyguwogram downloagRerform one of the following:
OxF001 Recoverable data transfer from the memory module. » Se€orrective Actions for Recoveralia pagis22
 The cable was removed from the controller euFia@sfer the program using the memory module restore utility.
program download.
¢ The RAM integrity test failed.
The controller hardware watchdog was activated. The
controller hardware watchdog timeout happeps if the
program scan is more than 3 seconds.
0xF002 Nonrecoverdbbhe system variable _SYSVA_USER_DATA Se@®Frisctige Actions for Nonrecoverablegemdt322
the controller is able to recover the user program but the
user data is cleared. If not, the Micro800 controller
program is cleared.
Perform one of the following:
One of the following occurred: * Remove the memory module and plug it in again.
* The memory module hardware faulted. ¢ Obtain a new memory module.
0xF003 Recoverablge The memory module connection faulted. |+ Se&orrective Actions for Recoveraliia Fagi#s$22

Micro800 controller’s firmware revision.

* The memory module was incompatible withstiépgrade the Micro800 controllexts fievision to be compatible with

the memory module. For information on firmware revision compatibili
go ta@ok.auto/pcdc

LA failure occurred dtivengnemory module data|

Perform one of the following:
e Se€orrective Actions for Recoveralip fagiés822

0xF004 Recoverabk,tralnsfer » Attempt the data transfer again. If the error persists, replace the men
) module.
« For Embedded RTC failure, restart the controller.
The user program failed an integrity check ww}ﬁer g one_of the _following:
0xF005 Recoverable,vncro800 controller was in Run mode. Vs orrective Actions for Recoveralin pagis322
¢ Check wiring.
_ . . P%ge one of the following:
0xF006 RecoverabIeThe user program 1S incompatible with the Migr 8£2rrective Actions for Recoveralia pagis822
controller’s firmware revision. . .
« Contact your local Rockwell dnitectatical support representative.
L . erform one of the following:
0xF010 Recoverabl The user program contamstian/function block ﬁ:]gteé:orrective Actions for Recoveralin pagis322

fis not supported by the Micro800 controller.

« Contact your local Rockwell dwtectatical support representative.
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Table 126 - List of Error Codes for Micro800 Controllers (Continued)

Error Code| Fault Type Description Recommended Action
» Se€orrective Actions for Recoveralia pagis322
0xF014 Recoverablg A methabgynmemory eoccurred. « Reprogram the memory module. If the error persists, replace the mel
module.
Perform one of the following:
0xF015 Nonrecoverable Arctedesqfavare error occurred. » Se€orrective Actions for Nonrecoverabtegendt322
¢ Check wiring.
Perform one of the following:
0xF016 Nonrecovefable Anteddygydavare error occurred. « Se€orrective Actions for Nonrecoverabtegedtd322
¢ Check wiring.
An unexpected softwamececurred due to an
unexpected hardware interrupt. Pe one. of the following:
f the system variable _SYSVA_USER_DATA % ﬁg ; | el
0xF017 Nonrecove %lt?lacontroller is able to recover the user progia ) SﬁVe Actions for Nonrecoverabite t322
user data is cleared. If not, the Micro800 contfoltdteCK WIrng.
program is cleared.
An unexpected software error occurred due to SPI
communication failure. P
¢ Pe one, of the following:
e system variable _SYSVA_USER_DATA | | ;
0xF018 Nonrecoven%,magcomrol|er is able t0 recover the usér progia %gkﬁgﬁve Actions for Nonrecoverabtegemdt322
user data is cleared. If not, the Micro800 contfoltgfeCK Wirng.
program is cleared.
0xF019 Nonrecovel| Pg@,‘ﬁﬁgﬁ ?g;t(\)/\aa;g% ?Srgcareoccurred due Dﬁ@&fg?lré(c?l(/e Actions for Nonrecoverabtegemdt322
The controller was unexpectedly reset during Run Mode
Change (RMC) due to a noisy environment or an internal
hardware failure.
OxFO1A Recoverabldf the system variable _SYSVA_USER_DATA Se@3Friecige Actions for Recoveraliip pagi822
the controller is able to recover the user program but the
user data is cleared. If not, the Micro800 controller
program is cleared.
| The base hardware is faulted or is incompati i . .
0xF020 RecoverabILMi cro800 controller's firmware revision. @e&g}ﬁg@tlve Actions for Recoveraliin pagis822
0xF021 Recoverabl The l/O configuration in the user program is i@@@o?lrective Actions for Recoveraliip pagis822
foes not exist in the Micro800 controller.
The user program in the memory module is h%erfqé%w e of the following:
0xF022 Recoverabl Bwith the Micro800 controller's firmware revisi )'ngg tive Actions for Recoveraliip pagis322
* Replace the memory module.
The controller program has been cleared. Thjs happened
because: Perform one of the following:
X onrecover power down occurred during program dopw! amective Actions for Nonrecovera
0xF023 N 3.00:) d dd downB=8 tive Act for N btefemdt’322
transfer from the memory module. « Download or transfer the program.
« The Flash Integrity Test failed (Micro810 only).
Power down information in persistent memory may not be
0XF030 written properly due to a noisy environment or an internal
OXFO31 hardware failure.

Recoverable

If the system variable _SYSVA_USER_DATA

Se@rrisctige Actions for Recoveralie pagis322

8);:;8% the controller is able to recover the user program but the
user data is cleared. If not, the Micro800 conroller
program is cleared.
0xF050 Recoverable{[!?%@mbedded O configuration in the user P& tive Actions for Recoveralia pagis322
There is a general configuration error, which|is detected )
in the motion configuratibistdownloaded fron| fiesform the following:
0xF100 RecoverablgConnected Components Workbench softwargs ste£asective Actions for Recoveralia pag#sS22
number of axes, or motion execution interval\bedgrect the axes configuration in the user program.
configured out of range.
here i " iaanissch as Moti [)l? orm the following:
0xF110 Recoverablg €€ IS MOLon resouraagn as Motion_Li"Saeorrective Actions for Recoveratda pagis22
ariable not defined. - =
« Correct the axes configuration in the user program.
Motion configuration for axis z cannot be supigtéaimythe following:
OxE16) Recoverable this controller model, or the axis confi.gurati_o *h8s&amective Actions for Recoveralia pagi322
X resource conflict with sdreerabtion axis, which lRemove all axes and reconfigusgitimdtieryuidance from the User
been configured earlier. Manual.
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Table 126 - List of Error Codes for Micro800 Controllers (Continued)

Error Code| Fault Type Description Recommended Action
There is a motion engine logic error (firmware logic issue
OxF162 Recoverable |OF memory crash) for one axis that is deteCte$§a¥'§gggﬁve Actions for Recoveraliin pagis822

motion engine cyclic operation. One possible
be motion engine data/memory crash.

0xF210

Recoverabl

e

The expansion I/O terminator is missing

Perform the following:

1. Power off the controller.

2. Attach the expansion I/O termihattastrexpansion I/O module on
" the system.

3. Power on the controller.

4. Se€orrective Actions for Recoveralia pagis322

0xF230

Recoverablg

. The maximum number abexpHO modules has
rexceeded.

Perform the following:

. Power off the controller.

eck that the number of eXf@amsadules is not more than four.
3. Power on the controller.
4. Se€aorrective Actions for Recoveralin fagis22

D.

0xF250

Recoverablé

| There is a nonrecoverable error and the expg
'modules could not be detected.

l%%i&fb‘/rgctive Actions for Recoveralin pag#s322

OxF262

Recoverable

An expansion I/O master fault is detected

on thersystiem AcBers for Recoveralia pagis22

oxF212

Recoverable

the expansion I/O module.

A nonrecoverable comnmamfeatt has occurred o

Perform one of the following:
Iseeorrective Actions for Recoveralie pagés322
* Replace the slot number z module.

OxF282

Recoverable

Expansion I/O communication rate error.

Perform one of the following:
» Se€orrective Actions for Recoveralia pagis322
* Replace the slot number z module.

OxF2&

Recoverable

A module faultteddmtemur expansion I/O

Perform one of the following:
no8el€orrective Actions for Recoveralilp pagé322
* Replace the slot number z module.

OxF2A2

Recoverable

Expansion I/O power failure

Perform one of the following:
* Se€orrective Actions for Recoveralia pagis322
* Replace the slot number z module.

OxF282

Recoverable

Expansion I/O configuration fault.

Perform one of the following:

* Se&aorrective Actions for Recoveralip pagis322

» Correct the expansion 10 mdidyleation in the user program to
match that of the adtaedware configuration.

* Check the expansion 1/O module operation and condition.

* Replace the expansion I/O module.

0xF300

Recoverablg

. The memory module is present but memory
empty and restore operation is requested.

Perform the following:
Oﬁ %orrective Actions for Recoveralile pagé322
&ckthat there is a valid project in the memory module.
. DO\(/jvnlload a user program arcdaskup function to the memory
module.

.
M

0xF301

Recoverabl

. The memory module’s project is not compati
rcontroller.

Perform one of the following:

» Se&aoarrective Actions for Recoveralip pagis322

Dle@hidtkhat there is a user program with a controller that has the corr
controller catalog configured.

» Download a user program aedaskup function to the memory
module.

0xF302

Recoverablg

The password is mismatched between memg
sand controller. This fault does not apply to M
controller firmware revision 10 and later.

Perform one of the following:

» Se&aoarrective Actions for Recoveralip pagis322

Fy%?gﬁbéﬂjat the user program in the memory module has the correct

<"Bownload a user program with a password and use the backup funct
the memory module.

« Use the Connected Componbetxcisdftware to enter the correct
password into the controller and perform the restore operation again.

0xF303

Recoverablg

. The memory module is not present and restq
is requested.

r@h%?{ﬁjii&qhe memory module is present.

OxFOAY

Recoverable

The plug-in I/O module experienced an error
operation.

gerform the following:
YUEREcK the condition and operation of the plug-in /0O module.
« Se€orrective Actions for Recoveralia pagis22
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Table 126 - List of Error Codes for Micro800 Controllers (Continued)

Error Code| Fault Type Description Recommended Action
Perform one of the following:
» Se€orrective Actions for Recoveralile pagé#s822
OXFOED Recoverable The plug-in I/O moduleucatifig does not matcheti@orrect the plug-in 1/0 module configuration in the user program to m

actual 1/0 configuration detected.

that of the actual hardware configuration.
» Check the condition and operation of the plug-in I/O module.
* Replace the plug-in I/O module.

OxFOi®

Recoverable

When power was applied to the plug-in 1/0 m
plug-in I/O module was removed, a hardware
occurred.

Perform the following:

1. Se€arrective Actions for Recoveraldr pagi#s822

%d e e plug-in I/O module configuration in the user program.
. Build and download the pragga@oosected Components Workbench
software.

4. Put the Micro800 controller into Run mode.

OxFoi®

Recoverable

The plug-in I/O moduleucatifig does not matc
actual 1/0 configuration detected.

Perform the following:
1. Se@orrective Actions for Recoveralie fagé#322
2th@orrect the plug-in 1/O module configuration in the user program.

3. Build and download the pragga@onosected Components Workbench
software.

4, Put the Micro800 controller into Run mode.

0xF830

Recoverabl

h

¢ An erreddacting Ell configuration.

Perform the following:

» Se€orrective Actions for Recoveralile pagé#s822

» Review and change the Ellatimmfiguthe Micro800 controller
properties.

0xF840

Recoverabl

D

¢ An error occurred in the HSC configura

Perform the following:
Iﬁeé:orrective Actions for Recoveralile pagés322

eview and change the Ellatmmfiguthe Micro800 controller
properties.

0

0xF850

Recoverabl

D

¢ An error occurred in the STI configurati

Perform the following:
o Se&aoarrective Actions for Recoveralip pagis322
* 'Review and change the Ellatmmfiguthe Micro800 controller

properties.

0xF860

Recoverabl

A data overflow occurred.

LA data overflow error is generated when the
rstructured text, or fandtiock diagram executia
encounters a divide-by-zero.

(

Perform the following:

1. Se@orrective Actions for Recoveralie fagé#s822

2d@mnrect the program to verify that there is no data overflow.

8. Build and download the praggatoneected Components Workbench
software.

4. Put the Micro800 controller into Run mode.

O0xF870

Recoverabl

D

An indsx wddrout of data space.

Perform the following:

1. Se@€orrective Actions for Recoveralile pagé822

2. Correct the program to verify that there is no index used to access al
array element beyond the array boundaries.

3. Build and download the pragga@onsected Components Workbench
software.

4. Put the Micro800 controller into Run mode.

0xF0878

Recoverab

KN index used to access a bit is beyond the
he data type it is used on.

Perform the following:

1. Se@€orrective Actions for Recoveralile pagé822

&%ﬁ% ﬁt}a program to verify that there is no index used to access a
the boundafid®e data type.

3. Build and download the pragga@onosected Components Workbench
software.

4, Put the Micro800 controller into Run mode.

0xF880

Recoverabl

D

¢ Aotarsion error occurred.

Perform the following:

1. Se@orrective Actions for Recoveralie fagés822

2. Correct the program to verify that there is no data conversion error.

3. Build and download the praggefonsected Components Workbench
software.

4. Put the Micro800 controller into Run mode.

O0xF888

Recoverabils

The call stack of the controller cannot suppo
essequence of calls to dumiokdcks in the current
project. Too many blocks are within another |

tPt rform the following:

. &orrective Actions for Recoveralida pagd322

)TOQpange the project to reduce the quantity of lolaltdd Wwétmn a
ock.

0xF898

Recoverabl

eAn error occurred in the user interrupt config
the plug-in I/O module.

Perform the following:

rafeforective Actions for Recoveralia pag322

« Correct the user interrupt coigfigfimathe plug-in 1/0 module in the
user program to match thetauftttal hardware configuration.

320
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Table 126 - List of Error Codes for Micro800 Controllers (Continued)

Error Code| Fault Type Description Recommended Action
Perform étfollowing:
1. Se@orrective Actions for Recoveralie fagi#s822
X : ; 2. Correct the program to verify that there are no invalid parameters.
OXFBAQ Recoverablp The TOW parameters are invalid. 3. Build and download the pragge@onsected Components Workbench
software.
4. Put the Micro800 controller into Run mode.
Perform the following:
1. Se€arrective Actions for Recoveralir pagi#s822
. : 2. Correct the program to verify that there are no invalid parameters.
OxF8AL Recoverable Tha@eters are invalid. 3. Build and download the pragga@onsected Components Workbench
software.
4. Put the Micro800 controller into Run mode.
| Major fault on the controller when Class 1 cofibetiaminie which Ethernet modtaeltes @nnection and correct the
OxFBA3 Recoverabl 'the controller fails while in Run mode. fault condition.
OxFE60 Recoverabl %leltjgl(()r(]j%\,\ilg (r)r;(%j&;cf)ault on the controller. Th %&qggﬂve Actions for Recoveralin pagis822
OXFE# Recoverable A user-created fault from the Connected Comgg&%ﬁ%ctive Actions for Recoveraliin pag#s322

Workbench software has occurred.

0xDOOF

Recoverabl

A particular hardware type (for example, emk
avas selected in the user program configurati
not match the actual hardware base.

edded 1/0O)
DBelomi@ttive Actions for Recoveralia pagis22

0xDO011

Recoverab|

he program scan time eddbedvatchdog time
alue.

Perform the following:

» Se€aoarrective Actions for Recoveralip pagis322

« Determine if the program is caught in a loop and correct the problem.

Fault may occur if your Structupedgfart contains a For loop with the

upper limit set to the maximuof #adueariable. For example, the

variable is a USINT and the litoi85eir the variable is a UINT and

the limit is set to 65535.

%8 correct the fault, perform the following:
. borrect the program to verify that the upper limit is not reached. One
method is to use a dateitype larger maximum value.

2. Build and download the pragga@onsected Components Workbench
software.

3. Put the Micro800 controller into Run mode.

If your program is designed tet¢mvéirme of longer than 3 seconds, in

the user program, increase thegviiebdut value that is set in the

system variable _SYSVA_TCY¥&Bilhdnt download the program

using Connected Components Workbench software.

z indicates the logic axis ID. (0...3)
z indicates the slot number of the expansion I/O. If z=Ontrercdmsiadbeiidentified.

z is the slot number of the plug-in module. If z = 0, then the slot number cannot be identified.

zz indicates the last byte of the program number.MOnibgnegmto OxFF can be displayed. For prograbnto@OxBers-0ar0y the last byte is displayed.)

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

321



Appendix D Troubleshooting

Retrieve a Fault Log

Corrective Action for Recoverable and Nonrecoverable Faults

Corrective Actions for Recoverable Faults

Perform the following:
1. Optionally save the fault logfiecte@ Components Workbench software.
2. Clear the recoverable fault usiop@umponents Workbench software.
3. If the problem persists, contact techoitaligutige fault log.

Corrective Actions for Nonrecoverable Faults

Perform the following:
1. Cycle power to your Micro800 controller.

2. The controller goes to recoverabliofaally €qve the fault log from Connected
Components Workbench software.

3. Clear the recoverable fault usntge€@omponents Workbench software.

4. If the program is lost, build and download your program using Connected Cc
Workbench software.

5. If the problem persist#act technical suppith the fault log.

You can retrieve a fault log for your bpnisalig the Connected Components Workber
software, version 9 or later.

Perform the following:
1. Launch the Connecteah€ntapVorkbench software.
2. Connect to your Micro800 controller.
3. In Project Organizer, right-click the Micro800 controller.

4. Select Diagnose > Fault.
The Fault Diagnostics tab displays.

Select Get Fault Log.
Save the fault log (.txt) file.

oo

Retrieve a Core Dump Offla major nonrecoverable fault occurs, you can retrieve a core dump of the contro

Major Fault

322

submit this file to Rockwell Autoriatiupipert for help in troubleshooting and
debugging. The size of the core dump is limited to 8 KB.

This feature is available for controllers with firmware revision 22.011 or later. You |
use Connected Components Wsokbamelversion 22.00 or later.

After a major fault occurs and you haeveydedhe controller, perform the following:
1. Launch the Connectesh€otapVorkbench software.
2. Connect to your Micro800 controller.
3. In Project Organizer, right-click the Micro800 controller.

4. Select Diagnose > Fault.
The Fault Diagnostics tab displays.

Select Core Dump Upload.
Save the core dump (.bin) file.

oo

IMPORTANUpdating your controller firmware revision clears the core dump.
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se the following error recovery mogelitdibghose software and hardware problem

Controller Error Recove he followi Litdiik ftw d hard bl

Model in the micro controller. The model prorvidasjoestions that you might ask to help
troubleshoot your system. See the redqgragesndéhin the model for further help.

Controller Error Recovery Model

Is the
Power LED
on?

No
Check the wiring.

Check the Fault LED.
Flashing red = Recoverable
Steady red = Nonrecoverablg

Is fault recoverable? Power cycle the controller.

Diagnose fault in Connected Components
Workbench software and s@&fmage
probable cause and recommended aftion.

:

Clear the fault.

:

Correct the condition
causing the fault.

:

Test and verify
system operation. <
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Ethernet Diagnostics In Connected Components Workbench software, when the project in online, you c
status of the embeddedhé&itiperts on the controller.

To see the Communication Diagnostic window, do the following.
1. Access the controller configuration.
2. Select Diagnose angéhect Communication.
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General Diagnostic Information

In the Communication Diagnostic window, change Communications to Ethernet, a
Protocols to General.
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Table 127 - General Diagnostic Pdfameters

Parameters

| Description

Interface Counters

Unicast Packets (Outbound)

The ooioastr pdckets sent from the interface

Nonunicast Packets (Inbound)

The nomirécasft packets received on the interface

Nonunicast Packets (Outbound)

The number of nonunicast packets transmitted on the interfa

Media Counters

SQE Test Errors |

The numbelaof §@Edest error message was generated

IP Statistics

IP Total Packets Sent

Total nuPhpackéts successfully transmitted

IP Total Packets Received

Total number of IP packets successfully received

IP Total Bytes Sent

Total nuilisted successfully transmitted

IP Total Bytes Received

Total number of IP bytes successfully received

IP Sent Packets Dropped

Total number of IP packets dropped at sent

IP Received Packets Dropped

Tertalf fBmbckets dropped at received

IP Total Fragments Sent

Total number of IP fragments sent

IP Total Fragments Received

Total number of IP fragments received

IP Received Checksum Error

Total ifupduiets received with checksum errors

IP Invalid Packets

Total number of invalid IP packets

TCP Statistics

TCP Packets Sent

Total number of TCP packets sent

TCP Packets Received

Totalafuraty packets received

TCP Bytes Sent

Total number of TCP bytes sent

TCP Bytes Received

Total number of TCP bytes received

TCP Connections Dropped

Total number of TCP connections dropped

TCP Received Packets Dropped

Total number of TCP packets dropped

TCP Connections

Total number of TCP connections

TCP Disconnections

Total number of TCP disconnections

TCP Checksum Error

Total number of TCP packets with checksum errors

TCP Invalid Packets

Trotaémaf invalid TCP packets

TCP Retransmit Packets

Totalafural? packets retransmitted

UDP Statistics

UDP Packets Sent

Total number of UDP packets sent

UDP Packets Received

TatalafwilP packets received

UDP Bytes Sent

Total number of UDP bytes sent

UDP Bytes Received

Total number of UDP bytes received

UDP Received Packets Dropped

diotdlWDeceived packets dropped

UDP Checksum Error

Total number of UDP packets with checksum errors

UDP Invalid Packets

Total number of invalid UDP packets

(1) These parameters are only atfafiableare revision 21.011 or later.
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EtherNet/IP Overview Diagnostic Information

In the Communication Diagnostic window, change Communications to Ethernet, a
Protocols to EtherNet/IP Overview. Thisrigaawalable with firmware revision 21.011
or later.

Table 128 - EtherNet/IP Overview Diagnostic Parameters

Parameters | Description

TCP Connections

Active TCP Connections Current nuimbaiGR aonnections for EtherNet/IP messaging
Max TCP Connections Maximum TCPticanasxsapported for EtherNet/IP messaging
Unconnected

Sent Packets Per Second l;léjcngggr of EtherNet/IP unconnessigdsifpackets) sent in the last
Received Packets Per Second gtsj?ws%ecrocr)]detherNetllP unconressiages (packets) received in the
Total Packets Sent Cumulative nungrbleti Eunconnected messages (packets) sent
Total Packets Received E:e%rgis?élve number of EtherNettiRected messages (packets)
Connected

Sent Packets Per Second E;Crgggr of EtherNet/IP connected messages (packets) sent in the la
Received Packets Per Second l;léjcngﬁgr of EtherNet/IP connected messages (packets) received in th
Total Packets Sent Cumulative nungrblieti Etonnected messages (packets) sent
Total Packets Received %l:rgisg\élve number of EtherNet/IP connected messages (packets)
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Troubleshooting

Table 128 - EtherNet/IP Overview Diagnostic Parameters (Continued)

Parameters

| Description

I/0 Packets Per Second

/O Rekets Per Second Send (/mggr of Class1 EtherNet/IP packets the system transmitted in the

I/0 Packets Per Second Receuaimber of Class1 EtherNet/IRh@askstism received in the last

(Actual)

second.

/O Packets Per Second Total (A%t[gﬁlergumber of Class1 EtherNet/IP packets the system transmitted/

d in the last second.

I/O Packets Per Second Reje

(Actual)

tddmber of Class1 EtherNet/IRheaskstsm rejected in the last
isecond.

I/0 Packets Counts

I/0 Packets Sent

Cumulative numbeftbeetdP packets the system transmitted.

I/0 Packets Received

Cumulative number of Class1 EtherNet/IP packets the system

I/O Packets Rejected

Cumulative number of ClagdétfHthpackets the system rejected.
These packets were messages received and then rejected because
connection was closed or therelwaicatelticast address.

I/0O Packets Missed

Cumulative number of Class1 EtherNet/IP packets that were not rece
in order.

Each UDP packet has a sequéecand if a packet is missing
(corrupted or dropped), the system recognizes this void upon receipt
the next packet received. Misged ioarements by the number of
packets missed.

I/O Packets Total

Cumulative number of Class1 EtherNet/IP packets the system
transmitted/received.

The total is the sum of all paaketsrénsent, received, inhibited, and
rejected.

Application Connections

Type

Defines the class of the aomméetms of Classl or Class3.

Status

Defines the current state ohtteeton in terms of Active and
Inactive.

UpTime

Elapsed time for the oprihattias been maintained.

Serial Number

Unique identifier for each connection.

O->T Packet Size

Size of otigitsatmt packet data in bytes.

T->0 Packets Size

Size of migetator packet data in bytes.

Missed Packet Rx

Number of paeketsisead by that particular connection.
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System Diagnostic Information

In the Communication Diagnostic window, change Communications to System to
Connection and Implicit messaging |/@esyktemdstics infdanaT his feature is
only available with firmware revision 21.011 or later.

Table 129 - System Diagnostic Parameters

Parameters | Description
CIP connection Statistics
Active Total Sum of CIP Explicit messaging and 1/O connections in use.

Total number of CIP ExplicB {€llessage Router) messaging

Active Messaging connections in use.

Active 10 Total number of @iplitiD-(Class1) connections in use.
Maximum CIP Connections Maximum noorberatioGtRthat are supported by the system.
Connections Timeout Number of connections that become nonexistent due to time ou

I/0O Resource Utilization

Actual communication utilizationlthethaivis currently in used the
by /O resource.

/O Comms Utilization (Theoret-{rf% c;gtrlgg(ljﬁs(gmumcatlon utilization bandwidth that should be used

I/O Comms Utilization (Actual)

/O Rate (Actual) ﬁggi)fgnﬁ)r?gs (Packets Per Second) at which I/O communication is
/O Rate (Theoretical) E]'Qre)gtra%tical PPS (Packets PeaBebaid)O communication should

The 1/0 Comms Utilization values help you check the resources that are used by t
Implicit messaging feature in the Micrd&90IEtmerapplicatioserves packet drops

or missed packets in the Ethernet dittgaastias, helps tagemn understanding if

the utilization is close ttO0#. We recommend keepilizatitnutalue less than 60%

to have enough resources in the copanddemt@lass 3 messaging, interrupts, and
program execution. The easiest way toutiizat®thealue intoease the RPI of the
devices configured under Ethernet-Modules.
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Controller Diagnostic Information

The Controller Diagnostic page helps provide an overview of the information abou
controller. This page indetdéls on the controlletyd@ntject and memory module
startup configuration, memory settimdier egtime, and communication utilization.

Table 130 - Controller Diagnostic Pafdmeters

Parameters | Description
Controller Information

Communication Utilization Communication buffer space nttlizdti® currently used by the
system.
CPU Up Time Time that the sys®EnTeslast power-up or reset.

(1) These parameters are only atfafiableare revision 21.011 or later.

Calling Rockwell If you need to contact Rockwell Autoroatidistoiblator for asaist, it is helpful to

Automation for Assistan@é‘ai” the following (before calling):
» Controller type, series letter, leftésjcaand firmware (FRN) number of the

controller.
+ Controller indicator status.
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PID Function Blocks

Appendi>E

The PID function block has parametemilanmtm@& SiLogix 500 and is recommended fc
users who are already favittigrogramming ingi3a8). The IPIDCONTROLLER
function block has the advantage of supporting autotune.

Table 131 - Comparison Between IPIDCONTROLLER and PID

IPIDCONTROLLER | PID | Description

Common parameters

Process PV Process Variable feedback

Setpoint SP Setpoint input

Output CcVv CV output

Gains.DirectActing Control Contonl dfrpricess (cooling versus heating)
Gains.ProportionalGain Gains.Kc Controller gain for both P and |
Gains.Timelntegral Gains.Ti Time integral value for |
Gains.TimeDerivative Gains.Td Time derivative value for D
Gains.DerivativeGain Gains.EC A higher filter constant makes CV output more

responsive to error. Acts like a derivative gain.

AbsoluteError

AbsoluteError

Absolute value of error

PID-specific parameters

CVMin

For limiting CV

CVMax

For limiting CV

AutoManual

TRUE = Normal operation of PID
FALSE = Manual operation using CVManual

CVManual

CV when in manual mode

Enable

TRUE = Start execution with current input parameters
FALSE = CV equals zero.

Active

TRUE = PID state is running.
FALSE = PID state is stopped.

Error

TRUE = PID has an error.
FALSE = PID has no errors.

ErroriD

PID ErrorlD

IPIDCONTROLLER-specific parameters

Auto

Feedback

AutoTune

ATParameters
ATWarning
OutGains
Initialize

TRUE = Normal operation of PID
FALSE = Output tracks Feedback

Feedback of the control being applied to the process.
Usually it's the PID’&e€C8gflimits or manual
control has been applied.

TRUE = Autotune
FALSE = No Autotune

Autotune parameters

Autotune warning

Géims Autotune

Used for AutoTune
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PID Function Block
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This function block diagram shengartients in the PID function block.

—— Enable

— PV
—1 SP

—1 AutoManual
— CVManual
—1 CVMax

—1 CVMin
— Gains

—1 Control

— Llnit

PID
Active|—

CV|—
AbsoluteErrof——
Error——

Error ID——

Table 1@Xplains the arguments that are used in this function block.
Table 132 - PID Arguments

Parameter

Parameter
Type

Data Type

Description

Enable

Input

BOOL

Enable instruction
TRUE = Start execution with current input parameters.
FALSE = CV equals zero.

PV

Input

REAL

Process Value. This value is typically read from an analog

input module.
The Sl unit must be the same as Setpoint.

SP

Input

REAL

The setpoint value for the process

AutoManual

Input

BOOL

Auto or manual mode selection:
TRUE = Normal operation of PID
FALSE = Manual operation using CVManual

CVManual

Input

REAL

Control value input defined for manual mode operation. The

valid range for CVManual is:
CVMin < CVManual < CVMax

CVMin

Input

REAL

Control value minimum limit
If CV < CVMin, then CV = CVMin.
If CVMin > CVMax, an error occurs.

CVMax

Input

REAL

Control value maximum limit
If CV > CVMax, then CV = CVMax.
If CVMax < CVMin, an error occurs.

Gains

Input

PID_GA

Gains of PID for controller
NSe the PID_GAINS data type to configure the Gains
parameter.

Control

Input

BOOL

Control direction of the process:
TRUE = Direct acting, such as Cooling
FALSE = Reverse acting, such as Heating

LInit

Input

BOOL

Reserved for future use

Active

Output

BOOL

Status of the PID controller:
TRUE = PID state is running
FALSE = PID state is stopped

Ccv

Output

REAL

The control value output
If any error occurred, CV is 0.

AbsoluteError

Output

REAL

Absolute error is the diffdsetween process value (PV)
and setpoint (SV) value.

Error

Output

BOOL

Indicates the existefie@ error condition
TRUE = PID has an error.
FALSE = PID has no errors.

ErrorlD

Output

USINT

A unique numeric that igethi& error. The errors are
defined in PID error codes.
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Appendix E PID Function Blocks

Parameter

Parameter Type

Data Type

Description

Kc Input

REAL

Controller gain for PID

Proportional and Integrdkaendent on this gain
(>=0.0001).

Increasing Kc improves response time but also increases
overshoot and oscillation of the PID.

If Kc is invalgh error occurs.

Ti Input

REAL

Time integral constant in seconds (>= 0.0001).
Increasing Ti decreasesetshant and oscillation of the
PID.

If Ti is invalid, an error occurs.

Td Input

REAL

Time derivative constant in seconds (>= 0.0).

When Td equals 0, then there is no derivative action and PI
becomes a PI controller.

Increasing Td reducesénshot and removes the

oscillation of the PID controller.

If Td is invalid, an error occurs.

FC Input

REAL

Filter constant (>= 0.0)

Recommended range for FC is 0...20.

Increasing FC smooths the response of the PID controller.
If FC is invalid, an error occurs.

Table 134 - PID Error Codes

Error Code Description

PID is working normally.

Kc is invalid.

Tiis invalid.

Td is invalid.

FC is invalid.

CVMin > CVMax, or CVMax < CVMin

o O {W|N|RL|[O

CVManual < CVMin
CVManaul is invalid.

CVManual > CVMax
CVManual is invalid.
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IPIDCONTROLLER Funotiofinction block diagram shows thésargimaéPIDCONTROLLER function block.

Block

334

IPIDCONTROLLER

EN
Process
SetPoint
FeedBack
Auto
Initialize
Gains
AutoTune

ATParameters

ENO——
Output——-
AbsoluteErrof——
ATWarning——
OutGaing——

Table 1&xplains the arguments that are used in this function block.
Table 135 - IPIDCONTROLLER Arguments

Parameter s
Parameter Type Data Type | Description
Function block enable
TRUE = Execute function.
EN Input BOOL FALSE = Do not execute function.
Applicable to Ladder Diagram programs
Process value, which is the value that is measured from the
Process Input REAL process output.
SetPoint Input REAL The setpoint value for the process
Feedback signal, which is the value of the control variable th
Feedback Input REAL |is applied to the process.
For example, the feedbrabk ¢&IDCONTROLLER output.
Operating modes of PID controller:
Auto Input BOOL |TRUE = Normal operation of PID
FALSE = Output tracks Feedback
A change in value (TRUE to FALSE or FALSE to TRUE) ca
Initialize Input BOOL |the controller to eliminate any proportional gain during that
cycle. It also initializes AutoTune sequences.
Gains PID for IPIDCONTROLLER
Gains Input GAIN_P|[Dse the GAIN_PID datadsfipeetthe parameters for the
Gains input.
TRUE = Autotune
AutoTune Input BOOL FALSE = No Autotune
AutoTune parameters
ATParameters Input AT_Pardse AT_Param data type to define the parameters for the
ATParameters input.
Output Output Real Output value from the controller
AbsoluteError Output Real Absolute error (Process - SetPoint) from the controlle
Warning for the autotune sequence. Possible values are:
0 = No autotune done
1 = In autotune mode
ATWarnings Output DINT |2 = Autotune done
-1 = Error 1: Input automatically set to TRUE, no autotune
possible.
-2 = Error 2: Autotune error, the ATDynamSet expired.
: ins calculated from AutoTune Sequences
OutGains Output GAIN_ e the GAIN_PID datalgfpestthe OutGains output.
Enable output
ENO Output BOOL Applicable to Ladder Diagram programs
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Table 136 - GAIN_PID Data Type

Parameter Type Description

Types of acting:

TRUE = Direct acting, output moves in the same direction as error. That
actual process value is greatez Heapdimt and the appropriate controller
DirectActing BOOL action is to increase the output. For example, Chilling.

FALSE = Reverse acting, output moves opposite direction as error. That
actual process value is greatbetBatpoint and the appropriate

controller action is to decrease the output. For example, Heating.

Proportional gain for PID (>= 0.0001)

Proportional gain for PID (P_Gain)

A higher proportional gain causghdage in thgpoubased on the
difference between the PV (meassedgim) and SV (setpoint value).
ProportionalGain REAThe higher the gain, the faster thelecreased, but this may result in
instability such as oscillations. The lower the gain, the slower the error is
decreased, but the system is more stable and less sensitive to large errol
P_Gain usually is the most impotteadjgainand the first gain to adjust
while tuning.

Time integral value for PID (>= 0.0001)

Time integral value for PID

A smaller integral time constant tastseskange in the output based on

the difference between the PV (measured process value) and SV (setpo
Timelntegral REAL value) integrated over this timkerirgegral time constant decreases the
steady state error (error when SV is not being changed) but increases th
chances of instability such asascillalarger integral time constant

slows down the response of the system and makes it more stable, but P
approaches the SV at a slower rate.

Time derivative value for PID (> 0.0)

Time derivative value for PID (Td)

A smaller derivative time constard €asteeshange in the output based

on the rate of chanffeedfifference between PV (measured process value)
and SV (setpoint value). A smaller derivative time constant makes a syst
TimeDerivative REALmore responsive to sudden chanyetSh exchanged) but increases the
chances of instability such asarecillatarger time constant makes a
system less responsive to suddes ichamor and the system is less
susceptible to noise and step chaxg@ieDerivative (Td) is related to

the derivative gain but allows thigeledmgibution to PID to be tuned

using time so the sample time must be considered.

Derivative gain for PID (>= 0.0)

Derivative gain for PID (D_Gain)

A higher derivative gain causexhdaggein the oulased on the rate

of change of the difterbetween the PV (measured process value) and S\

REA (setpoint value). A higher gain makes a system more responsive to sudc
changes in error but increases theo€hestabgity such as oscillations. A

lower gain makes a system lesvesgpsudden changes in error and

makes the system less susceptible to noise and step changes in the PV.

If the derivative gain is set to zero, it disables the derivative portion of the

PID.

DerivativeGain

Table 137 - AT_Param Data Type

Parameter Type Description
Load REAL k%?gﬁ%ﬁmeter for autotuningthBhimiiput value when starting
Deviation REAL Deviat'ion for autotuning. This isitimel stewiation that i's l_Jsed to evaluate
the noise band needed fon&ytaodise band = 3* De%tlon)
Step REAL Step value for AutoTune. kushae goése band and less than % load.
ATDynamSet REAL Waiting time in seconds before abandoning autotune
Determines whether the output value is reset to zero after an AutoTune
ATReset BOOL|SEguence.

TRUE = Resets output to zero.
FALSE = Leaves output at Load value.

(1) The application engineer can estimiatedhATParams.Deviation bytbbsetvie@f Process input. For example,
in a project that involves the coetnplesature, if the tempestabilizes around 22 °C (71.6 °F), andaf fluctuation
21.7...22.5°C (71...72.5 °F) is observed, the value of ATParams.Deviation is (22.5...21.7)/2 = 0.4.
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Before you autotune, you must:

Verify that your system is constant when there is no control. For example, fol
temperature control, the process value should remain at room temperature w
is no control output.

Configure the setpoint to 0.
Set Auto Input to False.
Set the Gain parameter as follows:

Table 138 - GAIN Parameter Values

GAIN Parameter Value
According to the operation:
DirectActing TRUE (for example, Cooling), or
FALSE (for example, Heating)
DerivativeGain 0.5
ProportionalGain 0.0001
Timelntegral 0.0001
TimeDerivative 0.0

Set the AT_Parameter as follows:

Table 139 - AT_Parameter Values

AT Parameter Recommendation

Load

Every ‘Load’ provides a saturated pranessavpduisd of time. Adjust the load to
the value for the saturatedssrvalue that you want.

IMPORTAN® load of 40 gives you a ptaeass3a°C (86 °F) over a period of
time, and you want to tune your systenB® F), you sisetitthe load to 40.

This parameter plays a significant role in the autotune process. The method of d

Deviation this value is explained later in thidtsieatiomecessary to set this parameter

before autotuning. However, if you alrdeelgdéwiation, it is fine to set it first.

Step

Step value should be betegiaton and %2 load. The step provides an offset for th
load during autotuning. It should ae/akiethigh entaigheate a significant
change in process value.

Set this value to a reasonably long time for the autotune process. Every system |

ATDynamSet different, so allow more time to a system with a process value that takes longer t

to change.

Set this parameter to TRUE to repet tioezewo after the autotune process

ATReset completes.

Set this parameter to FALSE to leaveahiadtpalue after the autotune process
completes.

During autotune, the controller autoniatibellyreeess value to zero. To autotune,
perform the following steps:

1.

2
3
4.
5

© ®~NO

Set the Initialize input to TRUE.

Set the AutoTune input to TRUE.

Wait for the Process in@liitastor reach a steady state.
Note the temperaturedfioctwf the process value.

Calculate the deviation value with tefgrericictuation. For example, if the
temperature stabilizes around22ZFj@vith a fluctuation of 21.7...22.5°C
(71...72.5 °F), the value of ‘ATParams.Deviation’ is:

For °C: 22.25...21.7: 04 For°F: 72.25...71 - 075

Set the deviation value, if you have not set it yet.

Change the im@atiput to FALSE.

Wait until the ‘AT_Warning’ shows 2. The autotune process is successful.
Get the tuned Vedue the ‘OutGains’.
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How Autotune Works

The autotune process begins wherisiagializEALSE (Step 7.) At this moment, the
control output increases by the amouahoftistgpocess waitedgrocess value to
reach or exceeds ‘first peak’.

First peak is defined as:

For Direct Operatiomdakst PV1 - (12 x Deviation)
For Reverse Operation: First peak = PV1 + (12 x Deviation)
Where PV1 is the processemlitiadize is set to FALSE.

Once the process value reaches the first peak, the control output reduces by the ¢
Step and waits for the process value to drop to the second peak.

Second peak is defined as:

For Direct Operation: SeakrdPV1 - (3 x Deviation)

For Reverse Operation: Second peak = PV1 + (3 x Deviation)

Once the process value reaches or falls below the second peak, calculations com
set of gain is gendraig@arameter OutGains.

You can understand the autotune process from the sequences of control output. F
some known sequences of control outpit rmedrnehifithe autofaile For the ease
of illustrating the sequerm@ntrol output, we define:

* Load: 50
e Step: 20

Output Sequence 1: B0 30

Sequence Condition

Process value reached 'first peak’
'second' peak in time

Autotisnét Re | Action for Autotune Fail

T‘['ﬁiely successful NA

Output Sequence 2: 30 50

Sequence Condition Autotisuét Re | Action for Autotune Fail
Process value not able to reach 'first pakinsugkessful Reduce Deviation or Increase Step

Output Sequence 3: 30 30 50

Sequence Condition Autotwsodt Re | Action for Autotune Fail
Process value not able to reach serond peakctietjul Increase Deviation or increase Step

Output Sequence 4: 30

Sequence Condition Autotisudt Re | Action for Autotune Fail

Process value not able to reach FirﬁfiR&WHsuccessful

time Increase ATDynamSet
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Water in
—_

Water level——p

\ Water out

Tank

Figure 6$hows a basic water level control syateairia preset miate! in the tank.
A solenoid valve is usedrtd cmoiming water, fillingthatta preset rate. Similarly,
outflowing water is controlled at a measurable rate.

IPID Autotuning foaiitSecond Order Systems

Autotune of IPID can onbnviiosk and second order systems.

A first order system can be describef pgratemt energy storage element. Examples
first order systems are the cooling of g thedltamlof fluid from a tank; a motor with
constant torque driving a disk flywhedetuicaRC lead nketWbe energy storage
elements for these systems are heattengad)gnaogy, rotational kinetic energy, and
capacitive storage energy, respectively.

This may be written in a standard form su€ly/ds f(y(8, whaiethe system time
constant, f is the forcing fuaciioy s the system state variable.

In the cooling of a fluid tank examjble ntamaied by the thermal capacitance C of the
fluid and thermal resistance R of thénevédiskofThe system time constant is RC, the
forcing function is the ambient temperature, and the system state variable is the fl
temperature.

A second order system can be described by two independent energy storage elen
exchange stored energy. Examplesatisesyattms are: a motor driving a disk
flywheel with the motor that is coupledhiegheifiyashaft withotwabstiffness, or an
electric circuit composed of a currentigmgreeseries LR (inductor and resistor) with
shunt C (capacitor). The energy storageelbasnsystems are the rotational kinetic
energy and torsion spring energy farthenfibthre inductive and capacitive storage
energy for the latter. Motor drive systetisgasyshems can be typically modeled by th
LR and C electric circuit.
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PID Code Sample

Figure 70 - Sample of PID Code to Control a PID Application

Figure &hows the sample code fdltingritre PID application exdEgqukeG9The

sample code developed using Function Block Diagrams, consists of a pre-defined
block (IPIDCONTROLLER), and fourfusetialetoh@cks. The four user-defined
function blocks are:

PID_OutputRegulator

Regulates the output of IPIDCONTR@LiEER ravithento verify that there is no
damage to the hardwairis the®d in the process.

If RMIRINGRMAX, then ROUT = RIN,
If RIN < RMIN, then ROUT = RMIN,
If RIN > RMAX, then ROUT = RMAX.

PID_Feedback
Acts as a multiplexer.

If FB_RST is feise, FB_OUT = FB_IN,
If FB_RST is true, then FB_OUT = FB_PREVAL.

PID_PWM

Provides a PWM function, which calwetiseatoea time-related ON/OFF output.
SIM_WATERLVL

Simulates the process thatrisishiog/PID application exEgqukeg9

IMPORTANUser Program Scan Time

The autotuning method must eamgpuhof the control loop to
oscillate. To identify the osqgiléatmah the IPID must be called
frequently enough to samplelldoosailequately. The scan time of
the user program must be Idsslthhe oscillation period. In

essence, you must adhere to the Shannon or Nyquist-Shannon san
theorem.

Also, you must trigger the fuoctaat bl relatively constant time
interval. You can achieve this with an STI interrupt function.
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Notes:
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Appendi>F
System Loading

Table 140 - Micro830, Micro850, and Micro870 Power Requirements

Controller/Module Power Requirement

Micro830, Micro850, and Micro870

(without plug-in/expansion 1/O)

10/16-point 5W

24-point 8w

48-point 11w

Plug-in modules, each 1.44W
2085-1Q16 - 0.85W
2085-1Q32T - 0.95W
2085-1A8 - 075W
2085-IM8 - 075W
2085-0A8 - 0.90WwW

w  foovs - ool

(system bus power consumption) 2085-0W8 — 1.80W
2085-O0W16 - 3.20W
2085-IF4 - 170W
2085-1F8 - 175W
2085-0OF4 - 370W
2085-IRT4 - 2.00W

Calculate Total Power for Mmuo830/Micro850/Micro870
Controller

To calculate Total Power for your Micro830, and MicoaBiffbller, use the
following formula:

Total PowerMain Unit Power + No. of PRIggria Power + Sum of Expansion
I/O Power

Example 1:
Derive Total Power for a 24-point Micro830 controller with two plug-ins.

Total Power 8 W+ 1.44 W * 20.88=W

Example 2:
Derive Total Power for a 48-point Mitral850with 3 plug-ins, and 2085-1Q16, and
2085-1F4 expansion I/O modules attached.

Total Power 11 W + 3*1.44 W + 0.85 W81 WW =
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Calculate External AC Powsareslipglpr your Micro830 Controller

To calculate External AC Power Supply Loading:
« Get total sensor current loading. €&@ample, assume it is 250 mA.

e Calculate Total Power Lma8iegsor using this formula:
(24V * 250 mA) 6 W.

e Derive External AC PowelL8aging using this formula:
AC Power Supply Loadirggal Power that is catctdat Micro800 system with
Plug-in + Total power loading by Sensor.

As an example, a 48-point Micro8&0weibmt2ghiiug-ins, 2085-1Q16 and 2085-1F4
expansion

I/0, and 250 mA sensor current (6 W sensor power) have the following Total Load
Power Supply:

Total loading for AC power sudglg7 W + @887 W

ATTENTIOMximum loading to AC Polyas $mied to 38.4 W with
maximum surrounding ambient temfperiédd to 65 °C (149 °F).
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Connect to Networks using DF1

IMPORTANTnhis appendix only applieso@b6Mi(2080-L50E) and Micro870
(2080-L70E) controllers.

The following protocossipperted on the emb&ediad port, including any
2080-SERIALISOL plug-ithabdulestalled, on tvemdicro850 (2080-L50E) and
Micro870 (2080-L70E) controllers.

* DF1 Full-duplex
e DF1 Half-duplex Master/Slave
« DF1 Radio Modem

DF1 FuII-dupIex Protocobr1 Full-duplex protocol provides ajmicttngction between two devices. DF1 Full
duplex protocol combines data tre;pgparerican National Standards Institute
ANSI — X3.28-1976 specHidat@tegory D1) and 2-way simultaneous transmission w
embedded responses (subcategory F1).

The controller supports the-DidléSuprotocol via RS-282tmmto external devices,
such as computers, or other controllers that support DF1 Full-duplex.

DF1 support is achieveghthine CIP Serial interfdeeMicro800 controllers.

DF1 Full-duplex protocof¢ated te as DF1 pointAtoppatiocol) is useful where
RS-232 point-to-point commomrisatquired. @étbcol controls message flow, detects
and signals errors, and retries if errors are detected.

Example DF1 Full-duplex Connections

Micro870 controller

Computer @

Computer

{odem cable

Modem 1761-CBL-PMO02 with null modem &
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DF1 Half-duplex Protocalr1 Half-duplex protocoltisdrapisingle master/multiple slave network. DF1 Half-du
protocol supports ttatssparency (American NatialzatStastituteSAN X3.28-1976
specification subcategohy &dijtrast to DF1 Full-duplex, communication takes place
one direction at a time. You can use the-B35 282{Rn the controller as both a Half-
duplex programming port andupldzlpeer-to-peer messaging port.

DF1 Half-duplex Operation

A DF1 Half-duplex masteindateeall communicatioollnygeach slave device. The
slave device may only transnittisvhelted by the masteth#é master’s responsibility
to poll each slave on a regular and bagisatatiallow slave devices an opportunity to
communicate.

An additional feature of thdffalepletaprotocol is thghdissble for a slave device to
enable a MSG write doffeaith another siilgen the initiatingestapolled, the MSG is
sent to the master. The master recogihieendbsaige is nended for it, but for

another slave, so the master immediatitHermessage to the intended slave. The
master does this automatically; you déonmtogeach the masterove data between
slave nodes. This slave-to-slave trarsfdrecased by programming software to allow
slave-to-slave upload and download of@uougraaiiers (including the master) on the
DF1 Half-duplex link.

The controller can act as the master or as a slave on a Half-duplex network. Whet
controller is a slave device, a masteredpiiee i® run the network. Several other Alle
Bradley products @uppe DF1 Half-duplex master protocol.

DF1 Half-duplex supports up to 25%5dessds (254) willess! 255 reserved for
master broadcasts. As a DF1 Half-eluelekes|ae controller supports broadcast
reception. As a DF1 Half-duplex roastes|l&nesupports both the reception and
initiation of broadcast writmmaads (via theiMs®@ction). The controller also supports
Half-duplex modems uSigTSThardware handshaking.

IMPORTANHirmware revision 20 for Maond88&ro870 controllers does not
support the broadcastidnria Half-duplex enashis feature will
be supported in a future firmware revision.

Considerations When Communasadiigf-1 Slave on a Multi-drop
Link

When communication is between eitbgramumipg software and a Micro800 controlle
or between two Micro800 controllers viaslavastomunication on a larger multi-drop
link, the devices depend on a DF1 Half-duplex master to give each of them acces:
manner. As the number of slave devices increases, the time between when slave
polled also increases. This incnegsmaytalso be large if you are using low
communication rate. As tinegeetiiods grow, you must increase the poll timeout and
timeout values for slave devices.

IMPORTANMrogram download is not suippihieddF1 Half-duplex and Radio
Modem for Micro850 (2080-LsEpand (2080-L70E) controllers
firmware revision 20 or later.

Using Modems with Micro800 Programmable Controllers

The types of modemsiyaseavith Micro800 controllers include the following:

» Dial-up phone modems
A Micro800 controller, on the receivihg diadiop connection, can be configured
for DF1 Full-duplex protocol witht trawvdbbaking. The modem connected to the
Micro800 controllerndlsopport auto-answer.
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¢ Leased-line modems
Leased-line modems are used with dedicated phone lines that are typically le
the local phone company. The dedaazyd b@en a point-to-point topology
supporting Full-duplex communidateets tae> modems or in a multi-drop
topology supporting Half-duplex catiomaibetween three or more modems.

* Radio modems
Radio modems may be implementeddrpaipbiopology supporting either Half-
duplex or Full-duplex communicatiamautii-throp topology supporting half-
duplex communicationsdaetiwee or more modems. Micro800 controllers also
support DF1 Radio Modem protocol.

e Line drivers
Line drivers, also called short-hau| doodenastually modulate the Serial data,
but rather condition the electrical sapeatstéoreliably over long transmission
distances (up to several miles). Liaeedaivaitable in Full-duplex and Half-duple»
models.

For point-to-point Full-duplex mo@etioosrthat do not require any modem
handshaking signals to operate, usdltda@dxl fratocol with no handshaking. For
point-to-point Full-duplex modem connections that requirshRKIBH; TSentnedDF 1
Full-duplex protocol with handshaking.

For radio modem connections, use tbaVdiekRambtocol, especially if store and
forward capability is required.

For general multi-drop modem connections, or for point-to-point modem connectic
require RTS/CTS handshaking, use thiplek slbhadforotocol. In this case, one (and
only one) of the other devices mustbeddonfige DF1 Half-duplex master protocol.

Micro850 (2080-L50E) and Micro870 (2080-L70E) controllers support RTS,
modem handshaking when configured for DF1 Full-duplex protocol with the
line parameter set taé&plex Modem HandsbiakiRg Half-duplex slave
protocol with the control lme@@r set to Half-duplex Modem.

These controllers also support the Data Carrier Detect (DCD) line for the D
modem protocol. No other modem handshaking lines (such as Data-Set™
and Data Terminal Ready) are supported by Micro800 controllers.

The following explains the operation of the Micro800 controllers when you configu
RS-232 Serial portddollowing applications.

DF1 Full-duplex

When configured for DF1 Full-duplesnghediatiol line operation takes effect:
No Handshake Selected

RTS is always inactive (low). Recepimsmiasioiis take place regardless of the state
of CTS input. Only make this selectimiviieheBb controllers are directly connected t
another device that does not require handshaking signals.

Full-duplex (RTS always ON) Selected

RTS is always active (high).

Transmissions require CTS to be active.
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DF1 Half-duplex Slave
When configured for DF1 Half-duplefobtavmgloentrol line operation takes effect:

No Handshake Selected

RTS is always inactive. Receptions anornsaagmysisice regardless of the state of CT.
input. Only make this seldoéionhe controller is directly connected to another device
does not require handshaking signals.

Half-duplex without Continuous Carrier (RTS/CTS) Selected

RTS is only activated during trangamdsamysprogrammegsdedéore or after
transmissions). Transmissions require CTS to be active.

DF1 Half-duplex Master

When configuring for the DF1 Half-duple& foleteng control line operation takes
effect:

No Handshake Selected

RTS is always inactive. Receptions anonsaagmigsice regardless of the state of CT.
input. Only make this selaationhe controller is directly connected to another device
does not require handshaking signals.

Full-duplex Modem (RTS always ON) Selected

RTS is always active (high).

Transmissions require CTS to be active.

Half-duplex without Continuous Carrier (RTS/CTS) Selected

RTS is only active during transmissions (and any programmed delays before and
transmissions).

Transmissions require CTS to be active

DF1 Radio Modem

When you configure the Micro800 canrblledrattio Modem, the following control line
operation takes effect:

No Handshake Selected

RTS is always inactive. Receptions anonsaakmssice regardless of the state of CT:
input. This selectionilshonly be made when the cindicdietly connected to another
device that does not require handshaking signals.

Half-duplex without Continuous Carrier (RTS/CTS) Selected

RTS is activated during transmission and during any programmed delays before o
transmissions. Programmed deldgRiNEl Send Delay and RTS Off Delay.
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Transmissions require CTS to be acisvieaftW&at the onset of transmission, one
second will be provided fom@TS to become hefive the message packet is
discarded.

Half-duplex with DCD Handshake Selected

RTS is activated during transmissions and during any programmed delays before
transmissions. Programmed delays irBdndelRIey and RTS Off Delay. The DCD in
signal is monitored to determine if transmassiceptable. liddiiive, receptions

are possible.

Transmissions require CTStiteelsnddDCD to be ina@@@ i$ active at the onset of
transmission, a configured delay (DCD Wait Delay) will wait for DCD to become in
discarding the packet. If CTS is itlaetoresat of transmission, one second will be
provided to wait for CTS to become activenestagdipacket is discarded.

Configure DF1 Half-DupRKksS Send Delay and RTS Off Delay

Parameters

Through your programming software, the parameters RTS Send Delay and RTS C
set how long RTS is on before transntissidongrtd keep éftar transmission is
complete. These parameters only apmlyseleet Half-duplex Modem. For maximum
communication throughpettheae parameters at zero.

For use with Half-duplex Miogaerequire extra time to turnaround or key-up their
transmitter even after theyabtiaated CTS, the RTSI&enddadies (in 20 millisecond
increments) the amount ofimielafter activating RTS& tmefeae checking to see if

CTS has been activated bgighe thE€TS is not yet active, RTS remains active, and a
as CTS is activated within one second, the transmission occurs. After one second,
not activated, then RTS is séivioanalcthe transmission is aborted.

For modems that do not supply a GuiSssigreduire RT® t@ised before
transmission, jumper RTSatalCiEE the shortest delidygosthout losing reliable
operation.

IMPORTANITan RTS Send Delay of 0 is #&adiethsmission starts as soon
as CTS is activated. If CTS doexctiee within one second after
RTS is raised, RSEbiisactive and thegmission is stopped.

Certain modems drop their carrier linkisvbenifacBve evengh the transmission
has not finished. The RTS Off Delay parfsate28peilisedontements the delay
between when the last saridteh is sent to the madénvhen RTS is deactivated.
This gives the modem extra tingerio tinenast character of a packet.

ATTENTI®Nr aimost all modem applications, the RTS Off Delay should
left at 0. Never select an RTS tQét Be¢agater than the RTS Send Delay
in the other devices on the netyarknay incur two devices trying to
transmit simultaneously.

Configure a Standard-Most@se standard mode if you want to query slave stations for information based c

DF1 Half-duplex Master
Station

configured polling rangesndte is often usgdriaral point-to-multipoint
configurations.

To configure the controller as a master station using standard-communication mos
the controller into program modevatitefslieps below using your programming
software:
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1. To bring up the configuration page, select
Serial Port.

2. On the Serial Port configuration page, select
Half-Duplex Master for DF :-Mede- |

3. Choose a Standard Polling-Mode.
4. Configure the rest of the communication
driver accordindable 141

Table 1dliows the parameters for confilgliciogs0 (2080-L50E) or Micro870 (2080-
L70E) controller as a master stati@ndanigcstmmunication mode to talk to slave

stations.
Table 141 - Configure a Micro800 Controller as a Master Using Standard-communication
Mode

Parameter Selections

Baud Rate Select a communication rate thataihdgmicesystem support. Configure all
devices in the system for the same communication rate.

Parit Parity provides additional message packet error detection. To implement e

y parity checking, choose Even. To implement no parity checking, choose N

A node address identifies the conthallBiFdrhalf-duplex link. Each station

Node Add on a link must have a unique address. Choose an adgesss 2ggween 0

ode ress Node address;¢53he broadcast addressaanot be selected as a

station’s individual address.
Defines the mode in which the el@tes.ophoose a method appropriate for
your system configuration:
« If you are not using a modem, choose NO HANDSHAKE.

Control Line « If the master modem is full cuptese, FULL-DUPLEX (RTS ALWAYS ON).

« If all modems in the system-drpleadf choose HALF-DUPLEX WITHOUT
CONTINUOUS CARRIER (RTS/CTS).

Sedvlodem Control Line Opemgtage 3#5 a description of the control

line operation settings.

With this selection, you choosechowdler checks the accuracy of each
DF1 packet transmission.
BCCThis algorithm provides a medium level of di#tasewirigtect:

— Transposition of bytes during transmission of a packet

— The insertion or deletion vhldas of zero within a packet
CRCThis algorithm provides a higher level of data security.
Select an error detection methbdiévates in your configuration can use.
When possible, choose CRC.

Error Detection
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Table 141 - Configure a Micro800 Controller as a Master Using Standard-communication
Mode (Continued)

Parameter Selections

If you want to receive:

* Only one message from a slayeesitgionn, choose STANDARD (SINGLE
MESSAGE TRANSFER PER NODE S@#eth oG lombgé this critical to
keep the poll list scan time to a minimum.

* As many messages from a slaas stdiisn) choose STANDARD (MULTIPLE
MESSAGE TRANSFER PER NODE SCAN).

Duplicate Detect lets the controller detect if it has received a message that
duplicate of its most recent message from another station. If you choose
duplicate detect, the controller aldenWEK) the message but doens not
act on it since it has already pdtiermedsage’s task when it received the
command from the first message.

If you want to detect duplicate padlditsard them, check this parameter.

If you want to accept duplicate packets and execute them, leave this parar
unchecked.

The amount of time, in 20 millisgearehis, that you want the controller to
wait for an acknowledgment to tige méssasent before the controller

ACK Timeout retries the message or the message errors out. This timeout value is also u
the poll response timeoldir8ewim DF1 Half-duplex Master A@K Timeout
page 34f@r recommendations to minimize this value.

Defines the amount qgfiti@® millisecond increments that elapses between

the end of the message transmission and the de-assertion of the RTS sign

RTS Off Delay time delay is a buffer to makeastire thodem has transmitted the message

but should normally be left at ZRiES Sead Delay and RTSdDff Delay

page 34@r further guidelines for setting this parameter.

Defines the amount gfiti@® millisecond increments that elapses between

the assertion of the RTS signabegithtiireg of the message transmission.

RTS Send Delay This time allows the modem totpriegasenit the message. The Clear to

Send (CTS) signal must be high for transmissioR#tSo8end Bety and

RTS Off Delaypage 3fr further guidelines for setting this parameter.

Defines the amount of time in 1 millisecond increments that elapses betwe

when the controller has a messagant whed it asserts the RTS signal.

Defines the number of times a master station retries either:

* A message before it declares the message undeliverable

« A poll packet to an active station before the master station declares that
station to be inactive.

Priority Polling Range — High  Select the last slave station address to priority poll.

@(%ect the first slave station address to priority poll. Entering 255 disables [
ing.
Normal Polling Range —[High  Select the last slave station address to normal poll.
lp ect the first slave station addoesstgoll. Entering 255 disables normal
ing.
Enter the quantity of active statiensonmal poll range that you want polled
during a scan through the norma@bkfare returning to the priority poll

range. If no stations are configheeBriority Polling Range, leave this
parameter at 0.

Polling Mode

Duplicate Packet Detect

Pre-Transmit Delay

Message Retries

Priority Polling Range —

Normal Polling Range —

Normal Poll Group Size

IMPORTANTHhe unconnected timeout Taisgssage instruction should
always be larger than the pre-transmit delay.

Minimum DF1 Half-duplex Master ACK Timeout

The governing timeout parameter to coafiglateHalf-duplex master is the Serial port
ACK Timeout. The ACK Timeout is the amount of time tuattyalenamviiefor

an acknowledgment of its message traratissRMmillisecond intervals, the value is
the amount of time the master waits for:

* An ACK to be returned by a slave when the master has sent it a message, o

* A poll response or message to be returned by a slave when the master has ¢
packet.
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The timeout must be long enough tleatestetinas transmiieethst character of
the poll packet, there is enough tiraeddo arahsmit (#aedmaster receive) a
maximum-sized packet before the time expires.

To calculate the minimum ACK timeout, you must know:
e The modem communication rate

e Maximum-sized data packet (the maxipeurof data words that a slave write
command or read reply packet might contain)

e« The RTS/CTS or turndsdapaf the slave modem
* The configured RTS Send Delay in the slave
e The program scan time of the slave

Determining MininMaster ACK Timeout

To determine the minimumm&0Ht,Tyou must first calchéatransmission time by
multiplying the maximum-sized data pagkevmbrojfier by thdenorate in ms/byte.

For example, we assume a Micro800G:»attdleraitls or 224 bytes total packet size
including overhead) and a 9600 bps itlotiams mits at approximately 1 ms/byte.
Therefore, the message transmission time is 224 ms. For approximate modem tra
rates, see the following table.

Table 142 - Approximate Modem Transmission Rates

Speed (bps) Rate, approx (ms/byte)
4800 2 ms/byte

9600 1 ms/byte

19200 0.5 ms/byte

Next, you must determine the averaggralavecan time. In Connected Components
Workbench software, doobldwelcontroller variables in the Controller Organizer and
locate the system tag _SYSVA_TCYCVY@aT4bIE ialihEor this example, assume that
the program scan time is 20 msgiEime pcan time varies by application.

Finally, you must determine the largatugfstvaither the configured slave RTS Send
Delay or the turnaround tingestdve modem. The RD8I&gtiche can be found by in
the Configuration screen of the Micro800SarihkpdedThe RTS Send Delay time is |
intervals of 20 ms, so with a value of¥3 théHRT® Send Deléy 2ionms multiplied

by 3. Using this value (60 ms) for our example, and assuming that the turnaround
modem is 50 ms (which varies by moddémysehitesB TS Sémdtbee of 60 ms for

your calculation.

Having determined the maximum message transmission time (224 ms), the avera
program scan time (20 ms) and the ltigett@REIS Seny (B6lans) or the modem
turnaround time, the minimum@&dLKis the sum of these values.

Parameter Example Values (in ms)

Max Message Transmission fime 224

Average Program Scan Time 20

RTS Send Delay 60

Modem Turnaround Time 50

Calculated ACK Timeout 304 } Use only the largesitese two value
Round up to Nearest 20 ms 320
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DF1 Half-Duplex Master Communication Diagnostics

Communication diagnostics is availableedtdel to the controller by clicking the
Diagnose communication statu3 dbieedi®Xplains information regarding the
diagnostic counter data displayed.

1. Click Diagnose comtiomnétatus to bring

up the DF1 Half-duplex master diagn@sﬁcs\>

2. Se&able 148 details concerning the DF1
Half-duplex master Communication
Diagnostics screen.

Table 143 - DF1 Half-duplex Master Communication Diagnostics Parameters

Status Field Definition

Packets Sent The total number of DF1 messageheeontroller (including message
retries)

Packets Received The number of messages received with no errors

Last Normal Scan Time (ms) Time in milkseentsdahiast scan through Normal Poll List
Last Priority Scan Tima (ms) Time in millseeois ahdast scan through Priority Poll List
Message Retried The number of message retries sent by the controller

The number of messages that were sent by the controller but not acknowlec
the destination device

The number of times the controlkdt eenedgsage packet identical to the
previous message packet

The number of incorrect data padkets bgabe controller for which no ACK
was returned

Max Normal Scan Time (ms) Maximum tooedhinmigisents to scan the Normal Poll List
Max Priority Scan Time (ms) Maximum troednimoiisgents to scan the Priority Poll List

Undelivered Packets

Duplicate Received

Bad Packet Received

Configure a Message-basedse message-based communication mantetd yee MSG instructions in user

_ programming to communicab@evitation at a timeurdfapplication uses satellite
Mode DF1 I__Ialf duplex transmission or cellular transmissionchoonsidgrmessage-based. Communication to
Master Station slave station can betéuitan an as-needed basis.

With message-based mode, you do ndivemneda fde that you can use to monitor
station status. Also, you cannot implerstticsiao-slave station messaging or slave
programming.

To configure the controller for a mastersitat message-based communication, place

the controller in program mode and follow the steps below in the Connected Comy
Workbench software.
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1. To bring up the configuration page,-clijpe

Serial Port.

2. On the Serial Port configuration p select

Half-Duplex Master for your DF1 Mode.

3. Choose a Message-based Polli

4. Configure the rest of the communicatio

driver according able 144

Mode.

Define the parameters shbateid ¢vhen configuring a Micro800 controller as a mast
station using message-based communaidatto talk to slave stations.

Table 144 - Configure a Micro8Q@CastmdVaster Using Message-based
Communication Mode

Parameter

Selections

Baud Rate

Select a communicatterthat all devices in your system support. Configure all device
in the system for the same communication rate.

Parity

Parity provides additional messagegrpadeatéection. To implement even parity
checking, choose Even. To implement no parity checking, choose None.

Node Address

A node address identifies the controlétloHafffeduplex link. Each station on a link
must have a unique address. Choose an addrgshtt Xggode address 255

is the broadcast address, and cannot be selected as a station’s individual address.

Media

Select the communication media for the DF1 protocol:
* RS-232
* RS-485 (only available when DF1 mode is Half-duplex)

Control Line

This parameter defines the mode in which the driver operates. Choose a method

appropriate for your system'’s configuration:

« If you are not using a modem, choose NO HANDSHAKE.

« If the master modem is full-doptese FULL-DUPLEX (RTS ALWAYS ON).

« If all modems in the system are kalffthgde HALF-DUPLEX WITHOUT CONTINU
CARRIER (RTS/CTS).

Sedvlodem Control Line Opengtiage 3#f5 descriptions of control line operation

settings.

Error Detection

With this selection, you choose howllrectaeks the accuracy of each DF1 packet
transmission.
BCCThis algorithm provides a medium level of d#tassetoiriigtect:
— Transposition of bytegdransmission of a packet
— The insertion or deletion ehld&ts of zero within a packet
CRCTthis algorithm providgher hével of data security.
Select an error detection methbd¢vites in your configuration can use.
When possible, choose CRC.
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Table 144 - Configure a Micro8d@CastdMaster Using Message-based

Communication Mode (Continued)
Parameter Selections
If you want to:
« Accept unsolicited messages from slave stations, choose MESSAGE BASED (A
SLAVES TO INITIATE MESSAGES)
Slave station-initiated messages atedggidhand processed after all master
station-initiated (solicited) messages.
NoteSlave stations can only send messages when they are polled. If the messag
master station never sends a slave station a message, the master station never s
Polling Mode slave station a poll. Therefore, to obtain a slave station-initiated message from a

station regularly, you should chees#dandard communication mode instead.
Ignore unsolicited messages from slave stations, choose MESSAGE BASED (DC
SLAVES TO INITIATE MESSAGES)

Slave station-initiated messages arelgeknandaliscarded. The master station
acknowledges the slave station-initiated message so that the slave station remoz
message from its transmit queudlomisicheanext packet that is slated for
transmission into the transmit queue.

Duplicate Packe
Detect

Duplicate Detect lets the controller detect if it has received a message that is a duf
its most recent message from another station. If you choose duplicate detect, the ¢
tacknowledges (ACK) the message but dodssintadt has already performed the
message’s task when it received the command from the first message.

If you want to detect duplicate packetrdrnidatisacheck this parameter. If you want
to accept duplicate packets ane #@uuleave plaiameter unchecked.

Reply Message
Timeout

Defines the amount of tB@enillisecond increments that the master station will wait
@aﬁr receiving an ACK (to a mastemiessaige) before polling the slave station for a
y.

Choose a time that is, atuminequal to the longest time that a slave station must
format a reply packet. This would typically be the maximum scan time of the slave

ACK Timeout

Defines the amount of time in 20 miltsec@misrthat you want the controller to wait
for an acknowledgment to the message it has sent before the controller retries the |
or the message errors out. This timépatsealised for the poll response timeout. See
Sedlinimum DF1 Half-duplex Master AQIKpEigesRi#f recommendations to

minimize this value.

RTS Off Delay

Defines the amount of time in 20 millisecond increments that elapses between the
the message transmission and the de-abseRib8 signal. This time delay is a buffer
to make sure that the modem has transmitted the message but should normally be
zero. S&TS Send Delay and RTSdDfpBgta8#r further guidelines for setting

this parameter.

RTS Send Delay

Defines the amount of #eriillisecond increments that elapses between the assertic
of the RTS signal andgihaibg of the message transmission. This time allows the
modem to prepare to transmit the message. The Clear to Send (CTS) signal must |
transmission to occulR$8e5end Delay and RTSddfpBgtas#r further

guidelines for setting this parameter.

Pre-Transmit De|

Iggﬁnes the amount of time in 1 millisecond increments that elapses between wher
ntroller has a message todsermetart asserts the RTS signal.

Defines the number of times a master station retries a message before it declares

Message Retrieg

message undeliverable.

IMPORTA

NThe unconnected timeout vhimassage instruction should
always be larger than the pre-transmit delay.
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Configure a Slave Statior choose the controller as a slave station, follow the steps below using your prog
software:

1. To bring up the configuration page;sefect
Serial Port.

2. On the Serial Port configuration page, select
Half-Duplex Slave for your DF1 Mode.

3. Configure the rest of the communication
driver accordingable 145

Define these parameters when canfigjaro®00 controller as a slave station.

Table 145 - Configure a Micro800 Controller as a Slave Station

Parameter Selections

Select a communication rate that all devices in your system support. Configur
devices in the system for the same communication rate.

Parity provides additional messaggpaciaection. To implement even parity

Baud Rate

Parity checking, choose Even. To implement no parity checking, choose None.
A node address identifies the contnell®eFarhalf-duplex link. Each station on a
Node Address link must have a unique nivdssaChoose an address bgjavekAg)

Node address;d53he broadcast addressyahicannot select as a station’s
individual address.

This parameter defines the modetimevenicer operates. Choose a method

appropriate for your system'’s configuration:

« If you are not using a modem, choose NO HANDSHAKE.

Control Line « If the master modem is full-duplex and the slave modem is half-duplex, cho
HALF-DUPLEX WITHOUT CONTINUOUS CARRIER (RTS/CTS).

See pagdodem Control Line Opengage 3fF descriptions of the control

line operation settings.

With this selection, you choose how the controller checks the accuracy of eac
packet transmission.
BCCrhis algorithm provides a mediafrdtaesecurity. It cannot detect:
— Transposition of bytegdransmission of a packet
— The insertion or deletion vald&ts of zero within a packet
CRCThis algorithm providgher hevel of data security.
Select an error detection methbdiévates in your configuration can use.
When possible, choose CRC.

Duplicate Detect lets the controllertdedsata€eived a message that is a
duplicate of its most recent messathe fmaster station. If you choose
duplicate detect, the controller acknowledges (ACK) the message but does nc
%gince it has already performed the'sneessawhen it received the command

m the first message.
If you want to detect duplicate pacltsaad them, cligiskparameter. If
you want to accept duplicate packets and execute them, leave this parameter
unchecked.

Error Detection

Duplicate Packet Det

354 Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025



Appendix G Connect to Networks using DF1

Table 145 - Configure a Micro800 Controller as a Slave Station (Continued)

Parameter

Selections

Poll Timeout

The timer keeps track of how oftenritie gtalial. If the station has a message

to send, it starts a timer.

If the poll timeout expires before tge tiressat, which you specify in the MSG
control block, the MSG error bit is set and the message is removed from the t
queue.

If the message timeout, which you gpeéifg@ control block, expires before

the poll timeout expires, thedBBard MSG timeout bit are set.

The poll timeout can be disabled by enterin€anfyoreSeell Tinmout

page 35%r recommendations to minimize this value.

RTS Off Delay

Defines the amount of time in 20 millisecond increments that elapses betweel
end of the message transmission aasktréateof th&Rifgnal. This time

delay is a buffer to make suhe tmatdem has transmitted the message, but
should normally be left at z&3SS8end Delay and RT SdDfpBede3r

further guidelines for setting this parameter.

RTS Send Delay

Defines the amount of time in 20 millisecond increments that elapses betweel
assertion of the RTS signal and the beginning of the message transmission. T
allows the modem to prepare to transessaige. The Clear to Send (CTS) signal
must be high for transmission to o&L6 Sered Delay and RTSddDff Delay

page 34ar further guidelines for setting this parameter.

Message Retries

Defines the number of times a slave station resends its message to the maste
station before the slave station declares the message undeliverable.

Pre-Transmit Delay

Defines the amount of time in 1 millisecond increments that elapses between
the controller has a messageaiodsahen it asserts the RTS signal.

EOT Suppression

If you want to minimize traffic on the network, you can choose to have the sla
station not send EOT packets to the master station. When EOT packets are
suppressed, the master station alljoassticaes that a slave station has no

data to give if the slave station does not send a message packet as a respon:s
poll.

A disadvantage of suppressing &Qfe mmdbkter station cannot distinguish
between an active station that hagatralasmit and an inactive station.

A possible application for suppressing EOTSs is the following: conserving powe
radio modem because the radio trarssniit¢hdoe to power up to transmit a
DLE EOT packet ("no data to give” packet).

To suppress EOTSs, check this parameter. To have the controller send EOTSs, |
parameter unchecked.

Conflgure Poll Timeout The Poll Timeout is only esetthevDF1 Half-duplex isléieting MSG instructions in
ladder logic. This impligeehagaster is most likely configured for Standard Polling M
The minimum Poll Timeout value is dependent on the maximum master poll scan
the master’s polling and the slave’s triggering of a MSG instruction are asynchronc
is possible that in thanhgist after the slave was polled, the MSG instruction gets
triggered. This means the MSG instraicisogueued-up for transmission until the
master has polled every other slawdfiate, the minimum slave Serial Port Poll
Timeout value is equal to the maximunami@steR8® rounded up to the next 20 ms

increment.

Minimungerial Port Poll Timeout = Maximum Stastétoll Rate

DF1 Half-duplex Slave Communication Diagnostics

Communication diagnostics is availablenedttidel to the controller by clicking the
Diagnose communication statu3 dbitdi®&plains information regarding the
diagnostic counter data displayed.

1. Select Diagnose communication status to

bring up the DF1 Half-duplex slave%»
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2. Segable 146 details concerning the DF1
Half-duplex slave Communication

Diagnostics screen.

Table 146 - DF1 Half-duplex Slave Communication Diagnostics Parameters

Status Field

Definition

Packets Sent

The total number of DF1 messagaheeontroller (including message
retries)

Packets Received

The number of messages received with no errors

NAKs Received

The number of NAKSs received by the controller

No Memory for Receivi

q@e number of times the controlf@taecklve a message because it did not
ve available memory

Messages Retried

The number of message retries sent by the controller

Undelivered Packets

The number of messages that wetbesenhibpller but not acknowledged by
the destination device

Duplicate Received

The number of times the controlkt eenegsage packet identical to the
previous message packet

Bad Packets Received

The number of incorrect data padkets bgabe controller for which no ACK
was returned

Configure a Radio |\/|Od€T6]configure a Micro800 controller channel 1 for DF1 Radio Modem, do the follow
programming software:

Station

1. To bring up the configuration page,-sgmet
Serial Port.

2. On the Serial Port configuration p
Radio Modem for your DF1 Mode.

3. Configure the rest of the communication
driver accordind able 147

select

Table 147 - Configure a Micro800 controller for DF1 Radio Modem Communication

Parameter Default Selections
Select a communication rate that all deviegstémysupport. Configure all devices in the system for
Baud Rate 19,200 the same communication rate.
Parit None Parity provides additional message packetientoraletgdement even parity checking, choose Ever
Y To implement odd parity checking, choasml@dentmo parity checking, choose None.
A node address identifies the conttiolddF1 half-duplex link. Each station on a link must have a ur
Node Address 1 node address. Choose an address, getd/@gglode address,;d5%he broadcast address, which

you cannot select as a station’s individual address.

Enable Store and Forw

ard  Not selected (Di

sablEdnfigureSke Store and Forwamnd fadpe3f8 more information.
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Table 147 - Configure a Micro800 controller for DF1 Radio Modem Communication (Continued)

Parameter Default Selections
This parameter defines the mode in whictotierates. Choose a method appropriate for your
system'’s configuration:

Control Line No Handshake « If you are not using a modem, choose NO HANDSHAKE.

« Half-duplex without Continuous Carrier (RTS/CTS)
 Half-duplex with DCD Handshaking
Sedvlodem Control Line Opemgtige 3#5 descriptions of the control line operation settings.

With this selection, you choose how the cdwtriiiEeacberacy of each DF1 packet transmission.
BCCThis algorithm provides a mediohdé&tsesecurity. It cannot detect:
— Transposition of bytes during transmission of a packet

Error Detection CRC — The insertion or deletion of data values of zero within a packet

CRCThis algorithm provides a higher level of data security.

Select an error detection methbdiévites in your configuration can use.

When possible, choose CRC.

Defines the amount of time in 20 millissroendsititat elapses between the end of the message
RTS Off Delay 0 transmission and the deiasssrthe RTS signal. This time teifigriso make sure that the modem

has transmitted the message, but should normally be RTt&Saard.[B8ay and RTSdDff Delay

page 34@r further guidelines for setting this parameter.

Defines the amount of time in 20 millisecond increments that elapses between the assertion of |
RTS On Delay 0 signal and the beginnthg ofessage transmission. This time allows the modem to prepare to tran:

the message. The Clear to Send (CTs3 h&idnigth faun transmission to odRTIS Semd Delay and

RTS Off Delaypage 3frF further guidelines for setting this parameter.

Defines the amount of time in 1 millisecotsltirairefapses between when the controller has a
Pre-Transmit Delay 0

message to send and when it asserts the R&aSdsigakin@f is selected) or begins transmitting (if no
handshaking is selected).

DF1 Radio Modem Communication Diagnostics

Communication diagnostics is availablenettiéel to the controller by clicking the
Diagnose communication statu3 &olied@3plains information regarding the
diagnostic counter data displayed.

1. Select Diagnose communication status to

bring up the DF1 Radio Modem diagn@sﬂcs\>

2. Segable 146 details concerning the DF1
Radio Modem Communication Diagnostics
screen.

Table 148 - DF1 Radio Modem Communication Diagnostics Parameters

Status Field Definition
Packets Sent The total number of DF1 messages sent by the controller
Packets Received The number of messages received with no errors

-+ The number of times the controliesteeaklve a message because it did not
No Memory for Rece'v'm@ve available memory

The number of messages that wetbesennbpller but not acknowledged by
the destination device

The number of times the controlkt eene@gsage packet identical to the
previous message packet

Bad Characters Received The rlatdeharfacters received wsthigsion errors by the controller

Undelivered Packets

Duplicate Received
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Configure the Store and Forward Table

The Store and Forward function in Mitna&08 pmovide two methods to configure —
Dynamic, which requires cee@timmg and Forward table, or Static, which you can dire
configure in the Connected Components Workbench software.

Use the static method when you want to configure the Store and Forward tables w
controller is offline. Usdyttanic method when you want to configure the Store and
Forward tables while the controller is in RUN mode. The dynamic Store and Forw:
occupies a BOOL array [0...255] or PWORateatype. Each bit in this array
corresponds to a DF1 Radio Modem node address.

To configure a Micro800 controlleamno Etwmgard message packets between two othe
nodes, the bits correspondimgaddresses of those two other nodes must be set. Fo
instance, if node 2 is used to Store and Forward message packets between nodes
both Bit 1 and Bit 3 must béhe&tore and Forward talfligsed 1

IMPORTANOnNce Store and Forward is duplidate packet detection is also
automatically enabled. Whemreven&torward is used within a
radio modem network, every node should have Store and Forward
enabled, even if all bits in #ne @leared, so that duplicate packets
are ignored.

Figure 71 - Applying Store and Forward with DF1 Radio Modem Protocol

(Second Rebroadca Note 4
REPLY 1 (First Rebroadcast)
REPLY 1 Note 3
Node 1 Node 2 Node 3 [ Node 4
CMD 1 REPLY 1
No bits (DST=4,SRC=1) 1,3,4 1,2, 4 (DST = 1, SRC 3 4)Np bits
Note 1
CMD1 CMD 1
(First Rebroadcast) (Second Rebroa
Note 2

Note % The link layer of Node 1 blocks the re-transmissirabfaeeasiked with the SRC byte equal to thiefectating nc
address. Packets rectigedriginate from the recedinghould never be re-transmitted.

Note 2- To prevent Node 2 from re-transhitticgte packet, the link layer2ofipdtzdes the duplicate packet tafdelagti20
packets received.

Note 3- The link layer of Node 4 blockartbmission of a packet that is reitkiteel SRC byte equal to the redeivis@iion
address. Packets recthigedriginate from the receidénghoald never be re-transmitted.

Note 4- To prevent Node 3 from re-transmitting a duplicatielp ket afiiNode 3 updates the duplicate pactet tasi€Wit
packets received.
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Figure 72 - Store and Forward Table for Node 2, Static Method

Figure 73 - Store and Forward Table for Node 2, Dynamic Method
Dynamic method with BOOL array

Dynamic method with DWORD array
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Notes:
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AppendiH
User-defined FunctiatiBMotion Instructions

PowerFlex 520-series Usag-section provides details for each instruction.
defined Function Block

. RA PF523 VEL and RA PF525 VEL
Details - - - -

These instructions allow simple PowerPlexérEdear525 drivekiontelocity Mode.

Table 149 - UDFB for RA_PF523_VEL and RA_PF525_VEL

Operand Type Description
Instance RA_PF523_VEL _|Ynique instance of the RA_PF523_VEL UDFB or RS_PF525_\
RA_PF525_VEL_|UDFB

_EN BOOL Trigger of UDFB to start executing the instruction
Start BOOL Commands the drive to start.
Stop BOOL Performs a normal stop.
Jog BOOL Commands the drive to jog.

Commands the direction of drive.
SetDir BOOL 0 = Reverse Command

1 = Forward Command
ClrFault BOOL Clears the drive fault.
FregCommand REAL Controls the referdbe sipred In units of 0.01 Hz.
Ref_Input nggggig%g\—/l_( References the input data structure of the drive to control.
_ENO BOOL Indicates that the UDFB is executing.
Ready BOOL Indicates that the drive is ready for operation.
Active BOOL Indicates that the drive is operating.
Faulted BOOL Indicates fault state
OutputFreq REAL Displays the reference speed of the drive.
ActualDir STRING Indicates the rotating direction.
AtRef BOOL Indicates that the drive is at reference speed.
Ref_Output Egﬁg;g:giggg\—/?geferences the output data structure of the drive to control.
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RA_PF525 POS

This instruction allows simple PowerFlex 525 drive control in Position Mode.

Table 150 - UDFB for RA_PF525_POS

Operand Type Description
Instance RA_PF525_POS X Bmoguef it RA_PF525_POS UDFB
_EN BOOL Trigger of UDFB to start executing the instruction
Start BOOL Commands the drive to start.
Stop BOOL Performs a normal stop.
Jog BOOL Commands the drive to jog.
Commands the direction of drive.
SetDir BOOL 0 = Reverse Command
1 = Forward Command
ClrFault BOOL Clears the drive fault.
FregCommand REAL Controls the refer@be sipred In units of 0.01 Hz.
Ref_Input PowerFlex525p_| Referentdsthestinuiure of the drive to control.
. Provides an identical function as the “Logic In1” Digital Input
Logicinl BOOL option.
Logicin2 BOOL Provides an iderficaition as the “Logic In2” Digital Input
option.
Freq_PosSell BOOL Frequency and Position selection
000 = FrequencyPasdion Step 0
Freq_PosSel2 BOOL 001 = Frequency and Position Step 1
010 = Frequency and Position Step 2
011 = Frequency and Position Step 3
100 = Frequency and Position Step 4
Freq_PosSel3 BOOL 101 = Frequency and Position Step 5
110 = Frequency and Position Step 6
111 = Frequency and Position Step 7
FindHome BOOL Next start command causes the drive to find home.

1 = Find Home

362
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Table 150 - UDFB for RA_PF525 POS (Continued)

Operand Type Description
Overrides other inputs and causes the drive to remain at its \
HoldStep BOOL ﬁﬁiirlerr;:;es%gunmng at zero speed once it reaches its position;
1 = Hold Step
Resets the home position to¢hémasition of the machine.
PosRedefine BOOL Set this bit to 0 after the homing routine is completed.
1 = Pos Redefine
Holds the existing frequency when Sync Time is set to enable
SyncEnable BOOL Speed Synchronization.
1= Sync Enable
TravDisable BOOL Disable Traverse function
_ENO BOOL Indicates that the UDFB is executing.
Ready BOOL Indicates that the drive is ready for operation.
Active BOOL Indicates that the drive is operating.
Faulted BOOL Indicates fault state.
OutputFreq REAL Displays the reference speed of the drive.
ActualDir STRING Indicates the rotating direction.
AtRef BOOL Indicates that the drive is at the reference speed.
AtPos BOOL Indicates that ikeatltheecommanded position.
TravelPosDir BOOL Indicktas¢hPosition direction.
Accel_Sts BOOL Indicates acceleration state.
Decel_Sts BOOL Indicates deceleration state.
AtHome BOOL Indicates that drive is at the reference home.
DriveHomed BOOL Indicates whetteehdlsebden homed since power-up.
Ref_Output PowerFlex525P_0O Referencdattstoutpure of the drive to control.
SyncHold BOOL Indicates if the frequency is holding.
SicRamp | BOOL |t e e e
TraverseOn BOOL Indicates if Traverse is enabled.
TraverseDecel BOOL

Indicates if the drive is decelerating in Traverse Mode.

Kinetix 5100 Drive Devicee Device Object UDFB comes with the UDFB nsatia imstouctloaded from the

Object UDFB

PCDC. Each Kinetix 5100 gtegeareqigue instance Dethiee Object UDFB. This UDFB
provides one software interface thdiyseasaddrive that commands the drive and

provides the drive status that you can use with your application logic.
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User-defined Function Block Motion Instructions

Figure 74 - Device Object UDFB

The Kinetix 5100

drive UDFB motiorsiastriotjsrovide necessary simple motion

function3able 1hkdts the Kinetix 5100 drive UDFBs.
Table 151 - UDFB Motion Instruction List for Kinetix 5100 Drives

Name

Description

raC_Opr_K5100_MS

Motion Servo On
Ose the Motion Servo On instruction to activate the drive output and to activats
drive servo loops.

raC_Opr_K5100_MS

Motion Servo Off
Blse the Motion Servo Off instructativated®e drive output and to deactivate
the drive servo loops.

raC_Opr_K5100_MA

Motion Axis Jog
Wse the Motion Axis Jog instruction to accelerate or decelerate the motor ata c
speed without termination.

raC_Opr_K5100_MA

Motion Axis Torque
Use the Motion Axis Torque instruetiorgteeusniting while a predefined speed
is used to move the motor.

raC_Opr_K5100_MA

otion Axis Move
se the Motion Axis Move instruction to move the motor to a specified positior

raC_Opr_K5100_MA

otion Axis Home
se the Motion Axis Home instruction to home the motor.

raC_Opr_K5100_MA

Motion Axis Gear
Use the Motion Axis Gear instruttios geaeratio between a pulse-source and
{%Illower drive.

PORTANMis UDFB changes the drive E-gear ratio; Slave/Follower ID151 (P
and Master ID152 (P1.045) Counts. i§ positidring, be aware that the units
are impacted because the E-geantralsctioe counts/motor rotation value.

raC_Opr_K5100_MA

Motion Axis Stop
Hse the Motion Axis Stop instruction to stop a specific motion process on the n
to stop the motor completely.

raC_Opr_K5100_MA

Motion Axis Fault Reset

gﬁe the Motion Axis Fault Reset instruction to clear many motion faults for the
ome faults cannot be cleared untl yoweytd the drive. The faults, which you

can be clear withxxaxX5100 MAFR, are listed in the fault list section.

raC_Opr_K5100_MA

Motion Axis Index

Use the Motion Axis Index instruetoitetthexspecifiefirRigx) function of
the drive. Use K5100C configuraieroseftyplicit messaging to set the PR
(index) parameters. The raC_Opr iKghid&idviApecifies the PR (index)
number to be executed.
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Appendix H Useleddfunction Block Motion Instructions

Follow the steps descrilmegdri the User-defined Function Block Instauttion Files
page 148 install the Device Object anaditoiction UDFBs. When the Operation UDF

are created, use the sample logic tted Bsageadance fotingegiour application
logic.

raC_Dvc_K5100

When the Device Object UDFB is createdsiDafe Typesntieatace with the drive

to exchange command and status inftsmaticst.create each Device Object as a
unique instance and creatgeface tags in yourgondgpcal Variables / Global
Variables. You must also map the module defined Global Variables (K5100 | and
Ref | and Ref_O.

Figure 75 - Device Object Interface Tags

raC_UDT _Itf_K5100_Cfg

raC_UDT _Itf K5100_ Cfg is the user-tigiméal diztéice configuration. Its members
provide selection between drive units (counts) or user units (PU).

This selection is useful because the Kingtxnati®8ly supports only drive units. Whel
the Operating Units = ltitimeRdsolution and ConversionConstant values are used.
Position Scaling originates from the Kitix&Eaadse usedhegevith the Cfg tags

to derive user scaling units.
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Table 152 - raC_UDT _Itf K5100_Cfg Data Types

Member Description Data Type
OperatingUnits 0 = Drive Units; 1 = UserUnits DINT
MotionResolution Motion Counts per Motor Revolution DINT
ConversionConstant Motion Counts per Position Unit LREAL

Example ConfiguraitiodPosition Units

The E-gear ratio (KNX5100C -> FunEtigadri®tatio) is always used to provide a
representation of positioniisgofuzounts) or to definseafPulse Following relationship
(MAG/PT). When the E-gisattratiged, the positionthmyarive is changed. When not
using the MAG or PT operation modetatie iS-gsed to define position scaling.

When Operating Units = 1, Position éthiesdrevesan define application units instea
of using drive counts. In KNX5100C sd&ftgeae rétio is defined to provide Position
scaling. This is encodds oupulses)/motor rotation.

By using the KNX5100C softgateeta®dttings > E-gear Ratio.

Figure 76 - Position Units Configuration

All Position Unit configurations must:
¢ Configure GearRatioFollowerCountgl)2d bk (Ré&.8dmihasnotor feedback
effective resolution.
« Configure GearRatioMasterCounts ID152 (P1.045) to provide motor feedbac
motor rotation.

* You define this value and can be any count value, default values with high-re
encoders are 100,000 counts/motor rotation. The E-gear configuration is use
Device Object Cfg tags.

Figure 77 - Position Units Configuration Tag
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The Device Object Cfg values must:
« Set Cfg.MotionResolution = GearRatimitsafé52 (P1.045) -> Motion Counts/

Motor Revolution.

Useredédfumction Block Motion Instructions

« Set Cfg.ConversionConstant based on the Counts/Position Unit -> Motion Cc
Position Unit that is required for your application.

The exampl&igure #ésults in Position Units rotaiions. Now, entry values that
originally used drive counitee antered as motor rotations.

raC_UDT _Itf_K5100_Set

raC_UDT _Itf K5100_ Set is the user-tgismémt datdace settings. Its members provide
application program access to allowaommhérids and settings from other external
sources. The table below shows member names, descriptions, and tag data types

For example, to inhibit write commahdotrmmexternalcasuwrite a 1 to the
ModuleName_CtrlSet.InhibitCmd pragrayotagfiplication program. This write
prevents a jog commandtiiemexternal sources.

Table 153 - raC_UDT _Itf_K5100_Set Data Types

Member

Description

DataType

binhibit

Bit overlay forrattaccess restriction

DINT

InhibitCmd

1 = Inhibit user Commands from external sourcges; 0 = Allow

Control. This member isemhlyitisthe optional de
faceplate.

VBOOL

InhibitSet

1 = Inhibit user Settings from external sources;

%]— Quow
This member is only useldendtitional device face Qt .

OperatingMode

Determines the drive operatmg/ham ‘Start Motio|
a zero-to-one transition.

1 - Position mode

2 - Speed mode

3 - Home mode

4 - Torque mode

5 - Gear mode (Fixed Ratio, based on present
6 - Index mode

7 - Reserved

8 - Gear Mode (Variable Ratio, based on Maste
values)

9 - Enhanced MAT mode

n’ has

P&élr ratio)

r/Slave tag

MoveType

Specifies the type of move.
0 = Absolute

1 = Incremental

2 = Rotary Shortest Path

3 = Rotary Positive

4 = Rotary Negative

DINT

7 = Relative

8 = Capture
PositionCommandOverlap Allows overlapping of successive movements. BOOL
PositionCommandOverride ﬁg\?vwr%%errnrgﬁgon of current movement, replamgg)tt)wlth a
CapturedPositionSelect ((:::p?ttljjrree)? position selection (First capture or se SIQ%L
Position Determines the command position. REAL
Velocity Determines the command speed. REAL
Accel Determines the command acceleration. REAL
Decel Determines the command deceleration. REAL
Torque Determines the command torque. DINT
TorqueRampTime Determines the command torque ramp time. DINT

StartingIndex This entry is the PR (PRsigjizter) that the drive shﬁmq
execute.
HomingMethod Homing Method DINT
HomeReturnSpeed Determinesrthecchome return speed. REAL
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Table 153 - raC_UDT _Itf K5100_Set Data Types (Continued)

Member

Description

DataType

CamMasterReference

Future: Detemaistes pusition reference of CAM.  DINT

CamExecutionSchedule

Future: Determines the metthisduged to execute
CAM profile.

BT

: Future: Determines if the cam profile is execute one
CamExecutionMode time or repeatedly. g)ﬂ\l
CamStopMode Future: Determines the stop mode of CAM

BOOL

CamSlaveScaling

Future: Scales the total distance that is covered
axis through the cam profile.

BPf\qu slave

CamLockPosition

Future: Determintsghecstiion in the cam prpfile  DINT

CamMasterLockPosition

Future: Determines the meatienlavhere the slaveDen(\i‘sr

locks to the mater axis.

CamMasterLeadingCounts

Future: Determines the leading counts (master
the cam profile is executed.

T'Bﬁiﬁ)rbefore

CamMasterUnlockCounts

Future: Determines the uniotk(coaster axis) WheBI‘lQ?

cam profile is executed.

CamMasterCyclicLeadingd

%ﬁe: Determines the cyclic leading counts (rmBﬁt\ﬁt axis)
i

g the cam profile is executed.

GearRatioSlaveCounts

Integer value representing slave counts. This value is P1.044

Gear Ratio Follower Counts from the E-gear ra
KNX5100C software.

DINT

GearRatioMasterCounts

Integer value representing master counts. This
P1.045 Gear Ratio Magtefr@uouhe E-gear ratio
KNX5100C software.

value is
MINT

raC_UDT _Itf_ K5100_Cmd

raC_UDT _Itf K5100_Cmd is the us¢a-tgiméal davice commands. Its members
provide application program access to common basic device commands.

Table 1Shows member names, descriptions, and tag data types.

All commands are available whethertbpetatiite physically or virtually.

While it is possible, it igpical to modify any of ti#Eevalues directly. The Motion
Operation UDFBs manipulate these values as a result of their operation.

Table 154 - raC_UDT _Itf_K5100_Cmd Data Types

Member Description Data Type
bCmd Commands (Bit Overlay) DINT
Physical 1 = Operate as a physical device BOOL
Virtual 1 = Operate as a virtual device BOOL
ResetWarn 1 = Reset device warning BOOL
ResetFault 1 = Reset device trip or fault BOOL
Activate 1 = Activate Output Power Structure BOOL
Deactivate 1 = DeActivate Output Power Structure BOOL
o ot oton comma

StopMotion {-r\]fﬁ(reoatrci)\;gpe transition atgpactive motion coml‘r&g&_

raC_UDT_lItf_K5100_Sts

raC_UDT_Itf_K5100_Sts is the user-defined data type for device status. Its memb

application program access te@gemestatus, and diagnostiadsd shows
member names, descriptions, and tag data types.
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Table 155 - raC_UDT _Itf_K5100_Sts Data Types

Useredédfumction Block Motion Instructions

Input Description Data Type
Enumerated state value:
0 = Unused
1 = Initializing
2 = Disconnected
eState 3 = Disconnecting DINT

4 = Connecting

5=Idle
6 = Configuring
7 = Available

FirstWarning

Capture the First Alarm Bit to trigger. Display th
description and time stamp on the faceplate. Lg
in the Event Queue.

e respective
cptheldbimeEvent

Capture the Fault Code of the device. Display the respective

FirstFault code, description, and time stamp on faceplate|rady thBT Event
same in the Event Queue.
eCmdFalil Enumerated command failure code DINT
bSts Status (Bit Overlays) DINT
Physical 1 = Operating as a physical device BOOL
Virtual 1 = Operating as a virtual device BOOL
Connected 1 = PAC to devitmodratbeen established. BOOL
: 1 = The automation device is available for interggtion with
Available the user program %%L
Warning 1 = A warning i®adtiecautomation device BOOL
Faulted 1 = A fault is active on the automation device BOOL
Ready 1 = Device is ready to be Activated BOOL
Active 1 = Device power structure is active BOOL
1 = Motor is within zerotsfegadce (this tolerance j
ZeroSpeed defined in KNX5100C software) BooL
Homed Indicates whether the drive completed the home operation. BOOL
Depending on the motionrmbiposition, speed, tarque),
AtReference AtReference is 1 when the actual reference = ¢
reference.
Toggles state when a motiomdasnaasive in the drive.
This bit changes state (tbggheen 0 and 1) when a new
command is executed from the drive.
CommandinProgress IMPORTAWRce this bit changts gtremains in thEtOOL
state during the command,; it toggles to the opposite state
(and remains in that stateparew command is regeived.
FaultCode Active Fault Code in the drive DINT
WarningCode Active Warning Code in the drive DINT
OperatingMode Indicate which operating mode is used. DINT
Indicate which type of motor is connected to the drive.
MotorType Rotary Motor = 1 DINT

Linear Motor =2 (Future)

ActualPosition

Actual position of the motor. Units depend on thﬁﬁ&

settings. These can be drive counts or Position

ActualVelocity

Actual speed of the motor. Units depend on the
These can be 0.1 RPM/sec or Position Units.

IQlt__gAiettings.

ActualTorque

When the operating mode is 4, Torque Mode, t
the % motor torque.

}i\sﬁg\gresents

Activelndex

Indicates the currently éx@®&dsition Register PR
(index).

DINT

ParameterMonitor1Value

Parameter Monitor 1 Value
You can use ID60 (P0.035) to specify the mapp
instance ID number. Thet odenparameter that
specified by ID60 (P0.035) is shown in ID55 (P

i rameter
o
D.025).

ParameterMonitor2Value

Parameter Monitor 2 Value
You can use ID61 (P0.036) to specify the mapp
instance 1D number. Thet cbitkenparameter that
specified by ID61 (P0.036) is shown in ID56 (P

i@q\ﬂarameter
i
D.026).
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Table 155 - raC_UDT _Itf XS Dida Types (Continued)

Input

Description

Data Type

ParameterMonitor3Value

Parameter Monitor 3 Value

You can use ID62 (POfpt)ifiothe mapping para
instance ID number. Thet cditenparameter that
specified by ID62 (P0.037) is shown in ID56 (P

BRE

D.027).

ParameterMonitor4Value

Parameter Monitor 4 Value
You can use ID63 (PO€)88)ifyp the mapping para
instance ID number. Thet odibenparameter that
specified by ID63 (P0.038) is shown in ID57 (P

DRE

0.028).

ParameterMonitor5Value

Parameter Monitor 5 Value
You can use D64 (POL)E9)ifipthe mapping para
instance ID number. Thet odtenparameter that

DRE

specified by ID64 (P0.039) is shown in ID57 (P

D.028).

UDFB Motion Instructionuse the Device Object staestent the axis, as théseistorporate the instruction

and drive information in otierlpadnich results in an #ecdukee state representation.

Details
This section provides details for each instruction.
raC_Opr_K5100_MSO
Use the Motion Servo On (raC_Opr_kEi@tioM&CGjdtivate the drive amplifier for
the specified axis and watecthe servo control loops.
Figure 78 - MSO Diagram
Table 156 - MSO Operands
Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Set_In raC_UDT_Itf_K%TI&Q_Set | Interface from device object
Ref _Ctrl_Cmd_In raC_UDT_Itf_KbI&® Cmd Interface from device object
Ref Ctrl_Sts_In raC_UDT_Itf_K5T@g Sts | Interface from device object
_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Set_Out raC_UDT_Itf_KB100_Set| Tag Interface to device object
Ref_Ctrl_Cmd_Out raC_UDT_itfdK5189 C Interface to device object
Ref_Ctrl_Sts_Out raC_UDT_itf KbI8§ S Interface to device object
This bit is set when the rung makes a false-
to-true transition. The bit remains set as the
essage transaction to activate the drive is
Sts_EN (Enable) BOOL Ta@:itiated and in process. It remains set while
the rung-in condition is true and no faults are
active.
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Table 156 - MSO Operands (Continued)

Operand Type Format Description

This bit is set when the rung makes a false-
Tago-true transition and the cmd to activate the
drive has been acknowledged.

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withitfstruction. (This
instruction error can be a result of a fault on
the drive itself). See Sts_ERR for details on
the cause of the error.

Instruction error codes. See Kinetix 5100
Drive UDFB Error Catiés 168r details.

Sts_DN (Done) BOOL

Sts_ER (Error) BOOL T

Q

Sts_ERR DINT Tag

Use the raC_Opr_K5100_MSO instructithretmatdivathisringion must be used
while there are no activedaulhe drive and the diva RBeady State. The resulting
state of the drive is reflected when Ref_Ctrl_Sts_In.Active is one.

IMPORTANTnhe instruction execution canltgite scans to execute because it
requires multiple RPI updeatespiete the resju The Done

(Sts_DN) bit is not set immyeloigitehly after the request is
completed.

Error Codes:
e 100 - Kinetix 5100 drive is not ready
e 101 - Kinetix 5100 drive is faulted
e 102 - Another raC_Opr_K5100_MSO message is executing
e 103 -raC_Opr_K5100_MSF is executing
e 129 - Motor not connected

raC_Opr_K5100_MSF

Use the Motion Servo Off (raC_Opr_KsklL@fiok 8F)l@activate the drive output for
the specified axis and to deactivate the motor.

Figure 79 - MSF Diagram

Table 157 - MSF Operands

Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref _Ctrl_Set_In raC_UDT_Itf_K%I@Q Set | Interface from device object

Ref Ctrl_Cmd_In
Ref _Ctrl_Sts_In
ENO

raC_UDT_Itf_KbI&® Cmd Interface from device object
raC_UDT_|Itf_K5T@Q_Sts | Interface from device object
BOOL Tag True when this UDFB output is enabled.

Ref_Ctrl_Set_Out

raC_UDT_Itf_K5100_Set

Tag Interface to device object

Ref_Ctrl_Cmd_Out

raC_UDT _itfdK

5189 _C

Interface to device object

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

371



Appendix H

372

User-defined Function Block Motion Instructions

Table 157 - MSF Operands (Continued)

Operand

Type

Forma|

t Description

Ref Ctrl_Sts Out

raC_UDT _It§ K

189S

Interface to device object

Sts_EN (Enable)

BOOL

T

o))

This bit is set when the rung makes a false-
to-true transition and remains set as the
leessage transaction to activate the drive is

itiated and in process. It remains set while
the rung-in condition is true and no faults are
active.

Sts_DN (Done)

BOOL

Ta

This bit is set when the rung makes a false-
go-true transition and the cmd to activate the
drive has been acknowledged.

Sts_ER (Error)

BOOL

T

QD

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withitfstruction. (This
instruction error can be a result of a fault on
the drive itself). See Sts_ERR for details on
the cause of the error.

Sts_ERR

DINT

Tag

Instruction error codes. See Kinetix 5100

Drive UDFB Error Catiés 1680r details.

The raC_Opr_K5100_MSF instructionhgeaxiteatdhis instruction must be used
when there are no active faults on the drive and the drive is in the Ready state. Tt
state of the drive is reflected when Ref_Ctrl_Sts_In.Active is zero.

IMPORTANTnhe instruction execution canltgite scans to execute because it
requires multiple RPI updeatespiete the resju The Done
(Sts_DN) bit is not set immglligitehly after the request is
completed.
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Error Codes:
e 100 - Kinetix 5100 drive is not ready
e 101 - Kinetix 5100 drive is faulted
e 104 - Another raC_Opr_K5100_MSF message is executing
e 129 - Motor not connected

raC_Opr_K5100_MAFR

Use the Motion Axis Fau({t&esepr_K5100 MAFRitstclediosome drive faults.
When the fault is no longer active inttieidsirection cleagddilt. This instruction
does not clear any faults that are still active in the drive.

Figure 80 - MAFR Diagram

Table 158 - MAFR Operands

Operand Type Format Description

_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Set_In raC_UDT_Itf_K%I@Q Set | Interface from device object

Ref _Ctrl_Cmd_In raC_UDT_Itf_KbI&® Cmd Interface from device object
Ref_Ctrl_Sts_In raC_UDT_|Itf_K5T@Q_Sts | Interface from device object

_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Set_Out raC_UDT _Itf_KB100_Set| Tag Interface to device object
Ref_Ctrl_Cmd_Out raC_UDT_itfdK5I89 C Interface to device object

Ref Ctrl_Sts Out raC_UDT_It§ KbI&g S Interface to device object

This bit is set when the rung makes a false-
to-true transition and remains set as the
éqessage transaction to activate the drive is

itiated and in process. It remains set while
the rung-in condition is true and no faults are
active.

This bit is set when the rung makes a false-
Sts_DN (Done) BOOL Tago-true transition and the cmd to activate the
drive has been acknowledged.

This bit is set when the rung makes a false-

to-true transition and there is an error that
has occurred withitfstruction. (This

Sts_ER (Error) BOOL Ta Binstruction error can be a result of a fault on

the drive itself). See Sts_ERR for details on

the cause of the error.

Instruction error codes. See Kinetix 5100
Sts_ERR DINT Tag Drive UDFB Error Catiés 168r details.

Sts_EN (Enable) BOOL T

o))

The raC_Opr_K5100 MAFR instructionesttemptadivel fault on the specified axis.
the active fault condition Bsesitint, the drive remains faulted.

Error Codes:
e 100 - Kinetix 5100 drive is not ready
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e 106 - Another raC_Opr_K5100_MAFR message is executing

raC_Opr_K5100_MAS

Use the Motion Axis StoprrEG1@D_MAS) instructiommtistopn an axis. The drive
remains active when thestogction is complete.

Figure 81 - MAS Diagram

Table 159 - MAS Operands

Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Cfg_In raC_UDT_Itf_K5%T@Q Cfg | Interface from device object

Ref_Ctrl_Set_In

raC_UDT_Itf_K§

Tag_Set

Interface from device object

Ref_Ctrl_Cmd_lIn raC_UDT_Itf_KbI&®_Cmd Interface from device object
Ref _Ctrl_Sts _In raC_UDT_Itf_K5T@g_Sts | Interface from device object
Immediate
Set_DecelReference LREAL value or |Deceleration reference for stopping the Axis.
Tag
_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Cfg_Out raC_UDT_Iif KhIa§ C Interface to device object
Ref_Ctrl_Set_Out raC_UDT_Itf_KBK100_Set| Tag Interface to device object
Ref_Ctrl_Cmd_Out raC_UDT_ifdK5Iag C Interface to device object
Ref_Ctrl_Sts_Out raC_UDT_Itf KbI8§ S Interface to device object
This bit is set when the rung makes a false-
to-true transition and remains set as the
essage transaction to activate the drive is
Sts_EN (Enable) BOOL Taﬁ?itiated and in process. This bit remains set
while the rung-in condition is true and no
faults are active.
This bit is set when the rung makes a false-
Sts_DN (Done) BOOL Tago-true transition and the cmd to activate the
drive has been acknowledged.
This bit is set when the rung makes a false-
to-true transition and there is an error that
Sts_ER (Error) BOOL Ta has occurred withitfstruction. (This

instruction error can be a result of a fault on
the drive itself). See ER® details on

the cause of the error.
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Table 159 - MAS Operands (Continued)

Operand Type Format Description

This bit is set when the rung makes a false-
to-true transition, the Stop message

Sts_IP (In Progress) BOOL Taansaction is successful, and the motor
begins to decelerate. This bit remains set as
the motor is executing the stop.

This bit is set when the rung makes a false-
to-true transition, the Sts_IP is set, and Zero
Speed is reached. Zero Speed is defined using
KNX5100C software > General Setting.

Instruction error codes. See Kinetix 5100
Sts_ERR DINT Tag Drive UDFB Error Catiés 168r details.

Sts_PC (Process BOOL

Completed) Tag

Use the raC_Opr_K5100_MAS instruction when you want a controlled stop for an
motion. The instruction stops the motiatisatiing the motor. This UDFB stops any
motion that is generated by motiorcludRBshe MAJ, MAM, or MAG instructions.

Error Codes:
e 100 - Kinetix 5100 drive is not ready
» 101 - Kinetix 5100 drive is faulted
* 103 - MSF is executing
» 105 - Drive is disabled
e 113 - DecelReference is out of range
* 129 - Motor is not connected
* 140 - Operation is not sdpypeetethe device is virtual
e 141 - Motor type not supported (Linear)

raC_Opr_K5100_MAJ

Use the Motion Axis Jog (&&1LA@pPIMAJ) instruction tmragigeat a constant speed
until the command is ended.

Figure 82 - MAJ Diagram

Table 160 - MAJ Operands

Operand Type Format Description

_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Cfg_In raC_UDT_Itf_K5%T@Q Cfg | Interface from device object

Ref _Ctrl_Set_In raC_UDT_Itf_K5T@Q_Set | Interface from device object

Ref Ctrl_Cmd_In raC_UDT_Itf_KbI&® Cmd Interface from device object
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Table 160 - MAJ Operands (Continued)

Operand Type Format Description
Ref Ctrl_Sts_In raC_UDT_Itf_K5T@Q_ Sts | Interface from device object
Immediate, | .
[Units are 0.1 rpm for rotary motors.
Set_SpeedReference LREAL %Ige or Range: -80,000...+80,000
Immediate, | .
"Units are 0.1 rpm/s for rotary motors.
Set_AccelReference LREAL %Ige or Range: 458...30,000,000
Immediate, | .
"Units are 0.1 rpm/s for rotary motors.
Set_DecelReference LREAL ¥glge or Range: 458...30,000,000
_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Cfg_Out raC_UDT_Iif KbIag C Interface to device object
Ref Ctrl_Set_Out raC_UDT_Itf_KBK100_Set| Tag Interface to device object
Ref_Ctrl_Cmd_Out raC_UDT_itfdK5I89 C Interface to device object
Ref_Ctrl_Sts_Out raC_UDT_It§ KbI8g S Interface to device object

Sts_EN (Enable) BOOL T

This bit is set when the rung makes a false-
to-true transition and remains set as the
énessage transaction to activate the drive is

itiated and in process. It remains set while
the rung-in condition is true and no faults are
active.

QD

This bit is set when the rung makes a false-

Sts_DN (Done) BOOL Tago-true transition and the cmd to activate the

drive has been acknowledged.

Sts_ER (Error) BOOL T

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withittstruction. (This
instruction error can be a result of a fault on
the drive itself). Stese ER® details on

the cause of the error.

QD

This bit is set when the rung makes a false-
to-true transition, the Stop message

Sts_IP (In Progress) BOOL Taansaction is successful, and the motor

begins to decelerate. This bit remains set as
the motor is executing the stop.

This bit is set when the rung makes a false-
to-true transition, the Sts_IP is set, and the

Sts_AtSpeed BOOL Tag Target Speed is reached. This bit remains set

while the Jog is active and the AtSpeed
condition is true.

Sts_ERR DINT Tag

Instruction error codes. See Kinetix 5100
Drive UDFB Error Cattés {6fr details.

Use the MAJ instruction to ragigeadia constapéed until temmand is ended.

Error Codes:

100 - Kinetix 5100 drive is not ready

101 - Kinetix 5100 drive is faulted

103 - raC_Opr_K5100_MSF is running

105 - Drive is disabled

107 - raC_Opr_K5100_MAS is executing

108 - Other motion UDFB is sending the command
111 - SpeedReference is out of range

112 - AccelReference is out of range

113 - DecelReference is out of range

129 - Motor is not connected

140 - Operation is not sdppaetethe device is virtual
141 - Motor type not supported (Linear)
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raC_Opr_K5100_MAM

Use the Motion Axis Move (raC_Opr irsiddfidv Advtnove (index) an axis to a
specified position.

Figure 83 - MAM Diagram

Table 161 - MAM Operands

Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Cfg_In raC_UDT_Itf_K%TI8@Q Cfg | Interface from device object
Ref_Ctrl_Set_In raC_UDT_Itf_K%T&Q_Set | Interface from device object
Ref_Ctrl_Cmd_lIn raC_UDT_|Itf_KbI&®_Cmd Interface from device object
Ref_Ctrl_Sts_In raC_UDT_Itf_K5T@@_Sts | Interface from device object
ImmediateSet the Target Distance/Position Reference
Set_PositionRefererice LREAL value or |(PUU)
Tag Range: -2,147,483,648...+2,147,483,647
Immediate, | .
[Units are 0.1 rpm for rotary motors.
Set_SpeedReference LREAL %I;e or Range: -80,000...+80,000
Immediatg, | .
"Units are 0.1 rpm/s for rotary motors.
Set_AccelReference LREAL %I;e or Range: 458...30,000,000
Immediatg | .
"'Units are 0.1 rpm/s for rotary motors.
Set_DecelReference LREAL ﬁlge or Range: 458...30,000,000

Specifies the type of move:
0 = Absolute
|1 = Incremental

Immedlat,z = Rotary Shortest Path

Set_MoveType INT ﬁlue or |3 Rotary Positive
9 4 = Rotary Negative
7 = Relative
8 = Capture
Set_PositionCommarg{S)dL {/rgm:(g?tﬂ = Do not interrupt previous movement
erride Tag 1 = Interrupt previous movement
- Immediat=0 = Current movement is not overlapped with
Set_PosmonCommargg)dL value or mext
erlap Ta 1 = Current movement is overlapped with next
9 movement
Immediatno = First High-speed capture (triggered by
Set_CapturedPositic%%ﬂi value or DI9)
ct Ta 1 = Second High-speed capture (triggered by
9 DI10)
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Table 161 - MAM Operands (Continued)

Operand

Type

Forma|

t Description

_ENO

BOOL

Tag

True when this UDFB output is enabled.

Ref_Ctrl_Cfg_Out

raC_UDT_Iiff K

SYEV

Interface to device object

Ref_Ctrl_Set_Out

raC_UDT_lItf K|

5100_Set

Tag Interface to device object

Ref_Ctrl_Cmd_Out

raC_UDT_itfdK

51ag_C

Interface to device object

Ref_Ctrl_Sts_Out

raC_UDT_H$ K

5189 S

Interface to device object

Sts_EN (Enable)

BOOL

T

[o})

This bit is set when the rung makes a false-
to-true transition and remains set as the
Sﬁrr:essage transaction to activate the drive is

itiated and in process. It remains set while
the rung-in condition is true and no faults are
active.

Sts_DN (Done)

BOOL

Tal

This bit is set when the rung makes a false-
go-true transition and the cmd to activate the
drive has been acknowledged.

Sts_ER (Error)

BOOL

Ta

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withittstruction. This
Jinstruction error can be a result of a fault on
the drive itself. See ER& details on the
cause of the error.

Sts_IP (In Progress)

BOOL

This bit is set when the rung makes a false-
to-true transition, the Stop message

Taansaction is successful, and the motor

begins to decelerate. This bit remains set as
the motor is executing the stop.

Sts_PC (Process
Completed)

BOOL

Tag

This bit is set when the rung makes a false-
to-true transition, the Sts_IP is set, and the
motor reaches the Target Position.

Sts_ERR

DINT

Tag

Instruction error codes. See Kinetix 5100

Drive UDFB Error Catiés 1680r details.

The raC_Opr_K5100_MAM instruction rieoussgradaiget position specified and
uses the Move Type to perform the move (index).

Error Codes:

378

100 - Kinetix 5100 drive is not ready
101 - Kinetix 5100 drive is faulted
103 - MSF is executing
105 - Drive is disabled
107 - raC_Opr_K5100_MAS is executing

108 - Other motion UDFB is sending the command
111 - SpeedReference is out of range
112 - AccelReference is out of range
113 - DecelReference is out of range
119 - Move Type is out of range

126 - Homing not completed
129 - Motor is not connected to drive
140 - Operation is not sdppetethe device is virtual

141 - Motor type not supported (Linear)

150 - PositionReference in coedssmagenum allowed value (2147481984)
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Set_MoveType:
* Four types of move operations (Set_MoveType = 0,1,7,8) are performed as s

e Three types of move operationse(@ethttbw 2,3,4) are performed as shown.
Define 'Indexing Coordinate':

* Rotate Positive or Rotate Negative or Rotate Shortest Path.

The Rotary move types are used tovmp\timedex valikerving the natural
rollover of the feedback device. Forifetkaenmpdeor could only index positive, the
Rotary Positive is used. When ttle degdfeatransitions through its natural
unwind (typically 2.1 billion counts), the movements always indexes positive.

IMPORTANCurrently, the Kinetix 5100 drive does not have a user defined Unv
function. The rotary selection&JIDRBiglo not refer to user-defined

rotary axis types.
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» Position Command with Overlap option.
The executing index isuptearduring its deceleration. The new index is started
before the deceleration is complete

¢ Position Commandntgirupt option.

The executing index (Index 1) is stopped. The new index (Index 2) is execute
dynamics. This is shown in the graphiteheldwarrow is the point where the drive

receives the command for Index 2.
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raC_Opr_K5100_MAI

It may be useful to execute a motion control internal register (PR) while in the 10 c
mode. This can be for performing an a&morn tfde to be performed by one of the

UDFBs. To use this, you must pre-eoRijurehb drive using KNX5100C software,
before you establish the IO Mode connection.

Figure 84 - MAI Diagram

Table 162 - MAI Operands

Operand Type Format Description

_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Set_In raC_UDT_Itf_K5TI@Q_Set | Interface from device object

Ref Ctrl_Cmd_In raC_UDT_Itf_KbI&® Cmd Interface from device object
Ref_Ctrl_Sts_In raC_UDT_|Itf_K5T@Q_Sts | Interface from device object
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Table 162 - MAI Operands (Continued)

Operand Type Format Description
Immediate
Set_Startingindex INT value or |Enter the pre-configured PR# to execute.
Tag
_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Set_Out raC_UDT_Itf_KB100_Set| Tag Interface to device object
Ref_Ctrl_Cmd_Out raC_UDT_ifdK5I8g C Interface to device object
Ref_Ctrl_Sts_Out raC_UDT_It$ KbI8§ S Interface to device object
; Reads the current PR# that is executing in
Sts_Activelndex INT Tag the drive.

This bit is set when the rung makes a false-
to-true transition and the message

Sts_EN (Enable) BOOL Tdgransaction to MAI is initiated and in process.
It remains high urdirtimg-in condition is

false and no faults are active.

This bit is set when the rung makes a false-
o-true transition and the message
ransaction to MAI the drive (Sts_EN) is
complete.

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withittstruction. This
Yinstruction error can be a result of a fault on
the drive itself. Se2 ER®& details on the
cause of the error.

This bit is set when the rung makes a false-
to-true transition, the MAI message

Sts_IP (In Progress) BOOL Taansaction is successful, and the PR
command has been sent to the drive. This bit
remains set until the AtReference bit is set.

This bit is set when the rung makes a false-
to-true transition, the Sts_IP is set, and the

Sts_DN (Done) BOOL T

Q

Sts_ER (Error) BOOL T

Q

Sts_PC (Process
Completed) BOOL Tag MAI has sent the PR execution and the
AtReference bit is set.
Instruction error codes. See Kinetix 5100
Sts_ERR DINT Tag Drive UDFB Error Cathées 168r details.

Use the Motion Axis Index (raC_Opy ik&a0fidiAd execute motion control by
internal register (PR) inxSih@@di drives. The 99 built-in command registers select the
command source.

Error Codes:
e 100 - Kinetix 5100 drive is not ready
» 101 - Kinetix 5100 drive is faulted
* 103 - MSF is executing
» 105 - Drive is disabled
e 107 -raC_Opr_K5100_MAS is executing
e 108 - Other motion UDFB is sending the command
e 115 - Startinglndex is out of range
* 129 - Motor is not connected
* 140 - Operation is not sdpypeetethe device is virtual

raC_Opr_K5100_MAG

Use the Motion Axis Gear (MAG) to leregpultsear@ationship with the drive. The MAC
uses the E-gear ratio that is configeiteNX5H00C software. The E-gear Ratio dialog
is shown fiigure 78Vhen you use the MAG instruction, the drive behaves like it is in
(Position Terminal - or Pulse Train)theodewendses the E-gear ratio to respond to
master pulses.
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Figure 8&escribes the values lgkar Ratio dialog box. Not all values that are show
here are used with the Motion Operation UDFB.

Figure 85 - E-gear Ratio Dialog Box

Table 163 - E-gear Ratio Dialog Box Settings

ltem Description

1 Gear Ratio Selection dropdown menu - Yotraanrfahodgterent ratios (N1...N4). Not used
with UDFB.

2 Gear Ratio Follower Counts (hal@eaththe motor feedback resolution.

3 Gear Ratio Master Counts (M) - Set this alugsdsiotor resolution. This value is set for
whatever your applicatioresedyipical values are 100,000 counts for a high-resolution encod

4 GNUMO/1 - These values are mapped tetie thaitapresent binary weighted values to
select the Gear Ratio value. Not used with UDFB.

The PT Mode is a pulse-pulse follower relationship. When you use the variable rati
the ratio, there is no positioning alelityeThwien you are finished using the MAG UD
your position scaling (which also uses tadd-geght change if you use the variable
Cfg_GearingMode and change the Mest&iseatbyour application requirements.

The MAG Set_SlaveCounts is sometim&eaalRatith Follower Counts or numerator
(shown as itemEidare 85Use it to determine the internal 'ratio’ of the drive (shown
167.77Higure 35

For our purposes, the E-gear ratic-Rdik@®/&et_SlaveCounts = motor feedback
resolution (from the KNX5100C > Function List > Motor Selection > Feedback dial
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Figure 86 - Set the Follower Counts

The MAG Set_MasterCounts is sometis&eeaaltatio Master counts or denominator
(shown as itemBadnure §5Any gearing relationsstigonsider the actual motor
mechanics, like a geapb@actuator pitch, and usertbolkanics to relate back to a
motor rotation. Gear Ratio Master casnisdaceunts/mototiooteDesired counts

are not used for positioning; but defimy lsowmsayour motor moves in one rotation
based on the number of feedback pulses you expect to receive from the source inj
used to determine your gearing relatiohishipaS8ier counts value is used to define the
pulse-pulse relationship.

IMPORTANThe MAG can affect your pgsittomissuing Kinetix 5100 drive
(slave) uses the E-gear ratinadnde it follows pulses from a
source (a master). While the tlestlhésissuing Kinetix 5100 drive
(slave) follows pulses from aootbemaster, the way the function
operates can affect positiottiegdoive. Regardless of Operation
Mode, the E-gear ratio is abdagsprsvide a representation of
positioning (units or counts) or to define a Pulse-Pulse Following
relationship (MAG/Re) tN€rE-gear ratio is changed, the positioning
of the axis is changed.

Gearing example

The master in the example system is a 4000 ppr encoder. When the encoder mak
revolution, we expect the Slavel drive to see: 4000 pulses.

Our application requitasirat we want to folloertbisler at a 1:2 relationship. So,
when the master encoder moves oneeeokoid®, the motor rotates two times.

The Master PPR is not entered anywhegué&goluthiatrere know this value. We calculate
the MAG Set_MasterCouktowangethe Master PPRacouthis relationship we want
in the Slavel motor.

We set the MAG Set_SlaveCoufsedibéato Resolution = 16,777,216.

We set MAG Set_MasterCounts = 2000, so when the Slavel drive sees 2000 ma:
Slavel motor moves one rotation, and thus, as the Master encoder moves 4000 p
would move two rotations.

You can use two modes of the MAGdsaatiodeEhare defined by the Cfg_GearingMc
entry. This entry is set for Fixed initraligt ¥dentionally change this setting. Fixed
mode does not impact postiecange it uses the exigaay Eatio in the Kinetix 5100
drive. Therefore, we can follow a mastartb@ifixedoatnd when gearing is

disabled, we can continue positiontrigsiriththe position scaling for the drive.

Variable mode lets you ¢hariggear ratio by manipulating the master/slave counts
values. The variable mode lets you chang®'like sgu change the ratio, you affect the
motor positioning because the E-geasoatgeid tal define Position Scaling. If you
require positioning after usiugrthble gearing, issueray IS@miience to re-establish

an origin.
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Figure 87 - MAG Diagram
Table 164 - MAG Operands
Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Set_In raC_UDT_Itf_K%I@Q Set | Interface from device object
Ref _Ctrl_Cmd_In raC_UDT_Itf_KblI&® Cmd Interface from device object
Ref_Ctrl_Sts_In raC_UDT_Itf_K5T@@_Sts | Interface from device object
Immediate .
. 0 = Fixed
Cfg_GearingMode BOOL ¥a|ue Or |1 = variable
ag
Sets the value of the E-gear ratio:
Denominator ID152 (P1.045). Set this value to
Immediate/€Present the desired counts/motor rotation.
I'This value defines the number of pulses/
Set_MasterCounts DINT %Iue " | motor rotation and when used with the
9 feedback pulses that you expect to see from
the source input (also pulses/ revolution)
provides a gearing relationship.
ImmediateSets the value of the E-gear ratio: Numerator
Set_SlaveCounts DINT value or |ID151 (P1.044). Set this value the same as the
Tag Motor Feedback Resolution.
ENO BOOL Tag True when this UDFB output is enabled.

Ref _Ctrl_Set_Out

raC_UDT_Itf_Kb100_Set

Tag Interface to device object

Ref Ctrl_Cmd_Out

raC_UDT _itfdK

5186 C

Interface to device object

Ref_Citrl_Sts_Out

raC_UDT_Ht§ K

5189 S

Interface to device object

Sts_EN (Enable)

BOOL

This bit is set when the rung makes a false-
to-true transition and the message

Tadransaction to MAG is initiated and in process.

It remains high urdirtimg-in condition is
false and no faults are active.

Sts_DN (Done)

BOOL

This bit is set when the rung makes a false-

Tago-true transition and the message

transaction to MAG (Sts_EN) is complete.

Sts_ER (Error)

BOOL

Ta

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withittstruction. This
Binstruction error can be a result of a fault on
the drive itself. See ER®& details on the
cause of the error.

Sts_IP (In Progress)

BOOL

This bit is set when the rung makes a false-
to-true transition, the MAG message
transaction is successful, and the drive
Talgegins following. This bit remains set as the
motor is executing the gearing. It remains set
while the MAG is active, regardless of the
rung-in condition.

Sts_ERR

DINT

Tag

Instruction error codes. See Kinetix 5100
Drive UDFB Error Cattés {6fr details.

Error Codes:

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

385



Appendix H User-defined Function Block Motion Instructions

e 100 - Kinetix 5100 drive is not ready

» 101 - Kinetix 5100 drive is faulted

e 103 - MSF is executing

* 105 - Drive is disabled

e 107 -raC_Opr_K5100_MAS is executing

e 108 - Other motion UDFB is sending the command
e 129 - Motor is not connected

« 131 - Slave count is out of raAge 1) to (2

132 - Master count is out of radge1) to (2
* 140 - Operation is not sdpypoetethe device is virtual
e 141 - Motor type not supported (Linear)

raC_Opr_K5100 MAH

Use the Motion Axis Home (raC_Opj_iK&tt0&idnAslcommand a homing procedure
in the drive. Homing is udefihi® an origin for your amotdo establish an absolute
positioning reference for the motor.

Figure 88 - MAH Diagram

Table 165 - MAH Operands

Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref _Ctrl_Cfg_In raC_UDT_Itf_K%T@Q_Cfg | Interface from device object
Ref _Ctrl_Set _In raC_UDT_Itf_K%I@Q_ Set | Interface from device object
Ref _Ctrl_Cmd_In raC_UDT_Itf_KbI&® Cmd Interface from device object
Ref_Ctrl_Sts_In raC_UDT_|Itf_K5T@Q_Sts | Interface from device object
Immediatg ; ;
; 10...38. Sets this value for the Homing Method
Set_HomingMethod|  SINT %‘ge Of Ithat is used with K5100 drikebl8ds6
ImmediateThe feedback pmsitvhen a homing
Set_PositionRefererice LREAL value or |procedure is completed.
Tag Range: -2,147,483,648...+2,147,483,647
ImmediateThe first (high) speed reference. Units are 0.1
Set_SpeedReference LREAL value or |rpm for rotary motors.
Tag Range: 1...20,000
ImmediateThe second (low) speed reference. Units are
Set_HomeReturnSpeed  LREAL value or |0.1 rpm for rotary motors.
Tag Range: 1...5000
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Table 165 - MAH Operands (Continued)

Operand Type Format Description
Immediate, | .
"Units are 0.1 rpm/s for rotary motors.
Set_AccelReference LREAL ¥3I5e or Range: 458...30,000,000
Immediate, | .
"Units are 0.1 rpm/s for rotary motors.
Set_DecelReference LREAL %Ige or Range: 458...30,000,000
_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Cfg_Out raC_UDT_fig KbIag C Interface to device object
Ref_Ctrl_Set_Out raC_UDT _Itf_KB100_Set| Tag Interface to device object
Ref Ctrl_Cmd_Out raC_UDT_itfdK5Iag C Interface to device object
Ref_Ctrl_Sts Out raC_UDT_It§ KbI8g S Interface to device object

This bit is set when the rung makes a false-
to-true transition and the message

Sts_EN (Enable) BOOL Tdgransaction to Home is initiated and in
process. It remaigk hitil the rung-in
condition is false and no faults are active.

This bit is set when the rung makes a false-
o-true transition and the message
ransaction to Home the drive (Sts_EN) is
complete.

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withittstruction. This
Bnstruction error can be as a result of a fault
on the drive itself. 3seER® details on

the cause of the error.

This bit is set when the rung makes a false-
to-true transition, the Home message
Sts_IP (In Progress) BOOL Tagansaction is successful, and the homing
begins. This bit remains set if the homing is
executing.

This bit is set when the rung makes a false-
Tag [to-true transition, and the Homing Sequence
is completed.

Instruction error codes. See Kinetix 5100
Sts_ERR DINT Tag Drive UDFB Error Catiées 168r details.

Sts_DN (Done) BOOL T

QD

Sts_ER (Error) BOOL Tal

Sts_PC (Process
Complete) BOOL

Table 166 - Homing Methods

Value Description

Homing in forward direction and gaahithg origin. Return to Z pulse.

Homing in forward direction and asdawchPlg origin. Go forward to Z pulse.

Homing in forward direction and eeghairitig origin. Do not look for Z pulse.

Homing in reverse direction and @ghaahiiig origin. Return to Z pulse.

Homing in reverse direction and regard NL as homing origin. Go forward to Z pulse.
Homing in reverse direction and regard NL as homing origin. Do not look for Z pulse.

Homing in forward direction, ORG: OFFrgQ@Kgis. ivehirn to Z pulse. Shows error when
encounter limit.

Homing in forward direction, ORG: OFFrgQ@Nais. ietiirn to Z pulse. Reverse direction
when encounter limit.

Homing in forward direction, ORG: OFF->0Mgas Ganforgiard to Z pulse. Shows error when
encounter limit.

Homing in forward direction, ORG: OFF->ON as homing origin. Go forward to Z pulse. Re\
when encounter limit.

Homing in forward direction, ORG: OFF->0ri¢jzs Bomioijook for Z pulse. Shows error when
encounter limit.

Homing in forward direction, ORG: OFF->ON as homing origin. Do not look for Z pulse. Re
when encounter limit.

Homing in reverse direction, ORG: OFFag©@Ngas. fitetirn to Z pulse. Shows error when
encounter limit.

O (OB WIN|IFL|O

10

11

12
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Table 166 - Homing Methods (Continued)

Value Description

13 Homing in reverse direction, ORG: OFF->@lgias Retaingo £ pRisverse direction when
encounter limit.

14 Homing in reverse direction, ORG: OFF->Qrigias Gonfiingard to Z pulse. Shows error when
encounter limit.

15 Homing in reverse direction, ORG: OFF->Qrigias Gorfdngard to Z pulse. Reverse direction
when encounter limit.

16 Homing in reverse direction, ORG: OFF->@lgias bomatdook for Z pulse. Shows error when
encounter limit.

17 Homing in reverse direction, ORG: OFF->@lgias Bomistdook for Z pulse. Reverse direction
when encounter limit.

18 Look for Z pulse in forward direction aad hegairthiorigin. Shows error when encounter limit

19 Look for Z pulse in forward direction arabsriegariddt origin. Reverse direction when encounter
limit.

20 Look for Z pulse in reverse direction and hegairbiorigin. Shows error when encounter limit

21 Look for Z pulse in reverse direction aras tregiaidgtorigin. Reverse direction when encounter
limit.

22 Homing in forward direction, ORG: ON-r@BFB. Hoatirn to Z pulse. Shows error when
encounter limit.

23 Homing in forward direction, ORG: ON-n@BFRgB.Hoatirn to Z pulse. Reverse direction
when encounter limit.

24 Homing in forward directio@NDRGEF as homing origin. Go forward to Z pulse. Shows error
encounter limit.

25 Homing in forward direction, ORG: ON->COétigas Ganforg/ard to Z pulse. Reverse direction
when encounter limit.

26 Homing in forward direction, ORG: ON->Qfflgims Bomintjook for Z pulse. Shows error when
encounter limit.

27 Homing in forward direction, ORG: ON->Qitfgirs Bomioigook for Z pulse. Reverse direction
when encounter limit.

28 Homing in reverse direction, ORG: ON-r@Bfgas. Rehirn to Z pulse. Shows error when
encounter limit.

29 Homing in reverse direction, ORG: ON->Qffigias Retumgo 2 pRisverse direction when
encounter limit.

30 Homing in reverse direction, ORG: ON->Qilgias Gorfangard to Z pulse. Shows error when
encounter limit.

31 Homing in reverse direction, ORG: ON->Qilgias Gomimgard to Z pulse. Reverse direction
when encounter limit.

32 Homing in reverse direction, ORG: ON->Qifigias homatdook for Z pulse. Shows error when
encounter limit.

33 Homing in reverse direction, ORG: ON->OFF as homing origin. Do not look for Z pulse. Re
when encounter limit.

34 Define current position as the origin.

35 Look for the collision point in forward diresgiarl dinals the origin. Return to Z pulse. Shows
error when encounter negative limit.

36 Look for the collision point in forward direstjema &mas the origin. Do not look for Z pulse.

37 Look for the collision pointreerdirection and regard it as the origin. Return to Z pulse. Show
error when encounter positive limit.

38 Look for the collision point in reverse dimegard #@ras the origin. Do not look for Z pulse.

Error Codes:

100 - Kinetix 5100 drive is not ready

101 - Kinetix 5100 drive is faulted

103 - raC_Opr_K5100_MSF is running

105 - Drive is disabled

107 - raC_Opr_K5100_MAS is executing

108 - Other motion UDFB is sending the command
111 - SpeedReference is out of range

112 - AccelReference is out of range
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122 - HomingMethod is out o
129 - Motor is not connected

raC_Opr_K5100 MAT

113 - DecelReference is out of range

f range

Useredédfumction Block Motion Instructions

140 - Operation is not sdpypiwetethe device is virtual
141 - Motor type not supported (Linear)
150 - PositionReference in coedssmagenum allowed value (2147481984)

The Motion Axis Torque (raC_Opr_K5100_MAT) instruction lets you use torque lir
pre-defined speed is used to move fhleenfiosbtime the pre-defined torque limit is
reached, the Sts_TorqueRxishsst. While the StaeRargched bit is set, the MAT
operation remains active until it is amdedCbppr K5100 MAS (Motion Axis Stop)/M
(Motion Servo Off), or a drive faudjudla@d speed entries are bidirectional.

Figure 89 - MAT Diagram

Table 167 - MAT Operands

Operand Type Format Description
_EN BOOL Tag True when the rung is enabled.
Ref_Ctrl_Cfg_In raC_UDT_Itf_K5%T@Q Cfg | Interface from device object
Ref_Ctrl_Set_In raC_UDT_Itf_K%TI&Q_Set | Interface from device object
Ref _Ctrl_Cmd_In raC_UDT_Itf_KbI&® Cmd Interface from device object
Ref _Ctrl_Sts_In raC_UDT_Itf_K5T@g_Sts | Interface from device object

ImmediateThe limited value of motor torque, in the unit
Set_TorqueReferencge DINT value or |of 0.1% of the motor rated torque.

Tag Range: -4000...+4000

ImmediateéTorque Ramp Time, the time (ms) it takes to
Set_TorqueRampTime DINT value or |[ramp up from 0O to the TorqueReference.

Tag Range: 1...65500

Immediat=Speed limit that is used during the constant
Set_SpeedLimit DINT value or ‘trg(r)ct{gre operation: unit is 0.1 rpm for the rotary

Tag Range: -80,000...+80,000
_ENO BOOL Tag True when this UDFB output is enabled.
Ref_Ctrl_Cfg_Out raC_UDT_fig KbI&g C Interface to device object
Ref_Ctrl_Set_Out raC_UDT_Itf_KB5100_Set| Tag Interface to device object
Ref_Ctrl_Cmd_Out raC_UDT_ifdK5Iag C Interface to device object
Ref_Ctrl_Sts_Out raC_UDT_Itf KbI8§ S Interface to device object
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Table 167 - MAT Operands (Continued)

Operand Type Format Description

Sts_EN (Enable) BOOL T

This bit is set when the rung makes a false-

to-true transition and remains set as the

Qessage transaction to execute the MAT is
itiated and in prodessmains high until

the rung-in conditidalge and no faults

are active.

[o})

This bit is set when the rung makes a false-

Sts_DN (Done) BOOL Tago-true transition and the message

transaction to the drive (Sts_EN) is complete.

Sts_ER (Error) BOOL T

This bit is set when the rung makes a false-
to-true transition and there is an error that
has occurred withitfstruction. (This
instruction error can be as a result of a fault
on the drive itself) SkeeER& details on

the cause of the error.

QD

This bit is set when the rung makes a false-
to-true transition, the MAT message

Sts_IP (In Progress) BOOL Taansaction is successful, and the motor

begins to move. This bit remains set while the
MAT operation is active.

This bit is set when the rung makes a false-
to-true transition, the Sts_IP is set, and the

Sts_TorqueReached BOOL Ta8et_TorqueReference value is reached. This

bit is set (and remagt) on the first
occurrence of this condition.

Instruction error codes. See Kinetix 5100

Sts_ERR DINT Tag Drive UDFB Error Catiées 168r details.

Error Codes:

100 - Kinetix 5100 drive is not ready

101 - Kinetix 5100 drive is faulted

103 - raC_Opr_K5100_ MSF is executing

105 - Drive is disabled

107 - raC_Opr_K5100_MAS is executing

108 - Other motion UDFB is sending the command
111 - Speed limit is > 80000 or < -80000

116 - TorqueReference is out of range

125 - TorqueRampTime is out of range

129 - Motor is not connected

140 - Operation is not sdpypletethe device is virtual
141 - Motor type not supported (Linear)

Motion Error Codes (Sts_ERR) describes the eraimddri8i3RBs.error codes for

the Connected Components Workbenchrapptoahstructions for the Kinetix 5100

drive.

Table 168 - Kinetix 5100 Drive UDFB Error Codes

Instruction Name

Error —

Code| Pescription MSO MSF  MAFR MAS MAJ MAT MA MAM MAH M£
100 | Drive is not ready. X X X X X X X X X X
101 | Drive is faulted. X X X X X X X X X
102 | raC_Opr_K5100_MSO is executing. X
103 | raC_Opr_K5100_MSF is executing. X X X X X X
104 | Another raC_Ofx_MSEJis executing. X
105 | Drive is disabled. X X X X X X X
106 | Another raC_Opr_K5100_MAFR message Is executing. X
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Appendix H
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Error

Instruction Name

Code Description —
MSO MSF  MAFR  MAS MAJ MAT MA MAM MAH
107 | raC_Opr_K5100_MAS is executing. X X X X
108 | Another RA motion UDFB is sending the command X X X X X
111| SpeedReference is out of range. X X X X
112 | AccelReference is out of range. X X X
113 | DecelReference is out of range. X X X X
115 | Startinglndkiglser than 99.
116 | Torque is out of range. X
119 | MoveType is out of range. X
122 | HomingMethod is out of range. X
125 | TorqueRampTime is out of range. X
126 | Homing is not completed. X
129 | Motor is not connected. X X X X X X
131 | Gear slave counts are out of range. X
132 | Gear master count is out of range. X
133 | Gear ratio is out of range. X
140 | Operation is not supported when the devicsq is virtual. X X X X X X
141 | Motor type not supported (Linear). X X X
150 PositionReference in caxggeds maximum allgwed X X
value (2147481984)
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Notes:
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Use PCCC Commands

Appendi>J
Using PCCC Commands and MicroLogix Ma

Firmware revision 23.011 for Micro85Q (20&@Il&GEand firmware revision 22.011 fo
Micro 870 (2080-L70E) controllers add support for Programmable Controller Com
Command (PCCC) and enaftieliiee trorespond over either the DF1 Serial port or th
Ethernet port.

This option provides backward compa¢ipdity fmmtrollers that do not understand the
CIP protocol to access the data tableimsajfgpMgso850 and Micro870 controllers. Cl
is the fundamental language of Micro850 and Micro870 controllers.

With proper mapping of Bdiena@ Micro870 varialilda fies, you can access
information in the Micro850 and MicroBi@ csitig other applications that worked
with our legacy controllers over the Serial or Ethernet port.

IMPORTANFHor information on mapping désamidficroLogix data files, see
Map Variables to Microl oox pdge 3% avoid data mismatch,
use an array variable of thdataryge as the MicroLogix file.

CIP messaging is the preferred methotingf witbr&icro8EDMitro870 controllers,

but PCCC messaging isad#evior many applications, especially where the legacy
communications product is not able teteanddifhere you are willing to do the extra
configuration of data radppings in Micro850@n8Micontrollers. Remote
applications that deperdF1 Serial communicatioma@dem or Serial radio link can
also use this method.

PCCC commands can arrive at the controller in these ways:
* Through the RS-232 Serial port
« Encapsulated inside a EtherNet/IP message

The following section identifies the PC@€thatriviiaro850 (2080-L50E) and Micro87
(2080-L70E) controllers support and the formatting that is required. You do not rec
license from ODVA to use the P@@IS dwahare described as follows.

Supported Subset of PCCC Commands

Micro850 (2080-L50E) and Micro87( (208mI&i8Esupport the SLC™ communicatic
commands format to access MicroLogixatataréispond autoatlst to a MicrolLogix
controller.

PCCC commands that M20885I050E) and Micro8707(@B)BEentrollers support in
fundamental PCCC instruction:

e SLC Protected Typed Logical Read with 3 Address Fields (CMD=0F,4F; FN
e SLC Protected Typed Logical Write with 3 Address Fields (CMD=0OF,4F; FN

PCCC commands that MRB885I050E) and MicrdB¥Q.7R2&) controllers understand
to auto respond to guiesiesMicroLogix controllers:

e SLC Protected Typed Logical Read with 3 Address Fields (CMD=0OF,4F; FN
e SLC Protected Typed Logical Write with 3 Address Fields (CMD=0OF,4F; FN(

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 393



Appendix | Using PCCC Commands and MicroLogix Mapping

Map Variables to
MicroLogix Files

394

» SLC Protected Typed Logical Read with 2 Address Fields (CMD=0OF,4F; FN
» SLC Protected Typed Logical Write with 2 Address Fields (CMD=0OF,4F; FN
» SLC Protected Typed Logical Write with 4 Address Fields (CMD=0OF,4F; FN(

These commands use strictly a logicadiflvessofg (for example, file/element/sub-
element). For information on mapping tlve fléisrtm_blicro8%DMitro870 variables,
seeHow to Map a MicroLogix Address in Connected Components Workbench Soft

page 395

Micro850 and Micro870lemntrandle protected and unprotected commands the sanr
way, whether the access for the data is set to read/write, read-only, or none.

IMPORTANRHor the SLC Protected Typed Logical Read and SLC Protected Ty
Logical Write commands, mapfites datislickdBand Micro870
variables of types INT, DINT, REANGonly. Use a MicroLogix file
data type that matches thepdatd thie Mi&g0&nd Micro870
variable.

« For INT variables, use fdlygxe(Binary) or 89hex (Integer).

» For DINT variables, use file type 91hex (Long).

» For REAL variables, use file type 8Ahex (Float).

e For STRING varialiide tigee 8Dhex (String).

For more information on MicrleLtypiedj see the DF1 Protocol and
Command Set Refdviaragal, publicetitrD-6.5.16

MicroLogix logical addressing has a limnitddagicabaddress levels, so there are som
special considerations.

Ina The element number is used as the
One-dimensional array Intdexdohension (datalelem])
Two-dimensional arra; Index of the second dimension and thedfissisiin{easad]jalem])

Three-dimensional arrﬁ g?;([&f[(t)?[%gi;(]j) dimeasibthe first and secamehdion indices are both 0

Micro850 (L50E) and Micro870 (L70E) controllers only support the one-dimension

For more information on how to use the new PCCC instruction to send PCCC con
the Micro800 Prograble Controllers General Instructions Reference Manual,
publicatid2080-RM001

This feature is only supported BONRO®8-L50E) controllers with Connected
Components Workbench software, version 23.011 or later, and in Micro870 (2080
controllers with Connected Components Workbench software, version 22.00 or lat

Micro850 (2080-L50E) and Micro870 (20gmbI&iGEstore variable names in the
controller so that other devices can read or write data without having to know the |
memory locations. Many products carstarig idewLogix data files, so the Micro85G
and Micro870 controllers offer a funefioMittro850 and WMicva8iable names to
MicroLogix files.
* You only have to map the file nunareragbdtin messagesdo not need to
map the other file numbers.
e The mapping table is loéol¢tae controller and is used whenever a logical addri
accesses data.

* You can only accesslmntesiables (global data).

Follow these guidelines when you map variables.

« Do not use file numbers 0, 1, andes ateesestrved for Output, Input, and Statu
files respectively in a MicroLogix processor.

» Use MicroLogix mapping only for vgsaifldatadype INT, DINT, STRING, or RE
Attempting to map elements of systenesican produce undesirable effects.
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* Use these fileety and identifiers.

For this Micro850/Micro870 Array Type Use this MicroLogix File Identifier
INT array NorB

DINT array L

REAL array F

STRING array ST

How to Map a MicroLogix Address in Connected Components
Workbench Software

You can add the MicroLogix address in two ways:
« Use the ADD buttotihe MicroLogix mapping configuration page.
* Use the IMPORT buttbe MicroLogiximgppnfiguration page.

Use the ADD button

To add a MicroLogix mapping, do the following:

1. Inthe Project or Controller Organizer, double-click the controller to open the
workspace.

2. Inthe Controller tree, select MicroLogix Mapping.
3. On the Controller - MicroLogix Mapping configuration page, select Add.
a. In the Variable Selector dialagndiosatect the végiahen select OK.

b. (Optional) Change the File Nunnigetit® MiefroLogiXTifpe to map to the
Micro800 variable. This stigprésjained fde tiypes N and B.

IMPORTANTO read multiple MicroLogix addresses, you must set the

Micro800 variable as an array.

For example:

* To read the MicroLogix addresses N7:0...N7:10, you must
that the Micro800 variablertfagipsd to Data File 7 is an
array of 0...10, or anpawtysrwhose length is 11.

» To read the MicroLogix adittsgou must verify that the
Micro800 variable that is mapp&iFde 7 is an array of 0...5,
or any other arrays whose length is 6.

4. Verify that the Miarofilegtype is correct.

To delete a MicroLogix mapping, do the following:

1. Inthe Project or Controller Organizer, double-click the controller to open the
workspace.
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2. Inthe Controller tree, select MicroLogix Mapping.

3. On the Controller - MicroLogix Mapping configuration page, select the variak
select Delete.

Use the IMPORT button

Export, modify, and add MicroLogix mapgimmy iimtmutk by importing or exporting CSV
files. You can import a maximum exde)0DNicroLogix mapping infafipateO

shows the format of MicroLogix addresasagsac@8Y file. The format includes the fil
number, variable name, data type, and MicroLogix file type.

Figure 90 - MicroLogix Address Association in CSV File

To import a CSV file foragixmmlapping, do the following:

1. In Project or Controller Organizer, double-click the controller to open the col
workspace.

2. Inthe Controller tree, select MicroLogix Mapping.
3. On the Controller - MicroLogixddiafigumation page, select Import.
4. Inthe Open dialog box, select the CSV file that you want to import, then sele

IMPORTANMIicroLogix mapping informatisind@trect is not imported
and an error message is shown in the Output window.

To export a CSV file foolfiicroapping tiu® following:

1. In Project or Controller Organizer, double-click the controller to open the col
workspace.

2. Inthe Controller tree, select MicroLogix Mapping.
3. On the Controller - MicroLogix Mapping configuration page, select Export.

4. Inthe Save As dialog box, entemtiee filen selecioitegtion to save the
exported file.

5. Select Save.

396 Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025



Symbols

__SYSVA_CYCLEGNT
__SYSVA_TCYCURRENT
__SYSVA_TCYMAXEEUM

Numerics

1761-CBL-PE®2
2080-PS120-2409AC
2080-REMLCD

advanced &84

backlight paramep&s

I/O Statz64

mode switelé4

securit@64

variablg64
2711P-CBL-EX®4

A

About Your Contr@er
absolute home swil@il1 62
Additional Resourt&s
Addressing
defininG46350352
analog cable groundifig
analog channeting guidelinést
analog inputs
analog channel wiring gui8dlines
ASCB96165

configuratid®
AutoTung34

axis160
axis output

general rul&66
axis state diagratii3

axis state updat@3
axis stated73

B

Baud rat846350352354
BC@B46350352355
before calling for assistaB2@

C

cables
programmig
Serial pa2
calling for assistarg28

Checking if Forces (locks) are Egabled
CIP Client Messagihg

CIP communications passsthru

CIP Seriéb

CIP Serial Client/Sebg80

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

Index

CIP Serial Driver
configuré5
CIP Symbolic Addresiing
CIP Symbolic Client/S&9éi
collision avoidant&4
Communication
configuring DF1 radio moder3S4ation
configuring slave st88@n
communication connectiEfh33
communication protocifis
DF1 Full-Dupiek
DF1 Half-Dup#x
Communication r846350352354
communications
port9
ConfigMeFirst.txt
errore37
configure
DF1 radio modem commuBsation
Configuring49
DF1 Half-Duplex Master
Message-ba348
Standard MGd&
Minimum Channel 0 ACK J4meout
Minimum DF1 Half-Dupleg4aster
Minimum Master ACK Tad&out
Poll Time@&3
Slave Stati®b2
Connected Components WorktiadP5
12917327228229240245
connection limifk®
Control lin846350352355
ControlFLAZED
controller
descriptial920

groundirgp
I/O wirinsyt

minimizing electrical Bdise

preventing excessive3beat
Controller Error Recovery [g2ilel
controller loat6
Controller MoungtiDimensioB9
controller passwadé5

recove?29
controller securig2s
CRB46350352355

D

data lo@40
data typext3
directory struct@el
execution rul43
specificatiofg 1
timing diagré&#3

dataset240241

deceleratioh65

DF1 Full-duplex
Communication Diagn®s§ics

DF1 Full-duplex did&er

397



Index

398

DF1 Full-duplex protocol

descriptidgd1
using a modaap
DF1 Half-duplex di3&r352

DF1 Half-duplex protocol

descriptiddd2
DF1 point-to-point conne6don

DHCP Cli&st

DIN Rail Mounttg

DIN rail mountiéy
direction input65
disconnecting main po8aer
DLG

function block st&td8

function error ID2#2

input and output paran#&térs
DLG_ERR_DATAFILE 241CESS

DNP3

device attribute olje&
diagnostidd 6
object99
slave application [8ger
slave application layer configuration
paramete8&2
Duplicate packet detecBiéf35]1352

E

Ell Function Configuraidn

Ell function fig10

Ell Function Status Informatian
Embedded Serial Port C2bles
Embedded Serial Port VBiing
enable and valid status

general rul268
encoder

gquadratu08
Endian Configuraai

EOT suppressa#y351353
errorl68

error codel315

Error detectid®%6350352355
error handling

general rul&68
error recovery mogetl

ErrorStofa73

F

fault routine

description of opera&ih
operation in relation to main control
prograr@01
priority of interrup@2
faults

recoverable and non-recod®able
force statu814

Forcing 1/G294
Full-duplex stati8B5

G

generating DNP3 evehbs
grounding the controfler

Guidelines and Limitations for Advanced Users

129

H

Hardware Featufiés

Hardware OverviElv

heat protectid3b

High-Speed Counter (B{8C)

high-speed counter functior2 file

High-Speed Counter Ovez0iew

home marké61

housekeepiig@5240

HSC (High Speed Counter) Functidh,/Block
310

HSC APP Data Struz@4re

HSC function fl&7

HSC Interrupt Configurag@n

HSC Interrupt P28

HSC Interrupt Status Infornfibn

HSC Interruf@22

HSC STS Data Struztixre

HSC_SET_STS Functio@ Bock

implementation tat20
Information Abdusing Interrup3®1

Establishing Communications Between R3DiA®Sition signsb2

and a Micro830 via 2638
Ethernet

configuration settings
EtherNet/IP Client/Seber

EtherNet/IP network
node432
star network topol®8/
topologieis32
event generation contrti
Event Input Interrupt (EIl) Function
Configuration and St&tls
event input interry@l) function fill0
exclusive acce225
Execution RulEas
execution rulexl0

input parametet$5

input states on power d83%n

Installing Your Contrdfer

INT instructid@304

interrupt subrong instructiod04

interrupts
interrupt instructiGoel
overvie@01
selectable timed start (STS) inSddction
user fault routB@3
user interrupt disable (UID) in@0%ction
user interrupt enable (UIE) ins30&tion
user interrupt flush (UIF) insB0&tion

Rockwell Automation Publ228@UM002Q-EN-E - May 2025



IP address

exclusiornd
rulesr1
IPIDCONTROBBER

paramete8380331332
isolation transformers

power consideratihs

J
jerk inputs
general rulgg5

K

KEY_READ_f&M
keyswitcl229

L
LCD_BKLT_REM
LCD_REKbE
link layer configuration paramé&trs
lower (Negative) Limit swiigh
lower (negative) limit swité2

M

Index

Micro850 controllers

inputs/outputs typgg2
Micro870 controllers

inputs/outputs typas
microSD capd1

flash upgra@dé9
minimizing electrical n&de

minimizing electrical noise on analog
channel§5

Modbus Mapp27d

Modbus Mapping for Mic&Y800

Modbus R%86Q 6165

configurati@8
Modbus TCP Client/Ség/ét

Modbus/TCP ser&gr
modems

using with Micro800 cont3d®ers
moduld7

Module Spac#@

motion contr&b9160
administrative function hl@eks
general rul&65
wiring input/outfi6@

motion control function blddé

motion function blodi&0

motor starters (bulletin 509)
surge supprest9s

mounting dimensi@®

Mapping Address Space and supported Data

Type71
master control reldy

emergency-stop switdBes

using ANSI/CSA symbols s@8matic

using IEC symbols schafatic
master contraglay circuit

periodic testd
MC_AbortTrigdé#

MC_Hdl64169171172
MC_Hortié4
MC_MoveAbsolift41 69
MC_MoveRelatig4l69
MC_MoveVelothyl69
MC_Powe64
MC_ReadAxisELa
MC_ReadBoolParartiéter
MC_ReadParamegdr
MC_ReadStat6g
MC_ResEs4173
MC_SetPositig4
MC_Stdp4169172
MC_TouchPrdiéd
MC_WriteBoolParanidtér
MC_WriteParamédie4
Micro800

Communication Diagng4fics
Micro800 cycle or stab

Micro800 remote staB86@2

Micro830 Controll&gs

Micro830 controllers
inputs/outputs typés

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

N

network statuz14

nodes on an EtherNet/IP neh8@rk

Normal Operatidid

North American Hazardous Location Approval
33

@)
object quality flag®7
output active

general rul&67
output exclusivily66

output statud14
Overview of Program Execl2®n

P
panel mountidgd
dimensiodd
Parity346350352354
Performance, MSG_MQ@DBUS

PICB30

PID Application Exardpe
PID Code Sanj3eé

PID Function Blo8RS
PLS Data struct@d

PLS Exam@20

PLS Operatia20
Point-to-poirg54

Poll timeo®47351

399



Index

position/distance ind85
POU (Program Organizational28nit)
power considerations

input states on power 8®wn
isolation transforn@rs
loss of power soGke
other line conditi®bs
overvie®4
power supply ini24h

power distributi®d

power source

loss 084
power statu3l4

power supply inrush

power considerat®hs
preventing excessive (&at

Priority of User Interru@@®
program mo@40

program sc&#0

program scan cyt26
programmable limit swR2OA

Programmable Limit Switch (PLS) Fattion

Programmable Limit Switch Ovelew
PTQA59

configurable input/outpit
fixed input/output sighéls
PTO directidg162

PTO puld6162

Q

guadrature enco@8
Quickstartgd77

R

recipe245

data typext3
directory structeb
function block er24g
function block paramg#gs
function block st&tdg
specificatio@45

recipe set245

relative move versus absolute move

general rul&68
REMLQD

Remote station
available mo@d$350352
configurati@49
configurir@p0
configuring MicroB&®)
Remote station drigé6352
reporting event by polled resddi&e
reporting event by unsolicited resf&Bse
Retrie847351353
RJ45 Ethernet p28t59
RS-232/RS-485 combaosfort
RS-232/RS-485 Serial5%ort
RTS off dela@$7351353
RTS send deByy 351353

400

Run Mode Change (&MC)
benefit@6
limitation9
RMC memdry
uncommitted charyes
usin@96

Run Mode Configuration Change2@RMCC)
loop-back messa@e
using EtherNe®1P
using Modbus Boru
verify IP address chz®ige
verify node address cl3dnge

S

safety circuit83
Safety Considerati83s
safety consideratia®®
disconnecting main p@8ver
hazardous loca@idn
master control relay circuit
periodic tesig

34
power distributih
safety circus8
Selectable Time tript (STI) Function
Configuration and St&808
selectable timed start instru@h
Serial communications stafisks
Serial port
configuréb
servo drivé59
servo/drive oh61.62
servo/drive readyg1162
Shutdow85
Sockets Client/Serg8r62
star network topolab32
Station addre846350352
status indicatdr7
Ethern&3
fault statuz14
input statigl 4
module stat?3d 314
network statPg 314
output stat@d4
power stat344
run statusl4
Serial communicafidds
Status Indicatapa the Control&t3
STI Function Configur&@én
STI Function Status Information
STS instructi@04
surge suppressors
for motor startd%
recommencéel
usingt7
system assembly
Micr08303<;ind Mici8pbint controllers
4
Micro830, Micro880yiasro870 24-point
controller3

Rockwell Automation Publ228@UM002Q-EN-E - May 2025

periodic tests of master control relay circuit



Index

T

time synchronizatibhb

timing diagrams
guadrature enc2ig

topologies
available on an EtherNet/IP h8&vork
starl32

touch probe input switéi1162

troubleshootirgl 3

U

UDFB

motion axis fault r&4€862
motion axis g&dp362
motion axis hald&362
motion axis ind€%362
motion axis jbgp362
motion axis m&4é362
motion axis servd 45862
motion axis serva 4862
motion axis stifH362
motion axis torq4dé362
UID instructi®®5

UIE instructi®96
UIF instructi@®7
upper (Positive) Limit swit6h
upper (positive) limit swit€2
user fault routine

creating a user fault ro3@ide
recoverable and non-recoverat883aults
User Interrupt Configura8iah

user interrupt disable instru@m
user interrupt enable instru@@h
user interrupt flush instruc86im
user-defined function (UR2B}29
user-defined function block (UR2BR)9
using emergency-stop swit8bes
Using Interrup2®1
Using the High-Speed Counter and
Programmable Limit Sv@h
Using the Selectalileed Interrupt (STI)
FunctioB08

Vv

validate IP addre&b
variable retainmei?9
velocity inpuit65

W
wiring diagranig)
Wiring ExampEs
wiring recommendatidh
Wiring Your Controllér

Rockwell Automation Publ228@UM002Q-EN-E - May 2025 401



Index

Notes:

402 Rockwell Automation PubRE8DUMO002Q-EN-E - May 2025



Micro830, Micro850, and Micro870 Programmable Controllers User Ma

Rockwell Automation PublZ&8@>UMO002Q-EN-E - May 2025 403



Rockwell Automation Support

Use these resources to access support information.

. Find help with how-to videos, FARsy ¢batms, Knowledgebase, and produc,
Technical Support Center notification updates. %%'Ii.éuto/support
Local Technical Support Phone Numbeisocate the telephone number for your country. rok.auto/phonesupport
Technical Documentation Center Quickly access and download techniatibsgedaiftallation instructions, a%ly%?ﬁo/techdocs
manuals. e
Literature Library Find installation instngstimanuals, brochureechnital data publications. rok.auto/literature

Product Compatibility and Download Cebtavnload firmware, associated fileA@GBcEBRS, and DTM), and access pr
(PCDC) release notes. _r%l?.gﬂ%lpcdc

Documentation Feedback

Your comments help us serve youratiocunesuls better. If yoamageggestions on how to improve our congetie complet
form atok.auto/docfeedback

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment shoulgdsepdeately from any unsorted municipal waste.

Rockwell Automation maintans maaduct environmental compliance information orrdt. aweb#ecat

Allen-Bradley, CompactBlock LDX 1/0, CompactLogixo@emsastedkiizomp, ContralrlnASH ogix, Data-Setxpadhelimg human possibility, FactoryTalk, FactoryTalk Linx,
FactoryTalk Linx Gateway, FLEX, Kinetix, Micro86i830ici8idB3d; Micro870, PanelView, PanelView [@mwpBlusnt &anerNetwork, PLC-5, POINT 1/O, PowerFlex,
Rockwell Automation, RSLinx, RSLinx Classic, RSLogi$b00 Siafietaviol TechConnect are trademarkgahRicknelt A

CIP, ControlNet, DeviceNetyldetIPthee trademarks of ODVA, Inc.

Excel, Microsoft, Visual Studio, and Windows are trademarks of Microsoft Corporation.
microSD is a trademark of SD-3C.

Trademarks not belonging to Rockwell Argqmaienty of their respective companies.

Rockwell Otomasyon Tidietr RlazdBerkezi E Blok Kat:6 8di#s&kowtanbul, Tel: +90 (216) 5698400 EEmBeY Biygumeliir

Publication 2080-UM002Q-EN-E - May 2025
Supersedes Publication 2080-UM002P-EN-E - December 2023 Copyright © 2025 Rockwell Automation, Inc. All rights reserved.



	2080-UM002Q-EN-E Micro830, Micro850, and Micro870 Programmable Controllers User Manual
	Important User Information
	Table of Contents
	Preface
	About This Publication
	Conformal Coated Catalogs
	Download Firmware, AOP, EDS, and Other Files
	Summary of Changes
	Additional Resources

	1 - Hardware Overview
	Hardware Features
	Micro830 Controllers
	Micro850 Controllers
	Micro870 Controllers
	Programming Cables
	Embedded Serial Port Cables
	Embedded Ethernet Support


	2 - About Your Controller
	Programming Software for Micro800 Controllers
	Obtain Connected Components Workbench Software
	Use Connected Components Workbench Software

	Controller Changes in Run Mode
	Using Run Mode Change (RMC)
	Uncommitted Changes
	RMC Memory
	Limitations of RMC

	Using Run Mode Configuration Change (RMCC)
	Using Modbus RTU Communication
	Using EtherNet/IP Communication

	Safety Considerations
	Disconnect Main Power
	Safety Circuits
	Power Distribution
	Periodic Tests of Master Control Relay Circuit

	Power Considerations
	Isolation Transformers
	Power Supply Inrush
	Loss of Power Source
	Input States on Power Down
	Other Types of Line Conditions

	Prevent Excessive Heat
	Master Control Relay
	Using Emergency Stop Switches


	3 - Install Your Controller
	Controller Mounting Dimensions
	Mounting Dimensions
	DIN Rail Mounting
	Panel Mounting
	Panel Mounting Dimensions
	System Assembly

	Install the 2080-REMLCD Module

	4 - Wire Your Controller
	Wiring Requirements and Recommendation
	Use Surge Suppressors
	Recommended Surge Suppressors

	Grounding the Controller
	Wiring Diagrams
	Controller I/O Wiring
	Minimize Electrical Noise
	Analog Channel Wiring Guidelines
	Minimize Electrical Noise on Analog Channels
	Grounding Your Analog Cable
	Wiring Examples

	Embedded Serial Port Wiring

	5 - Communication Connections
	Overview
	Supported Communication Protocols
	Modbus RTU
	CIP Serial Client/Server – DF1
	ASCII
	Modbus TCP Client/Server
	CIP Symbolic Client/Server
	CIP Client Messaging
	Sockets Client/Server TCP/UDP

	CIP Communications Pass-thru
	Examples of Supported Architectures

	Use Modems with Micro800 Controllers
	Making a DF1 Point-to-point Connection
	Construct Your Own Modem Cable

	Configure Serial Port
	Configure CIP Serial Driver
	Configure Modbus RTU
	Configure ASCII

	Configure Ethernet Settings
	Validate IP Address
	Ethernet Host Name
	IPv6 Support

	Configure CIP Serial Driver
	OPC Support Using FactoryTalk Linx

	6 - Micro870 Controller Distributed Network Protocol
	Channel Configuration for DNP3 Slave
	Serial Port Link Layer Configuration
	Ethernet Layer Configuration
	DNP3 Slave Application Layer Configuration
	Serial Link Layer Configuration Parameters
	Ethernet Layer Configuration Parameters
	DNP3 Slave Application Layer Configuration Parameters

	DNP3 Slave Application Layer
	Function Codes
	Internal Indications

	DNP3 Objects and Controller Variables
	DNP3 Object Data
	DNP3 Configuration
	DNP3 Data Set Object
	Object Quality Flags

	DNP3 Device Attribute Object
	Event Reporting
	Generate Events
	DNP3 10K Event Logging
	Control Generating Event
	Report Event By Polled Response
	Report Event By Unsolicited Response

	Collision Avoidance
	Time Synchronization
	Adjust for Daylight Saving

	Diagnostics
	Diagnostics for Ethernet Port
	Diagnostics for Secure Authentication

	Function Codes
	Implementation Table

	7 - Program Execution in Micro800 Controllers
	Overview of Program Execution
	Execution Rules

	Optional Module Configuration
	Controller Load and Performance Considerations
	Periodic Execution of Programs

	Power-up and First Scan
	Variable Retention

	Memory Allocation
	Guidelines and Limitations for Advanced Users

	8 - EtherNet/IP Network
	Overview
	EtherNet/IP Network Functionality
	Star Network Topology

	Implicit Messaging I/O Nodes on an EtherNet/IP Network
	Devices Included in the Node Count
	Devices Excluded from the Node Count

	How to Add PowerFlex 520- series and Kinetix 5100 Drives over EtherNet/IP
	Add a PowerFlex 523 or PowerFlex 525 Drive
	Add a Kinetix 5100 Drive
	Modify an Existing Module

	Module Properties
	Requested Packet Interval
	Type Definition in Module Dialog
	Module Inhibiting

	Predefined Tags in PowerFlex 520-series and Kinetix 5100 Drives
	Use of the User-defined Function Block Library
	Download the User-defined Function Block Instruction Files
	Import the User-defined Function Block Instruction Files
	Connection Fault Codes

	9 - Motion Control
	PTO Motion Control
	Use the Micro800 Motion Control Feature

	Input and Output Signals
	Motion Control Function Blocks
	General Rules for the Motion Control Function Blocks

	Motion Axis and Parameters
	Axis States
	Limits
	Motion Stop
	Motion Direction
	Axis Elements and Data Types
	Axis Error Scenarios
	MC_Engine_Diag Data Type

	Function Block and Axis Status Error Codes
	Major Fault Handling
	Motion Axis Configuration in Connected Components Workbench
	Add New Axis
	Edit Axis Configuration
	Axis Start/Stop Velocity
	Real Data Resolution
	PTO Pulse Accuracy
	Motion Axis Parameter Validation
	Delete an Axis

	Monitor an Axis
	Homing Function Block
	Conditions for Successful Homing
	MC_HOME_ABS_SWITCH
	MC_HOME_LIMIT_SWITCH
	MC_HOME_REF_WITH_ABS
	MC_HOME_REF_PULSE
	MC_HOME_DIRECT

	Use PTO for PWM Control
	POU PWM_Program

	HSC Feedback Axis

	10 - Using the High-speed Counter and Programmable Limit Switch
	High-Speed Counter Overview
	Programmable Limit Switch Overview
	What is High-Speed Counter?
	Features and Operation

	HSC Inputs and Wiring Mapping
	High-speed Counter (HSC) Data Structures
	HSC APP Data Structure

	HSC STS (HSC Status) Data Structure
	High-speed Counter (HSC) Function Block
	HSC Commands (HScCmd)

	HSC_SET_STS Function Block
	Programmable Limit Switch (PLS) Function
	PLS Data Structure
	PLS Operation
	PLS Example

	HSC Interrupts
	HSC Interrupt Configuration
	HSC Interrupt POU

	HSC Interrupt Status Information

	11 - Controller Security
	Operation Mode
	Exclusive Access
	Password Protection
	Disable Communication Ports
	Compatibility
	Work with a Locked Controller
	Upload from a Password-Protected Controller
	Debug a Password-Protected Controller
	Download to a Password-Protected Controller
	Transfer Controller Program and Password-Protect Receiving Controller
	Back Up and Restore a Password-Protected Controller

	Configure Controller Password
	Recover from a Lost Password
	Using the Memory Module Plug-in

	12 - Using microSD Cards
	Overview
	Project Backup and Restore
	Backup and Restore Directory Structure
	Power-up Settings in ConfigMeFirst.txt
	General Configuration Rules in ConfigMeFirst.txt
	ConfigMeFirst.txt Errors
	Deliver Project Updates to Customers Through Email

	Data Log
	Data Log Directory Structure
	Data Log Function (DLG) Block

	Recipe
	Recipe Directory Structure

	Quick Start Projects for Data Log and Recipe Function Blocks
	Use the Data Log Feature
	Use the Recipe Feature


	13 - Using the Micro800 Remote LCD
	Overview
	USB Mode
	Text Display Mode
	Navigate the Remote LCD
	Main Menu
	User-defined Screens

	Backup and Restore
	ASCII Code for Special Characters

	A - Modbus Mapping for Micro800 Controllers
	Modbus Mapping
	Endian Configuration
	Mapping Address Space and Supported Data Types
	Example 1, PanelView 800 HMI (Master) to Micro800 (Slave)
	Example 2, Micro800 (Master) to PowerFlex 4M Drive (Slave)
	Performance


	B - Quick Starts
	Update Your Micro800 Controller Firmware
	Firmware Update From MicroSD Card

	Establish Communications Between RSLinx and a Micro830/Micro850/ Micro870 Controller Through USB
	Configure Controller Password
	Set Controller Password
	Change Password
	Clear Password

	Use the High-Speed Counter
	Create the HSC Project and Variables
	Assign Values to the HSC Variables
	Assign Variables to the Function Block
	Run the High-Speed Counter
	Use the Programmable Limit Switch (PLS) Function

	Forcing I/Os
	Checking if Forces (locks) are Enabled
	I/O Forces After a Power Cycle

	Use Run Mode Change
	Create the Project
	Edit the Project Using Run Mode Change


	C - User Interrupts
	Information About Using Interrupts
	What is an Interrupt?
	When Can the Controller Operation be Interrupted?
	Priority of User Interrupts
	User Interrupt Configuration
	User Fault Routine

	User Interrupt Instructions
	STIS - Selectable Timed Start
	UID - User Interrupt Disable
	UIE - User Interrupt Enable
	UIF - User Interrupt Flush
	UIC – User Interrupt Clear

	Using the Selectable Timed Interrupt (STI) Function
	Selectable Time Interrupt (STI) Function Configuration and Status
	STI Function Configuration
	STI Function Status Information

	Using the Event Input Interrupt (EII) Function
	Event Input Interrupt (EII) Function Configuration and Status
	EII Function Configuration
	EII Function Status Information


	D - Troubleshooting
	Status Indicators on the Controller
	Normal Operation

	Error Codes
	Fault Types
	Corrective Action for Recoverable and Nonrecoverable Faults

	Retrieve a Fault Log
	Retrieve a Core Dump on Major Fault
	Controller Error Recovery Model
	Ethernet Diagnostics
	General Diagnostic Information
	EtherNet/IP Overview Diagnostic Information
	System Diagnostic Information
	Controller Diagnostic Information

	Calling Rockwell Automation for Assistance

	E - PID Function Blocks
	PID Function Block
	IPIDCONTROLLER Function Block
	How to Autotune
	How Autotune Works

	Troubleshooting an Autotune Process
	PID Application Example
	PID Code Sample


	F - System Loading
	Calculate Total Power for Your Micro830/Micro850/Micro870 Controller

	G - Connect to Networks using DF1
	DF1 Full-duplex Protocol
	DF1 Half-duplex Protocol
	DF1 Half-duplex Operation
	Considerations When Communicating as a DF1 Slave on a Multi-drop Link
	Using Modems with Micro800 Programmable Controllers

	Modem Control Line Operation
	DF1 Full-duplex
	DF1 Half-duplex Slave
	DF1 Half-duplex Master
	DF1 Radio Modem

	Configure DF1 Half-Duplex Parameters
	RTS Send Delay and RTS Off Delay

	Configure a Standard-Mode DF1 Half-duplex Master Station
	Minimum DF1 Half-duplex Master ACK Timeout
	Determining Minimum Master ACK Timeout
	DF1 Half-Duplex Master Communication Diagnostics

	Configure a Message-based Mode DF1 Half-duplex Master Station
	Configure a Slave Station
	Configure Poll Timeout
	DF1 Half-duplex Slave Communication Diagnostics

	Configure a Radio Modem Station
	DF1 Radio Modem Communication Diagnostics
	Configure the Store and Forward Table


	H - User-defined Function Block Motion Instructions
	PowerFlex 520-series User- defined Function Block Details
	Kinetix 5100 Drive Device Object UDFB
	Configure UDFBs for Kinetix 5100 Drives
	raC_Dvc_K5100
	raC_UDT_Itf_K5100_Cfg
	raC_UDT_Itf_K5100_Set
	raC_UDT_Itf_K5100_Cmd
	raC_UDT_Itf_K5100_Sts

	UDFB Motion Instruction Details
	raC_Opr_K5100_MSO
	raC_Opr_K5100_MSF
	raC_Opr_K5100_MAFR
	raC_Opr_K5100_MAS
	raC_Opr_K5100_MAJ
	raC_Opr_K5100_MAM
	raC_Opr_K5100_MAI
	raC_Opr_K5100_MAG
	raC_Opr_K5100_MAH
	raC_Opr_K5100_MAT

	Error Codes

	I - Using PCCC Commands and MicroLogix Mapping
	Use PCCC Commands
	Supported Subset of PCCC Commands

	Map Variables to MicroLogix Files
	How to Map a MicroLogix Address in Connected Components Workbench Software


	Index


